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Objectives:

Trustworthy Clouds (TClouds) aims to build a prototype Internet-
scale ICT infrastructure which allows virtualized computing, net-
work, and storage resources over the Internet to provide scalability
and cost-efficiency. The following objectives contribute to achiev-
ing the overall goal:

> Identifying and addressing the legal and business implications
and opportunities of a widespread use of infrastructure clouds,
contributing to building a regulatory framework for enabling re-
silient and privacy-enhanced cross-border infrastructure clouds.

> Defining an architecture and prototype for securing infrastructure
clouds by providing security enhancements that can be de-
ployed on top of commodity infrastructure clouds (as a cloud-
of-clouds) and assessing the resilience and privacy benefits of
security extensions of existing clouds.

> Providing resilient middleware for adaptive security on the
cloud-of-clouds. The TClouds platform will provide tolerance
and adaptability to mitigate security incidents and unstable
operating conditions for a range of applications running on
such clouds-of-clouds.

To demonstrate TClouds, scientists will prototype two scenarios
involving critical IT-systems:

> A smart lighting control system with Portugal’s leading energy
and solution providers Energias de Portugal and EFACEC: TClouds
will exhibit a public-infrastructure solution as part of the smart
grid and show how to migrate it to a secure cloud. This increases
the resilience against hardware failures, adds privacy protection
and protects from hacker attacks and other security problems.

> A patient-centric home healthcare service with San Raffaele Hos-
pital in Milano, Italy: TClouds will demonstrate a cloud-supported
solution that supports multiple different actors and remotely
monitors, diagnoses and assists patients outside a hospital set-
ting. The service respects security and privacy requirements and
regulations governing patient data.
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Stages of the TClouds project

Programme Structure

Legal and Business Foundations for Cross-border Computing

Requirements Technical capabilities

Trustworthy Internet-scale Computing Platform

Federated cloud
platform

Practicality and
improvements

Benchmark Applications & User-centric Evaluation

Programme Management and Dissemination

Federation of independent providers

Flexible trust models
User-centric security and privacy policies

Open interfaces

Scalable security mechanism

Tangible Key Results

Legal and regulatory guidance
Privacy impact assessment
Business models

Trustworthy individual clouds
Trustworthy cloud federations

Smart Lighting System
Home healthcare

Activity A1:
Legal and Business Foundations for Cross-border Computing

Activity A2:
Trustworthy Internet-scale Computing Platform

Activity A3:
Benchmark Application & User-centric Evaluation

Activity A4:
Programme Management and Dissemination
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Consortium

The consortium currently consists of 14 partners from 7 different
countries (greyed background identifies former members):
reputable universities and recognised companies from six Eu-
ropean Union member states (Austria, Netherlands, Germany,
Portugal, Italy and the United Kingdom) plus Switzerland. All
partners are experts in their field. This partnership of experienced
professionals is anticipated to result in a successful project.

Technikon Forschungs- und IBM Research GmbH
Planungsgesellschaft mbH (Zurich/Switzerland)
(Villach/Austria)
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security technologies

Philips Electronics Nederland Sirrix Aktiengesellschaft Technische Universitat
B.V. (Amsterdam/Netherlands) (Homburg/Saar/Germany) Darmstadt
(Darmstadt/Germany)

Friedrich-Alexander-Universitit
Ertangen-Niirberg

The Chancellor, Master and Politecnico di Torino Friedrich-Alexander Universitat

Scholars of the University (Torino/Italy) Erlangen-Niirnberg
of Oxford (Oxford/United (Erlangen/Germany)
Kingdom) Project Exit Date: March 30, 2012
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UNU-MERIT

Universieit Maastricht-Merit EFACEC Engenharia e Sistemas, Technische Universitat
(Maastricht/Netherlands) S.A. (Maia/Portugal) Braunschweig
Project Exit Date: April 30, 2012 (Braunschweig/Germany),
Project Entry Date: April 1,2012

AIGIS

Fundacao da Faculdade de
Ciéncias da Universidade de
Lisboa (Lisbon/Portugal)

Fondazione Centro San Raffaele
del Monte Tabor (Milan/Italy)
Project Exit Date: May 10, 2012

tachnology Tanster & valcrisaticn

INNOVA SpA (Rome/Italy),
Project Entry Date: June 1,2012

ULD %

Unabhéngiges Landeszentrum
fiir Datenschutz Schleswig-
Holstein (Kiel/Germany)
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Energias de Portugal
(Lisbon/Portugal)

Fondazione Centro San
Raffaele (Milan/Italy),
Project Entry Date: May 11, 2012




