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Executive Summary

This report describes requirements for a trusted cloud infrastructure, analyses shortcomings of
todays cloud offerings and develops new approaches and building blocks for such an infrastruc-
ture, focusing on privacy and resilience.

The report starts by collecting the security requirements on Cloud Computing by reviewing
surveys on the risks of this new paradigm of computing. It identifies security shortcomings of
today’s cloud offerings and analyses a state of the art Cloud Computing framework for security
features as well as gaps.

Based on these results the core building blocks for a trustworthy cloud architecture are
discussed and developed. This covers hardening of existing cloud platforms, new services en-
hancing the interface, improving resiliency and building a cloud infrastructure based on Trusted
Computing technology.

Using Cloud Computing means to share responsibility for IT security with the cloud
provider. Trust in the cloud services as well as in the provider has to be established to miti-
gate the risks of malicious insiders. In this report several aspects and approaches to gain trust
are discussed. A secure logging mechanism is described that is the basis for auditing of the
cloud services. A middleware layer of infrastructure services is proposed which automatically
matches user requirements onto cloud properties. An role based access control model is de-
scribed that tracks maintenance tasks of cloud administrators to ensure integrity and confiden-
tiality of the customers payload in the virtual machines. A fundamental approach to establish
trust in the cloud infrastructure is achieved by employing Trusted Computing technology. This
approach provides technical means to measure the integrity of a remote system and to build a
verifyable trusted computing base spanning over the customer’s own infrastructure as well as
the cloud resources of the provider. In this report we describe an architecture for such an trusted
infrastructure.

To improve resilience of the cloud infrastructure replication techniques can be used. How-
ever, one has to keep the costs induced by replication in mind, as reducing costs is one of the
motivations to move into the cloud. In this report an approach for a Byzantine Fault Tolerant
architecture is described, which reduces the number of replicas needed.

A core technology enabling Cloud Computing is virtualization. Improving the state of the
art in recursive virtualization is discussed focusing on performance aspects as well as in security
improvements.
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Chapter 1

Introduction

Cloud Computing promises on-demand provisioning of scalable IT resources, delivered via
standard interfaces over the Internet. Only the capacity used is charged, and the resources scale
with the demands of the users. Fixed investments into an on-premise IT is turned into variable
costs, a static IT-infrastructure becomes a flexible and dynamic service. These characteristics fit
perfectly into todays fast paced business world, however there are problems that inhibit coarse
acceptance of Cloud Computing in todays businesses. Putting resources into the Cloud also
results into a shared responsibility between cloud provider and customer. In particular the
responsibility for all security aspects is now shared. Moreover as all cloud customers use the
same resources, the infrastructure is shared among multiple clients, usually called tenants in
this context, which may be competitors.

The goal of the TClouds project is to tackle the security challenges of Cloud Computing,
and build a trusted and resilient cloud infrastructure.

In TClouds we focus on the most flexible service model of Cloud Computing, Infrastructure-
as-a-Service (IaaS). Customers can build entire virtual infrastructures by renting resources like
storage, network, and computing platforms in form of virtual machines with administrative
access to the whole operating system.

This report describes the work of the first year within Work Package 2.1, which is about
building a single trusted cloud. Whereas report D.2.2.1 describes the work on the cloud-of-
clouds middleware of Work Package 2.2 and Work Package 2.3 and its report D2.3.1 is con-
cerned with the management aspects of both the single cloud as well as the cloud-of-clouds
scenario. The interconnection of the topics is reflected in the different reports as they describe
different aspects of our overall approach towards a trusted Cloud Computing platform. For ex-
ample the work on ensuring integrity and confidentiality of virtual machine images is described
in D2.3.1 as it turned out that the major challenge is the key management aspect. Nevertheless,
the resulting component is an important building block of a trusted cloud infrastructure as we
describe it in this report.

Structure

The report is structured into two main parts. The first part focuses on the requirements of
a privacy enhanced and resilient trusted cloud, analyses cloud infrastructures in general and
identifies security deficiencies. The second part describes the core building blocks of a trusted
cloud infrastructure which are needed to overcome the deficiencies identified in the first part.
Chapter 2 summarizes important Surveys on Cloud Computing focusing on the risks and
security challenges. The surveys are complemented by an own survey focusing on the research
challenges. The main risks and security challenges concentrate around the core features of
cloud offerings. First using Cloud Computing means outsourcing. Resources and responsibility

TClouds D2.1.1 Page 1 of 177
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are split between the customer and the cloud provider. Trust between the cloud provider and
the customer has to be established and compliance to legal requirements of a customer has
to be fulfilled by the provider. Second, resources at the cloud provider are shared between
customers which might be competitors. So isolation of customers becomes a main requirement
for a trusted cloud infrastructure. Third, a public cloud offers standardized interfaces to literally
anybody. So protection of these public api’s against attacks is of utmost importance.

Chapter 3 analyses the security threats of today’s commodity clouds, focusing on the market
leader Amazon Web Services. The chapter investigates the security and privacy threats caused
by the unawareness of cloud users with respect to the image management in the cloud. Virtual
machine images are published (e.g. containing ready to use web services or database systems)
and can be used by other customers to rapidly deploy functionality in the cloud. Severe short-
comings were found in the images, like backdoors, private keys, passwords and sensitive data.
The chapter also covers the techniques used to analyse the images and discusses possible coun-
termeasures.

Chapter 4 is dedicated to a security analysis of OpenStack. OpenStack is an open source
Cloud Computing framework and serves two purposes within the TClouds project. First, as a
representative example of a Cloud Computing framework, it is used to identify the gaps which
have to be closed in order to obtain a trusted cloud infrastructure. Second, as it is an open source
framework we use it as a platform to prototype the TClouds security and resilience extensions
within a realistic setup.

Chapter 5 suggests a taxonomie of infrastructure clouds that is used to identify and describe
important requirements for Cloud Computing. This covers both functional requirements and
privacy and resilience requirements. This chapter lies the foundation for Chapter 8 were the
taxonomie is used to design a cloud architecture.

In Chapter 6 a logging mechanism for the trusted cloud infrastructure is discussed. The
focus is the secure logging of infrastructure events such as creation, destruction or migration
of a VM or allocation and deletion of a bucket of storage. A trusted logging facility is a core
requirement for a cloud infrastructure to reach compliance with the legal requirements on au-
ditability of the cloud infrastructure. Trusted Computing Technology is used to implement a
hardware anchor to ensure code integrity of the logging facility.

Chapter 7 builds on the analysis of OpenStack of Chapter 4 and proposes a solution to
limit the threat of malicious cloud administrators on the confidentiality and integrity of the
customers’ virtual macchines. A role based access control model is suggested that controls the
maintenance tasks of a remote administrator. During normal operation the cloud middleware
itself has full control and there is no need for an administrator to access the servers. Only during
maintenance operations the access rights of the administrator are elevated for the dedicated task
by fine grained privilege levels. The system always keeps track on the possible effects on
confidentiality and integrity.

Chapter 8 continues the requirements analysis of Chapter5 by presenting a high level de-
sign of a cloud middleware of self-managed services. User requirements are matched with the
infrastructure properties by the services which take care of compliance issues (territorial restric-
tions of the serves), security obligations (e.g. isolotaion, confidentiality) as well as resilience
requirements.

Chapter 9 introduces a resource efficient Byzantine Fault Tolerance (BFT) framework for the
cloud infrastructure. Availability and resilience of the cloud infrastructure is a core requirement
for a trusted cloud. A Byzantine Fault Tolerant architecture is not only able to handle crash-
stop failures by introducing replication, but can handle arbitrary faults, ranging from software
bugs, intrusions, viruses to spurious hardware errors. However, the drawback of a Byzantine
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Fault Tolerance architecture is the high degree of replication that is needed, which increases the
costs of Cloud Computing. In this chapter a variant of BFT is discussed which is more resource
efficient by relying on a trusted counter.

Chapter 10 describes a mechanism to automatically taylor virtual machines to act as an
auxiliary service within the cloud. With this approach cloud customers can deploy resource
efficient, minimized services within the cloud for which they have assessed trustworthiness. As
an example a key/value storage service is used.

Chapter 11 introduces a Trusted Platform Agent, which supplies a neat interface to Trusted
Computing technology by integrating them into a common library together with other com-
monly needed functions (e.g. cryptographic or network-related functions). Trusted Computing
technology is employed as a basic technology in Chapters 6 and 12.

Chapter 12 describes how to build a trusted cloud infrastructure from the ground up based
on Trusted Computing technology providing a hardware anchor as a root of trust. Starting from
a trusted boot procedure a security kernel controls the hypervisor and all server machines to
ensure confidentiality and integrity of the platform. A central management component is used
to control security policies which are deployed and enforced on all servers. The concept of
Trusted Virtual Domains is supported for seamless integration of the cloud offering into the
infrastructure of a customer without sacrificing security requirements.

Hardware virtualization is the core technology to enable Cloud Computing by allowing
to share hardware resources by offering virtual machines to the customer. In Chapter 13 the
problem of recursive virtual machines is discussed and a novel solution is proposed. The need
for recursive virtual machines has two sources. First, customers may use virtualisation within
their infrastructure and want to provision this setup into the cloud, which also uses virtualisation.
Moreover, recursive virtual machines can be used to add additional layers of security. In this
chapter the efficiency problems are addressed that arise when naively stacking virtual machines.
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Chapter 2

Surveys on Cloud Computing

Chapter Authors:
Sven Bugiel, Stefan Niirnberger (TUDA), Norbert Schirmer (SRX)

2.1 Overview of Surveys on the Risks / Threats of Cloud
Computing

In this section we give an overview on surveys that evaluate the risks of Cloud Computing. By
using these risks as a starting basis we evaluate which risks we can counter by technical means
within a trusted cloud infrastructure.

2.1.1 Gartner 2008

This is a summary of Gartner’s assessment of the security risks of Cloud Computing [HNOS].

Privileged User Access As sensitive data is processed outside of the enterprise, by non-
employees, special care has to be taken to control who has access to the data, and how to
ensure the trustworthiness of these people.

Compliance The user himself is ultimately responsible for the security and integrity of the
data stored in the cloud. A service provider should submit to external audits and security
certifications and provide the customer with the necessary information as a basis for a
trust relationship between the customer and the service provider.

Data Location When storing data in the cloud it is unclear where it is physically stored, it
might even be stored in different countries with different national privacy regulations.
If one needs to stay within a specific jurisdiction the provider has to give contractual
commitment to obey the law.

Data Segregation Data in the cloud is stored in a shared environment together with the data of
other customers. To segregate the stored data encryption may be offered by the providers.
How can trust into the key-management and encryption implementations used by the
provider be assessed by the customer?

Availability While the scalability and reliability of today’s cloud services seems to be high,
there is no guaranteed quality of service with a contractual commitment by the provider
and which can be technically enforced.
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Recovery How can the cloud offering recover from total disaster? Even if the provider isn’t
willing to tell where he stores the data he should tell the customers about backup and
recovery strategies.

Investigative support Cloud services are especially difficult to investigate, in case of illegal ac-
tivities because logging and data of multiple customers are colocated on the same physical
machine and may spread dynamically over different hosts and data centers. Moreover, the
provider should give contractual commitment to allow such investigations at all.

Long-term viability Will the customer be able to get all his data back in case the provider gets
broke?

2.1.2 ENISA 2009
This is a summary of ENISA’s assesment on the risks of Cloud Computing [ENIO8].

Loss of Governance The customer cedes control to the cloud provider on security issues,
which may not be covered by a commitment in the service level agreement.

Lock-In It is hard to migrate from one provider to another or back to an in-house solution, as
tools and standards for services are rare. This can introduce a dependency on a particular
cloud provider.

Isolation Failure Multi-tenancy and shared resources pose new risks for separating storage,
memory, routing etc. However attacks against hypervisors are still rare compared to
attacks against traditional OSs.

Compliance Risks Achieving certain levels of certifications may be hard or impossible for a
customer: The cloud provider may have to give evidence of his own compliance, the
cloud provider may not permit audit actions by the customer, or compliance cannot be
achieved in a public cloud infrastructure at all (e.g. PCI DSS).

Management Interface Compromise Customer management interfaces are publicly accessi-
ble and control a large set of resources and hence pose an increased risk by being com-
promised, especially via remote access and web browser vulnerabilities.

Data Protection It is hard for a customer to effectively check how data is handled by the
provider and to ensure that data is handled in a lawful way. The situation gets even
worse between federated clouds.

Insecure or Incomplete Data Deletion Data deletion may not result in true wiping of the data.
Redundant copies may not be deleted, or hard disks cannot be destroyed as they also store
data of other tenants.

Malicious Insider The damage that may be caused by a malicious insider is great, especially
by system administrators or security service providers.
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2.1.3 CSA 2010

This is a summary of the top threats of Cloud Computing identified by the cloud security alliance
[AIl10].

Abuse and Nefarious Use of Cloud Computing Cloud resources and the anonymity in the
cloud may attract criminal activity within the cloud. A cloud provider may be attacked
by his own users with his own infrastructure.

Insecure Interfaces and APIs Clouds offer rich interfaces and APIs for cloud management
and control which can be attacked and should be secured.

Malicious Insiders Due to convergence of IT services and customers on a single management
domain the threat of malicious insiders is amplified. Moreover the processes and proce-
dures within the providers may not be transparent to the customers.

Shared Technology Issues Strong isolation of different compartments (of multiple tenants) on
the shared hardware resources have to be maintained by the hypervisor, which can be
target of attacks.

Data Loss or Leakage The threat of data loss or leakage is increased in the cloud, due to the
number of risks and challenges which are either unique to the cloud, or more dangerous
because of architectural or operational characteristics of the cloud.

Account or Service Hijacking In a cloud scenario attacks like phishing, fraud and exploitation
of software vulnerabilities are even more dangerous as an attacker can gain access or
manipulate all the operations that are performed within the cloud.

Unknown Risk Profile By outsourcing the hardware/software ownership to the cloud, the cus-
tomer looses the control/information about the current state of security relevant issues:
Software versions, code updates, intrusion attempts, etc.

214 TCG 2010

This document [Gro] is partly based on the CSA report. They propose six challenges for Cloud
Computing:

Securing Data At Rest The data stored at the cloud provider should be encrypted to preserve
privacy and confidentiality

Securing Data in Transit Data in transit should be protected by encryption to prevent eaves-
dropping. Furthermore, authentication is necessary to be certain about the two (or more)
communication partners.

Authentication In the cloud environment, authentication and access control are more impor-
tant than before, since the data would otherwise be accessible to everybody. Additionally,
the SSO or similar means should support to e.g. hinder fired employees in accessing data.

Separation between Costumers is important, as physical proximity (e.g. same machine) al-
lows for covert channels, for which no absolute countermeasure exists.

Cloud Legal and Regulatory Issues must be verifiable by the client, who uses the cloud ser-
vice to guarantee that they are compliant with his/her expectations.
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Incident Response A plan must exist for security breaches or misbehaviour. At least an auto-
mated notification (or even automated response) is needed.

2.1.5 TUDA 2010

The TClouds partners of the TU-Darmstadt started their own survey to summarize the chal-
lenges of security in Cloud Computing. Many are solved today, others have questionable solu-
tions and yet some of them are unfortunately left open for further research or even not solvable.

Economical View. From an economical point of view, security features are usually regarded
as utility-function. That means, that the costs for implementing security features are only
paid, if the risk of unsatisfied costumers or data theft is higher than a certain threshold.
This threshold is usually the money it would cost to handle such an incident multiplied by
its probability (M - p). If the cost for implementing security counter measures are higher
than this product (C' > M - p) the countermeasures are usually not taken.

Storage. Encryption is not the holy grail for storage. Also necessary are means to proof data
possession (so called Proof of Retrievability (POR) or Provable Data Posession (PDP)).
Another great demand for encrypted data is the fact, that it should still be indexable and
sortable. This can be done using Order Preserving Encryption (OPE).

Computation. Outsourcing computation to the cloud means to trust the cloud, that these com-
putations were indeed performed. Several means exist to verify execution. Some ap-
proaches silently compute an undetectable hash during execution (that can later be veri-
fied), others operate on a different computation model, e.g. Fully Homomorphic Encryp-
tion (FHE) or Garbled Circuits (GC).

Policies may further enhance the security and trust of the cloud’s client(s). They serve several
functions. Some of them are: Separation of competitors, local law regulations etc. The
negotiation of policies has sometimes to be done in private, as neither party would like to
reveal their extent, to which they would be willing to ’bend’ their demands. Automatic,
private policy negotiation does this job and provably gathers the best result for both parties
(unbiased).

Attack Scenarios and their Mitigation. Detection and avoidance of Denial Of Service (DoS)
attacks.

Covert Channels. Covert Channels are not easy to handle, as basically every part involved in
the design of a computer or software could be used to communicate covertly with another
party. This poses an attack scenario for competitors, as [RTSS09] have shown that it is
possible to guess the proximity of two virtual machines in the Amazon EC2 cloud.
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Chapter 3

Security Threats Towards Commodity
Clouds

Chapter Authors:
Sven Bugiel, Stefan Niirnberger (TUDA)

3.1 Introduction

Cloud computing offers fine-grained IT resources, including storage, networking, and comput-
ing platforms, on an on-demand and pay-per-use basis. The high usability of today’s Cloud
Computing platforms makes this rapidly emerging paradigm very attractive for customers who
want to instantly and easily provide web-services that are highly available and scalable to the
current demands [NIS11b].

In the most flexible service model of Cloud Computing, Infrastructure-as-a-Service (1aaS),
customers can build entire virtual infrastructures by renting resources like storage, network, and
computing platforms in form of virtual machines with administrative access to the whole oper-
ating system. other users, similar to an app store for the cloud. An important feature of modern
commodity IaaS cloud providers is VM image management. Cloud customers are able to import,
create, share, and publish the images (or snapshots) of their Virtual Machines. For example, the
open source project OpenStack recently started the subproject Glance for “discovering, regis-
tering, and retrieving virtual machines images.”. The well-known provider Rackspace offers its
customers the possibility to “create an image of any cloud server”. However, the by far most
flexible and powerful image management is provided by the [aaS market-leader Amazon Web
Services (AWS). Amazon offers not only pre-configured, templated images which enable the
AWS customers to get their virtual infrastructure up and running immediately, but also provides
very powerful and easy to use tools (e.g., a web-service) to import existing images (e.g., from
VMWare based infrastructures), create new images from existing ones or running VMs, and to
publish the images to make them available to other AWS customers. At the time of writing,
there are more than 15.000 public images available'.

In its essence this usage model resembles the one of the very-well established mobile app
stores like Apple’s App Store or the Android Market. Cloud customers are able to rapidly
deploy new functionality in their virtual infrastructures by using publicly available images that
implement the required functionality. Although the bulk of the contemporary available VM
images are for free, a new market is opened by providing images in return for payment. For

'A very nice overview over the public images on AWS is provided by the website http://www.
thecloudmarket.com/
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Figure 3.1: Basic System Model of Cloud App Store

instance, on Amazon images can be published as so called paid AMI for which users have
to pay an extra fee to the creator of the image in return for using the VM. Even third parties
like VMWare recognized the possibilities of VM images and since recently provide a virtual
appliance store* for VMWare technology based clouds.

In a recently published paper [BPN*11], we investigated and evaluated the security and
privacy threats caused by the unawareness of users in the cloud with respect to the above men-
tioned image management. Although the methods and techniques described in the following are
applicable to arbitrary [aaS providers, we focus on one of the major cloud providers, Amazon’s
Elastic Compute Cloud (EC2) [EC2] and adapt our terminology accordingly. In the following,
we describe the players involved in the (Amazon) Cloud App Store and the resulting security
challenges.

The Cloud App Store. As shown in Figure 3.1, the Cloud App Store involves a Provider
and typically two kinds of users, Publisher and Consumer. The Provider, Amazon in our case,
operates the IaaS cloud infrastructure, authenticates users and bills them for the resources they
consumed.

The Publisher creates and publicly offers cloud apps, called Amazon Machine Im-
ages (AMIs). For this, he selects an existing AMI (AMI-1 in Figure 3.1), instantiates it
(Instance-1ami-1), logs into the running instance to configure it, and finally publishes a snapshot
as a new AMI (AMI-2).

The Consumer selects this AMI from a list of available AMIs, instantiates it
(Instance-2ami-2), and uses it for her purposes. Optionally, a Publisher can declare an AMI
as paid AMI to earn money from Consumers invoking it.

Security Challenges. In this deliverable, we focos on specific security challenges for both,
Consumers and Publishers that arise when sharing images using the model described above (see
also [WZA 09, ASM09]).

Security of Consumer. The Consumer must trust the Publisher not to include any malware
into the AMI. Such a malicious AMI could contain a Trojan horse that spies on or modifies the
Consumer’s data, or a backdoor for malicious remote login. Even though full protection against
such malicious AMIs is almost impossible, filters, virus scanners, and rootkit detectors could
provide at least some level of protection [WZA09].?

http://www.vmware.com/appliances/
3In principle, this is similar to mobile app stores where downloaded apps must be trusted as well. Recently,
Google’s mobile app store withdrew 25 Android apps that were infected with malware [Gool1]. As such attacks
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Security of Publisher. The Publisher on the other hand might accidentally publish AMIs
that contain highly sensitive information. Examples include keys, credentials, passwords, com-
mand history/log files, or source code.

Although Amazon’s user guide recommends to ensure that all confidential information is
removed before publishing an AMI [Amalla, Sharing AMIs Safely], many users seem to be
unaware of the crucial consequences of ignoring these recommendations, do not have the ap-
propriate tools at hand, or simply forgot private data in their AMIs.

The Gap between Theory and Practice. The Provider could filter AMIs for Trojans,
backdoors, or confidential information to reduce the chance of malicious or sensitive data within
AMIs. This was proposed in [WZA T09], but although the automated filtering system presented
in that paper seems to be used already within the IBM SmartCloud [IBM], the explicit filtering
rules are not available to the public.

In contrast, Amazon currently does not provide automated scanning of public AMIs as they
are not responsible/liable for what users do with their own data. Though Amazon quickly
reacts on incidents reported to their security hotline and informs affected customers, e.g., those
running an AMI in which a backdoor was found [Amallc].

In this chapter we show that these previously reported incidents are only the tip of the
iceberg and many of the publicly available AMIs have severe security vulnerabilities leaking
highly sensitive data.

Our Contribution and Outline After summarizing related work in Section 3.2 and giving
background information on the Amazon Web Services (AWS) in Section 3.3 we present the
following contributions.

Extraction of Sensitive Information from Public AMIs (cf. Section 3.4). Through an
extensive analysis we were able to extract highly sensitive information from several publicly
available EC2 AMIs. To make the analysis cost and time effective we developed an automated
tool that uses different search strategies and exploits technology specific aspects of the Amazon
cloud. The costs for running our attack were less than $20 while the information we extracted
from the AMIs would allow an attacker to cause financial damage of several $10, 000 per day
and could severely harm the reputation of several companies that operate services in the cloud.
After testing overall 1225 AMIs we got hold of the source code repositories, administrator
passwords and other types of credentials of various web service providers.

SSH Vulnerabilities in AMIs (cf. Section 3.5). We discovered several vulnerabilities in
AMISs that are introduced by incorrect usage and configuration of SSH. About one third of the
tested 1100 public AMIs in Europe and the US-East region contain an SSH backdoor, i.e., a (for-
gotten) public key that allows remote login for the Publisher. We identified multiple instances
that use the same SSH host key which allows an external attacker to correlate these instances
running the same or a similar AMI, identify candidates for corresponding public AMIs, and
mount several attacks, e.g., host impersonation.

Countermeasures (cf. Section 3.6). We provide several mechanisms to protect against
our attacks on public AMIs. Besides organizational measures we propose to use our tools to
enhance the security of the interfaces for publishing AMIs and also extensions to the interface
of the Cloud App Store.

also harm the reputation of the mobile app store provider, some providers already review new apps submitted to
the store to ensure that they perform as expected [App, Hea06].

““For security reasons, we (Amazon) recommend that any instance based on a publicly available AMI that
is distributed with an included SSH public key should be considered compromised and immediately termi-
nated.” [Amallb]
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3.2 Related Work

In this section we briefly revisit previous work on the security challenges of publicly sharing
Virtual Machine (VM) images (AMIs in our terminology) on which we build our practical
attacks. Afterwards we review the main related work on general cloud security, security aspects
specific to the Amazon cloud, and methods for searching private data.

VM Image Analysis As summarized in Section 3.1, security and privacy risks for the Con-
sumer and Publisher when sharing VM images have been identified in [WZA09]. Shared VM
images may contain either malware that was intentionally or unintentionally included by the
Publisher. To protect against these threats, the authors propose filtering of VM images by the
Provider which has been implemented in the Mirage image management system [RTAT08].
The IBM SmartCloud [IBM] deploys a system that is presumably based on (a mechanism like)
Mirage for automated patching [ZNZ"10] and periodical malware scans [SRA™10] of public
VM images.

We show that the risks pointed out in [WZA09] ubiquitously occur in Amazon’s Cloud
App Store and have more severe consequences than previously thought. As our results show,
Amazon does not apply any centralized filtering as proposed in [WZA™09], and considers this
as the responsibility of cloud users. As countermeasure against these threats we propose tools
and extensions to the user interface of the Cloud App Store that allow even technically less
skilled users to protect their published AMIs from containing sensitive data.

General Cloud Security Challenges The risks and threats for Cloud Computing as analyzed
in [Clo10b, Eur09, CPK10, TJIA10] concern mainly the vulnerabilities inherent to cloud infras-
tructures, e.g., protection of the outsourced data and computations against eavesdropping and
illegitimate modifications; new threats induced by sharing physical resources with other users’
VMs (multi-tenancy); non-availability of the users’ outsourced data and cloud-based services;
or vendor lock-in to a single provider.

The security threats induced specifically by the usage model and capabilities of VMs, e.g.,
massive scalability and VM snapshots, i.e., copies of the current state of a VM, were discussed
in [GRO5a, RY10, CYCO8b]. These threats include, e.g., the rollback of a VM to an already
compromised state, the conflict between traditional security management systems and the VMs’
flexibility, or the loss of entropy upon state rollback affecting the freshness needed for crypto-
graphic mechanisms and protocols.

Recent guidances and best practices aim at mitigating these threats and securing Cloud
Computing [NIS11a, CloO9b]. However, we show that many Publishers and Consumers do not
adhere to these recommendations.

Amazon Specific Cloud Security Challenges The documentation of the Amazon Web Ser-
vices (AWS) [AWSDb] contains several relevant security guidelines. Moreover, the Elastic Com-
pute Cloud (EC2) [EC2], an integral part of AWS, has recently been subject to scientific and
industrial security research as summarized next.

AWS Security Recommendations. An overview of the security processes in the AWS
cloud infrastructure is given in [Varl1]. Further, Amazon provides security guidelines and
best practices on how to use AWS [AWS10], including advises and references [Swi09] on how
customers can secure their AWS credentials in EC2 instances with respect to the risk of unin-
tentionally embedding them in public AMIs. However, the proposed solutions require technical
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knowledge of the AWS mechanisms which conflicts with the high usability of the Cloud App
Store. Thus, Cloud App Store users are either unaware of the security risks/guidelines or are
only capable of using the store but not of implementing the security guidelines. This assumption
is underlined by the high number and severity of our findings.

VM correlation. The possibility to gain insight into the EC2 network topology, and how
to exploit this knowledge for placing a malicious VM A purposefully on the same physical
host as a specific foreign VM B, and finally to eavesdrop on VM B via side-channels, was
demonstrated in [RTSS09]. Our SSH correlation attack (cf. Section 3.5) provides additional
information about running VMs that can be used to enhance their approach by narrowing down
the search space for the co-location.

Malicious VMs. The attacks presented in [ASMO09] exploit design flaws of the EC2 Cloud
App Store such as phishing by publishing a malicious AMI that appears high in the list of
available AMIs. Our countermeasures proposed in Section 3.6 can be used to mitigate these
attacks.

Private Data Search Several methods and sources exist to search for unintentionally leaked
private data in public resources. Examples include recovery of sensitive data from second-hand
hard-drives [GS03], or “Google hacking” [AT07, Tat06] which allows to query the Google
search engine to find private information in its indices, e.g., private keys, hashed passwords, or
private information about a person.

3.3 Background on AWS

In this section we recall the main aspects of the Amazon Web Services (AWS) [AWSb]: the
Amazon Elastic Compute Cloud (EC2) [EC2] in Section 3.3.1 and authentication to AWS in
Section 3.3.2. For detailed information we refer to Amazon’s documentation on AWS [AWSc].
Readers already familiar with AWS can skip this section.

3.3.1 Amazon’s Elastic Compute Cloud (EC2)

In 2006, Amazon introduced the Elastic Compute Cloud (EC2) [EC2] as part of the Amazon
Web Services (AWS). It allows users to run Virtual Machines (VMs) on-demand on the infras-
tructure provided by AWS. The VMs behave similar to a physical server and contain a full-
blown operating system (currently supported are various Linux distributions, FreeBSD, Open-
Solaris, and Windows). Running VMs are called instances and isolation between instances is
enforced by the XEN hypervisor [AWS10]. Figure 3.2 illustrates the instantiation of VMs from
Amazon Machine Images (AMIs) via the AWS Cloud App Store. When a Consumer starts a
VM, she has to specify 1) an AMI from which the instance is derived (AMI-ID), 2) a type defin-
ing the resources available to the instance (Type), and 3) the geographical region in which the
VM is deployed (Region) as described next.

Region and Type The Region defines one out of five EC2 data centers (two in the US, one
in Europe, and two in Asia). To guarantee failsafe operation, each data center of a region is
currently split into two or more independent availability zones.

The Type specifies how many resources are allocated for the instance (CPU, RAM, tem-
porary disk space, speed of the network connection) and determines the costs ranging from
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Figure 3.2: VM instantiation in Amazon AWS. The Consumer chooses the image (AMI-ID),
resources (Type), and availability zone (Region) for her VM on the Web Interface of the AWS
Cloud App Store. Depending on the type of the AMI, the VM is instantiated (Instance-I1Dami.ip)
either as (A) EBS-backed or (B) S3-backed.

$0.02 to $2.10 per instance operation hour. Besides costs for running instances, the user is also
monthly charged for I/O usage and consumed network bandwidth.

Amazon Machine Images (AMIs) Amazon introduced the concept of pre-built VM image
templates, called Amazon Machine Images (AMIs) for rapid deployment of instances. An AMI
contains a whole operating system together with applications and data. When an instance is
started, a copy of the selected AMI is booted and control over the instance is handed over to the
user. AMIs are managed in the Cloud App Store and are either provided directly by Amazon or
by third party publishers. Users can take these public AMIs to create their own AMIs which are
either kept for themselves (private AMIs), made accessible to a group of users (shared AMIs),
or made publicly available for every user of EC2 (public AMIs) as shown in Figure 3.1. AMIs
are further distinguished by the storage type they are based on — either S3 or EBS — as described
next.

S3-backed AMIs. S3-backed AMIs are stored on the highly available Simple Storage Ser-
vice (S3) [S3]. As shown in Figure 3.2, S3-backed AMIs are instantiated by first copying the
image onto the hard drive of a physical EC2 node which then boots the image. A new S3-backed
AMI can be created from within a running S3-backed instance by a process called bundling,
which stores the current state of the instance’s file system on S3 and registers this state with the
Cloud App Store as new AMI. The data in an S3-backed instance is only persistent for the life
of the instance and lost upon instance termination or failure. This resembles the usage model of
a live CD.

EBS-backed AMIs. EBS-backed AMIs reside on the Elastic Block Storage (EBS) [EBS].
EBS offers persistent, attachable block devices, called volumes, which can hold an arbitrary
file system. When a user instantiates an EBS-backed AMI, a bitwise copy of the image is
created on EBS and the VM is started from this new image as shown in Figure 3.2. Storing
the instance’s data persistently on an EBS volume enables the user to stop the execution of an
EBS-backed VM. He then has only ongoing costs for the storage occupied by the block device.
New EBS-backed AMIs are created by storing a bitwise copy of the current state of a volume,
called snapshot, on EBS and registering this snapshot with the Cloud App Store as new AMI.
EBS volumes cannot only be used to hold bootable AMIs, but are also a general way to store

TClouds D2.1.1 Page 14 of 177



D2.1.1 — Technical Requirements and Architecture for Privacy- Tc!gugs

enhanced and Resilient Trusted Clouds

persistent data. They can be attached on-the-fly to running instances (comparable to a USB
flash drive in the cloud).

Networking All instances are executed in an environment which provides logging, monitor-
ing, and security capabilities such as a simple firewall for inbound traffic (cf. [BSP10]). On
startup, the instance is assigned an external IPv4 address for Internet connectivity and an in-
ternal address for communication with other EC2 instances. The user is only charged for data
traffic with the Internet over the external address.

3.3.2 Authentication in AWS

AWS uses different authentication mechanisms to provide authenticated access to the AWS
account and to running instances as described next.

Authentication to the AWS Account. During the initial account creation and verification,
an AWS Customer associates her email address with an AWS account, selects a password,
and provides credit card and personal information for the monthly billing. After successful
verification by Amazon she obtains a password to log into a web management system where
she can inspect log files and the current account activity, change personal information, and
manage instances. In this web management system, the Customer can register credentials for
an Application Programming Interface (API) to control the life cycle of an instance by means
of tools provided by 3"¢ parties or Amazon [Mur08]. We refer to those credentials as API keys.’
The API keys can be used for example to start or terminate instances, create EBS volumes, or to
register public images. Moreover, API keys are required within an S3-backed instance during
the bundling of the same instances in order to access the S3 storage. However, API keys do not
provide direct access to personal or credit card information.

Authentication to Instances. After an instance has been started, the control needs to be se-
curely transferred to the Customer by providing her with a secure and authenticated login chan-
nel. For this, Linux/Unix-based instances commonly use Secure Shell (SSH) [YLO06]. Here, a
customer generates an SSH key pair (pk, sk) and registers the public key pk with AWS. Upon
instantiation of an AMI, this key is automatically made available to and imported by the SSH
server running in the newly created instance and can be used for secure logins of the user who
holds the corresponding secret key sk.

3.4 AMI Privacy Analysis

By systematically examining only little more than 10% of all public Linux-based AMIs we
were able to extract a lot of private information. The results of our analysis are summarized in
Section 3.4.1. To automate the analysis we implemented a tool as described in Section 3.4.2.
We calculate the costs for analyzing all AMIs in Section 3.4.3 and discuss the reasons for and
implications of our analysis in Section 3.4.4.

3.4.1 Our Findings

We analyzed a total of 1225 AMIs in the European and US-East region of the Amazon EC2
cloud. In our privacy analysis of these AMIs we discovered AWS API keys, private keys and

STechnically, API keys provide authorized access to a SOAP, Query, or REST-based web service.
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credentials, and private data, including source code. For each of these categories we describe
the possible threats and our findings next. A summary of our findings in EBS-backed AMISs is
given in Table 3.1.

| Finding | US-East-1 | EU-West-1 |
Analyzed AMIs 550 (100%) | 550 (100%)
AWS API Keys 12 (2%) 2 (0.35%)
SVN Credentials 4  (0.7%) 3 (0.55%)
SSH/SSL User Keys 14 (2.5%) 5 (0.9%)
SSH Host Keys 205 (37%) | 122 (22%)
SSH Backdoor 253  (46%) | 93 (16%)

Table 3.1: Summary of the Findings of our Privacy Analysis of Public EBS-backed AMIs (April
2011)

AWS API keys

Our most significant findings are API keys (cf. Section 3.3.2) which could be used to abuse the
AWS account of the AMI Publisher. Those keys had been used by the Publisher of the examined
AMIs to query the AWS API, in most cases for authorization before publishing and registering
the running instance as new AML.

Threats. The presence of AWS API keys in public AMIs is a very serious threat to the
owners of those keys. It allows the adversary to destroy the victim’s virtual infrastructure or to
create his own infrastructure at the expense of the victim [Clo10b]. For example, an attacker
could publish an AMI used for a DDoS attack, and then instantiate his AMI multiple times at
the expenses of other cloud customers using the API keys he discovered in the other customers’
public AMIs. This is in particular a problem as it is currently not possible to set a maximum
limit of costs to prevent excessive usage in case of an accident (e.g., misconfiguration) or secu-
rity breach [AWSa]. With one AWS API key an attacker can cause costs of more than $3000
per day for running instances and additional charges for traffic and storage®. Moreover, be-
fore the introduction of improved key management with the Identity and Access Management
(IAM) [IAM] service in September 2010, customers had to use a single API key to control all
their AWS services like EC2, the S3 storage or the SimpleDB database [SDB] engine. It seems
that many EC2 customers have not migrated to this new service yet, e.g., because of unaware-
ness or of being technically overwhelmed, and thus a discovered API key can be used to extract
private information also from AWS services beyond EC2.

Findings. We retrieved 20 AWS API keys from S3 and EBS-backed AMIs in the US-East
and European region.

Private Keys and Credentials

Private keys and login credentials are quite frequently stored or cached on a computer’s hard
drive. For instance, they are used to login to other hosts via SSH or to provide secure commu-
nication channels using SSL certificates.

Threats. Although most private keys are encrypted with a password when stored on disk,
this data can be recovered [YBAGO4]. Thus, these unintentionally published keys and creden-
tials can compromise the security of the Publisher’s IT infrastructure. For instance, an attacker

For the exact calculation we refer to [BPNT11]
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can use private keys of SSH user authentication to log in to other hosts the key is authorized
for. These hosts may be located within the virtual infrastructure of the Publisher in the cloud
or even in the conventional IT infrastructure of the Publisher. Leaked private keys of valid SSL
certificates that are used on commercial websites/services would allow an attacker to carry out
man-in-the-middle attacks on those sites or implement ideal phishing attacks.

Findings. We discovered 16 unencrypted private keys for SSH user authentication, 3 unen-
crypted private keys of valid SSL certificates, and various other private keys. Most of the SSH
keys we found were associated with an account with administrative privileges.

Private Data

Most AMIs contain information about their Publisher, resulting from the configuration and
usage of the instance from which the AMI was created. This information can be obtained by
analyzing, e.g., log, cache, or configuration files.

Threats. Private data can be used to profile Publishers, e.g., to identify their name, email
address, other hosts they connected to, browser history, or their affiliation. The value of private
information found by a random attacker is hard to estimate. However, leakage of private infor-
mation might harm the reputation of a person or company, cause financial harm, or even entail
legal consequences.

Findings. In one particular AMI we found a picture of the owner of the AMI, holding a
badge stating his name and employing company. In other cases we were able to find out the
name of the AMI publisher by using information in the bash history and the name of the SSH
key used for login. However, we cannot give concrete numbers as privacy violations are hard to
categorize.

Source Code

The Amazon cloud is well suited for software development and testing of new software products
and especially start-up companies make use of it.

Threats. Obtaining and analyzing source code of new proprietary applications or websites
allows an attacker to steal unpublished ideas and concepts. Moreover, it gives him enough
insight to mount further attacks on these products (or their users) and even the ability to insert
malicious code if he gains access to the source code repository.

Findings. We obtained credentials for 7 different private source code repositories. Most
of these repositories were operated by businesses and the repository’s copy stored in the AMI
contained highly valuable intellectual property and hard coded passwords for administrative
access.

3.4.2 Tool for AMI Privacy Analysis

Next, we explain our tool for privacy analysis of AMIs and give details on its technical back-
ground and our strategy for cost- and time-efficient attacks. We have implemented our tool in
the Python programming language and made use of the Boto library [Mur(8] in order to access
the AWS API. We concentrated our analysis on Linux based AMIs, which form the majority
of the provided AMIs (see [Clo] for detailed statistics), and thus designed our tools specifically
for the Linux directory structure and key formats.

Figure 3.3 depicts our approach of iteratively inspecting public AMIs for private informa-
tion. It consists of (1) the instantiation of target AMIs, (2) the search for fingerprints, private
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Figure 3.3: Approach for Analysis of AMIs

information, or keys, and (3) the storing of the results in a data store. The last step (4) is a
semi-automated inspection and analysis of all findings.

We describe how our tool accesses the data inside the AMIs (Section 3.4.2) and extracts
private content from it (Section 3.4.2).

AMI Access

In order to analyze an AMI we mount its volume directly into the file system of our Analyzer
instance (cf. Figure 3.3). By running it in the cloud, we avoid expensive network traffic (e.g.,
downloading the image) and are able to profit from the scalability of Cloud Computing. Further
by mounting target AMIs as volumes or via the SSH File System (SSHFS) [Sze] we minimize
assumptions on the environment our analysis tools runs in (e.g., software dependencies). We
describe the two methodologies in more detail next.

SSHFS. The SSHFS allows to mount remote volumes into the local file system by means
of the SSH protocol. As SSH is the standard tool to perform system administration on EC2
Linux based instances and thus is supported by most AMIs, this approach is widely applicable.
Although this method does not make any restrictions on where the Analyzer is run (e.g., it could
be executed on a local host), deploying it on a dedicated EC2 instance reduces the network
overhead significantly. Moreover, Amazon does not charge for cloud-internal data traffic.

EBS-Mount. Analyzing EBS-backed images is substantially faster than using SSHFS as
EBS volumes provide raw disk access. As described in Section 3.3.1, EBS-backed images are
stored on and booted from EBS volumes. Therefore, our analyzer tool first starts a public EBS-
backed AMI to instantiate it on a new EBS volume. By dissolving the mapping between this
instance and the new volume its file system is stored on, the tool obtains the EBS volume that
contains the AMI to be tested. This EBS volume is then mounted by the Analyzer instance.
This method allows also to analyze EBS-backed AMIs that are explicitly configured without
SSH access (e.g., to protect the source code of an appliance).
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Pattern Explanation (Common Usage) \

* pem Specifies a file containing a private key, public key or a certifi-
cate

* priv File extension for private keys

* pub Used to store public keys

*.crt Certificates

*1d_rsa* Default file name of private SSH keys

*.gpg | *.pgp Files related to use with the encryption and signing application
GPG/PGP

* ks Acronym for Java key-store [PKO0O]

*secret* | *key* | *private* | Potentially interesting files

.bash_history User’s history of executed commands

.svn/ | .git/ | .hg/ Common source code repositories

Table 3.2: Example of Search Patterns (* denotes the wildcard character and | alternatives)

Extraction of Private AMI Content

Once an AMI is mounted into the file system of the Analyzer instance, the Analyzer searches for
keys and private information in the AMI and stores its findings locally for later evaluation. Some
of the patterns for file or directory names that our tool is searching for are listed in Table 3.2.
These patterns include common names for key files/stores, shell history files, and source code
repository directories.

The primary targets of the automated search are high-value findings, i.e., private keys and
credentials, usually to be discovered in the home directories of users, the home directory of the
superuser (root), and common locations for (custom) programs and configuration files.

If a search result indicates the presence of further, not automatically discovered private
data, e.g., a source code repository directory was found or the shell history is non-empty, we
manually investigate the corresponding AMI for further findings such as source code or private
information.

Forensic Analysis of EBS Volumes. As described in Section 3.3.1, EBS-backed AMI
instances are created as a bitwise copy of the original AMI volume they are derived from and
hence provide access to raw blocks on the newly created volume. This enables our analyzer
to apply forensic methods [GS03, Gar(09] in order to recover and scrutinize deleted files which
may contain private information.

3.4.3 Costs for AMI Privacy Analysis

Our analysis tool described in Section 3.4.2 currently takes approximately 10 minutes to
start and completely analyze an AMI. However, as Amazon charges for each started instance
hour [Amaa], the costs for starting an AMI are one instance hour. For EBS-backed AMIs the
smallest available type is the “Micro” instance for $0.03/h. The costs for S3-backed AMIs
depend on the AMI’s architecture: a 32-bit S3-backed AMI can be started as “Small” instance
for $0.10/h while 64-bit AMIs only support the “Large” instance type for $0.40/h. A medium
scale analysis can even be done “for free” as Amazon offers free services to new customers
in the first year (currently 750 “Micro” instance hours per month plus some storage and traffic
volume).
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Costs of Our Analysis. During our analysis, we examined 1225 AMIs (100 S3-backed
32-bit AMIs, 25 S3-backed 64-bit AMIs and 1100 EBS-backed AMIs). As we have split our
analysis into two months, the costs for starting the EBS-backed AMIs were covered by the free
offer and for the S3-backed AMIs we paid in total $20.

Costs for Analyzing All Public AMIs. Scanning all free and Linux based 9864 public
AMIs that are currently available’ (cf. Figure 3.4) would cost approximately $1550: Starting all
AMIs would cost around 3058 “Micro” instance hours, 4449 “Small” instance hours, and 2357
“Large” instance hours. As the Analyzer component of our tool takes on average 10 minutes
per AMI this adds % = 1644 “Micro” instance hours. We note that such an exhaustive
search can be highly parallelized and therefore carried out very fast, e.g., in less than one day
with 70 analyzing instances, without increasing the costs.
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Figure 3.4: Linux Based Public AMIs per Region

Attack Optimization. One could even reduce the costs for the attack to almost zero by
first scanning public AMIs that are likely to contain AWS API keys and then using these keys
to start further analyzer instances at the expense of these initial victims. Candidates for the
initial attacks are AMIs from inexperienced or unaware users, i.e., those who published only
few AMIs or give suspicious names to their AMIs such as “backup” or “test”.

3.4.4 Discussion

We discuss the reasons for and implications of our successful extraction of private information
from public AMIs.

Reasons for Forgotten AWS API Keys We discovered AWS API keys in both S3- and EBS-
backed AMIs. Our inspection of S3-backed AMIs revealed that those keys were unintentionally
included during the bundling process when the AMI was created. Since S3-backed instances
require an API key within the instance for bundling, the success rate to find API keys within
this kind of AMIs is high. Our inspection of EBS-backed AMIs showed, that the Publishers

"Note that the number of public AMIs changes frequently.
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used their API keys within their instances in order to access further AWS services such as S3 or
EBS storage, and that the Publishers simply forgot to delete the key before publishing.

EBS Specific Problems In general our analysis shows that EBS-backed images contain more
private information than S3-backed AMIs. We attribute this to the fact that data in EBS-backed
instances is persistent (cf. Section 3.3.1). In fact, EBS-backed AMIs are much more dangerous
than S3-backed AMIs for various reasons:

Loss of intellectual property. Publishers who want to protect their intellectual property by
limiting access to the actual VM should not distribute it as an EBS-backed AMI. Indeed, in our
analysis we found appliances which were configured explicitly without SSH access but could
easily be inspected by mounting them as EBS volumes (cf. Section 3.4.2).

Forensic attacks. EBS backed AMIs or EBS volumes that once contained any valuable
information, should not be made public. By applying forensic methods [Gar09, GS03] on a raw
EBS volume we were able to reconstruct and inspect several deleted files, containing private
information.

Snapshots. Snapshots are non-bootable EBS volumes with the purpose to ease sharing (of
large volumes) of data. Snapshots can be created as new volume and filled with data, but they
can also be created from instances. Thus, they also bare the risk of unintentionally publishing
(forensically retrievable) private information. For instance, a first analysis of various snapshots
revealed a private picture of the Publisher.

3.5 Cloud Specific SSH Threats

In this section we discuss vulnerabilities of the Secure Shell (SSH) protocol [HatO4], which
result from the cloud’s dynamic nature and the usage model of AMIs. In particular, we evaluate
SSH-based backdoors of instances (Section 3.5.2) and present new attacks due to the SSH-based
identification of the AMI from which an instance is derived (Section 3.5.3).

SSH provides confidentiality and integrity, supports asymmetric key pairs for user authen-
tication (sk,, pk,) and for host authentication (sky,pk;). The SSH protocol is well-established
and is the primary method for remote administration of Linux based instances in EC2 (cf. Sec-
tion 3.3.2). We first provide a very brief explanation of the SSH protocol in Section 3.5.1 to lay
the foundation for the better understanding of the remainder of this section.

3.5.1 SSH Authentication

As described in Section 3.3.2, SSH [Hat04] is the primary method for remote administration
in EC2. The SSH protocol supports user authentication based on passwords or asymmetric key
pairs and has built in protection against man-in-the-middle attacks as described next.

In the cloud environment mainly the asymmetric key based method is used. It is supported
by the EC2 infrastructure as well as most public AMIs, and is considered to be more secure
than password based authentication. As mentioned in Section 3.3.2, the AMI user’s public key
pk, is imported by a newly created instance (called host in SSH context) from EC2 and the user
then authenticates herself by proving possession of the associated secret key sk,,. In addition to
that, SSH also supports a check of the host’s identity to prevent an attacker from impersonating
a remote host or launching a man-in-the-middle attack. This is realized with an unique and
unforgeable asymmetric key pair (sky, pk;,), called host key which is stored on the remote host.
When a user connects to a host he has to verify that the fingerprint, i.e., a hash, f(pk,,) of the host
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key belongs to the machine he wants to connect to (cf. Figure 3.5). As no Certificate Authority
is involved, it is the responsibility of the user to ensure the authenticity of the fingerprint when
connecting to a new or unknown host, e.g., over an outbound channel. After the key has been
accepted, the SSH client application caches the mapping between the key and the host’s IP
address or hostname.

john:”$ ssh ec2—user@47.127.0.233
The authenticity of host ’47.127.0.233 (47.127.0.233)° can’t be established

RSA key fingerprint is f3:5a:f4:a2:f3:dl:e5:52:2c:e3:87:ff:07:13:01:11.
Are you sure you want to continue connecting (yes/no)?

Figure 3.5: SSH First Connection

3.5.2 AMIs with SSH Backdoor

Recently, Amazon informed several of its customers that a public AMI contained an SSH
user authentication key pk, and thus a backdoor allowing the publisher of the AMI who
holds the corresponding sk, to log into instances derived from that particular AMI [Amallc].
Amazon strongly advises customers to terminate such instances and regards them as compro-
mised [Amal1b]. However, this problem is not an isolated incident and, as we will show in this
section, many of the publicly available AMIs contain SSH backdoors.

Threats. An SSH user authentication key deployed in a public AMI poses a severe threat
to the AMI Consumer’s privacy, as the key owner is able to log in to the affected Consumer’s
instances. A potentially malicious Publisher is thus able to deliberately eavesdrop or modify
the Consumer’s data and services in the instance.

Findings. Our analysis revealed that 30% of the 1100 analyzed EBS-backed AMIs in the
European and US-East region at the time of the analysis contained pk, and thus a backdoor for
the AMI Publisher (detailed numbers are given in Table 3.1). By examining the affected AMIs
we discovered that the backdoor problem is not limited to AMIs created by individuals, but
also affects appliances of well-known open-source projects and even of companies that offer
I'T-security products. Moreover, our investigation yields that an overwhelming number of AMIs
allows SSH login and that most users have administrative privileges®.

Approach

Our approach to identify AMIs with a SSH backdoor is based on our analysis tool presented
in Section 3.4.2. For this, we analyzed the .ssh/authorized_keys file. It is located in the users’
home directories and contains the public keys pk,,. of users that are allowed to log in.

Discussion

Reasons for Forgotten Public Keys. The reasons why such a huge number of AMIs contain
backdoors for the Publisher are similar to those for unintended inclusion of private information
as discussed in Section 3.4. However, the Publisher has no strong incentives to remove his
public key before publishing an AMI, as the only negative consequence of not doing this is that
he can be traced among AMIs.

8Many Linux distributions for EC2 allow the default user to execute commands as superuser via “sudo”.
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Countermeasures against SSH Backdoors. In case a Consumer decides that she wants
to run a particular AMI (e.g., because of the unique features offered by this AMI), she should
check the authorized keys file in every home directory and delete all public keys pk, (except
for her own). In addition to that she should examine the configuration of the SSH server in
case other authentication methods (like insecure password authentication) are enabled or other
locations for authorized keys are specified. Another countermeasure is to use the Amazon
provided inbound firewall to generally restrict the IP range from which users are allowed to
login via SSH. It also supports features for the implementation of a multi-tier infrastructure
with a central gateway that validates access attempts to other instances [BSP*10].

3.5.3 AMI Identification via SSH

Some public AMIs contain an SSH host key pair (sky, pk;,) which is generally used to prove
the identity of the remote host to the client during login (cf. Section 3.5.1 for details). Usually,
a host key pair is generated from fresh entropy when installing SSH or the operating system.
However, in cloud apps, where instances of an AMI are only a copy of the hard drive’s state of
an already configured machine, the SSH host key pair is not regenerated. Hence, all instances
of an AMI are using the same SSH host key pair.

The severity of this vulnerability can be amplified by combining it with the technique for
extracting information from public AMIs described in Section 3.4.2. The attacker can examine
several (or all) public AMIs and extract the SSH host key pairs (sky, pk;,) from it. Afterwards,
he can use the host key fingerprint f(pk,,) of an instance to look up the corresponding public
AMI and the secret key skj,.

In the following, we describe the consequences of our attacks, our findings, our approach,
and the underlying causes.

Threats

The possibility to identify instances that are using the same SSH host key or potentially even
identifying the corresponding public AMI from which these instances are derived allows a va-
riety of attacks as summarized in Table 3.3 and described in the following.

Attack | Prerequisites

Correlation of System Configurations -
Whitebox Attacks
Impersonation Attacks

Man-in-the-Middle Attacks public AMI identified
Co-Location Attacks
Phishing Attacks owner of public AMI

Table 3.3: Attacks based on identical SSH host keys.

Correlation of System Configurations. Even if the attacker only detects instances with
an identical fingerprint f(pk, ), but does not manage to identify the corresponding AMI (e.g.,
because it is not public), he knows that these instances are likely to be instances of the same
AMI (or a derived AMI). This enables him to discover test systems or forgotten servers which
are not as secure as the productive system.

If the attacker identifies the corresponding public AMI he has more options:
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Whitebox Attacks. The attacker can examine the contents of the AMI for potential vulner-
abilities and misconfigurations like usage of default passwords or insecure services to launch
attacks on the victim instance.

If the attacker extracts the host key pair (skj, pk;,) from the AMI and has control over the
network between the Consumer and the Provider (e.g., [DY81]) he can launch impersonation
and man-in-the-middle attacks on SSH:

Impersonation Attacks. The attacker can redirect the SSH connection attempt of the Con-
sumer to an instance under his control. In this case, verification of the host key fingerprint f(pk;, )
does not protect the Consumer as the attacker is able to equip his fake instance with the host key
pair obtained from the public AMI. The Consumer may get suspicious that the impersonating
instance is only similar to the expected environment, but there is a chance that the Consumer
reveals private information or credentials before recognizing this, e.g., passwords upon login
to other services. The attack especially works when automated scripts are used, e.g., a script
that automatically uploads a backup copy onto an instance in the cloud. By impersonating this
instance the attacker can obtain such a backup copy.

Man-in-the-Middle Attacks. If SSH is configured for password-based user authentication,
an attacker can use sk, to play as man-in-the-middle and eavesdrop or modify the communica-
tion between the Consumer and the VM.

Co-Location Attacks. The AMI type narrows down the possible instance type as 32-bit
AMIs do not support the more powerful instance types because they cannot make use of the
offered resources. This information can be exploited by an attacker to narrow down the search
space in co-location attacks [RTSS09].

Phishing Attacks. If the attacker himself is the Publisher of the executed malicious AMI
he can deniably identify victims of his own VM phishing attacks. The malicious AMI might
contain intentionally embedded vulnerabilities [ASM09, WZA"09] or SSH backdoors (cf. Sec-
tion 3.5.2).

Findings

Our analysis shows that approximately 29% of the 1100 analyzed AMIs (in US-East and EU-
West) are misconfigured such that their derived instances do not recreate the SSH host key pair
(skp, pk;,) on first boot (cf. Table 3.1). We discovered that 62 distinct SSH host keys in the EC2
Tokyo region were used by more than one instance. We identified the public AMI of 11 of those
host keys, which were contained in 278 instances running in this region.

Our experiment also revealed that % ~ 23% of the instances in the Tokyo region with
SSH access are using a non-unique host key pair (sky, pk; ). However, we were not able to map
all duplicate SSH host keys to public AMIs and believe that these misconfigured instances are
derived from private AMIs owned by one user or a small group and are thus potential production
or test systems with similar vulnerabilities (cf. Correlation of System Configurations described

above).

Approach

Our approach for finding public AMIs using not freshly generated SSH host keys is illustrated
in Figure 3.6. Based on our analysis tool for public AMIs (cf. Section 3.4.2), we first extracted
the SSH public key fingerprints f(pk,, ) of all AMIs in the Tokyo region and used this to obtain a
mapping from 615 fingerprints to their corresponding AMI ID. Further, by making SSH connec-
tion attempts to all IP addresses in the Tokyo region’s IP range (175.41.192.0/18), we gathered
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all mappings from IP addresses to host key fingerprints for the region. By matching the SSH
fingerprints in both results, we found a mapping between the IP addresses of running instances
to their corresponding AMI ID. Moreover, the diversity of SSH fingerprints in the region’s IP
range gave us the statistic about duplicated SSH host keys as explained in Section 3.5.3.

i ssho Soni0 | 1Padiress

ami-124  EE:CS:DS . Al1:CS:DS 10.122.230.214
3) Matching
ami-257 B2:D9:24 > B2:D9:24 10.122.230.215
ami-374  B2:D9:24 <—| C3:9A:42 10.122.230.216
ami-424  D4:25:13 < D4:25:13 10.122.230.217
1) Scanned AMIs 2)Scanned IP addresses

Figure 3.6: Matching Between AMIs and Instances

Discussion

In summary, our findings in Section 3.5.3 show that AMIs which do not recreate their SSH host
key occur frequently.

The main reason for SSH host keys being included in public AMIs is presumably the same as
for private information (cf. Section 3.4.4) and SSH user authentication keys (cf. Section 3.5.2)
and, thus, countermeasures are similar. We therefore extend this discussion to the whole process
of secure authentication and administration in the cloud, as it is negatively affected by the
flexibility and usage model of computing clouds.

Alternatively, an attacker could use other publicly available information than the SSH host
key to identify the AMI of an instance, e.g., the software version and configuration of a web-
server running in the instance. However, the SSH host key is a much more distinguishing
characteristic than the software configuration. Nevertheless, this is supplementary information
to identify the AMI of an instance if more than one candidate image exists (e.g., ami-257 and
ami-374 in Figure 3.6).

Static vs. Dynamic Environments So far, the SSH protocol has been used mostly in and
is designed for relatively static networks. Hence, manual verification of the host keys is only
necessary in case of relatively infrequent changes to the underlying infrastructure (e.g., change
of the server’s IP address or hostname, or newly generated host key). In contrast, the cloud pro-
vides a highly dynamic environment with much shorter life time of instances and dynamically
assigned IP addresses. Additionally, the use of preconfigured VMs instead of installation from
scratch opens new vulnerabilities as shown in Section 3.5.3.

Trust on First Use This leads to the general challenge of secure authentication to started
EC2 instances which is not sufficiently addressed in the current implementation of EC2 and
even worse for AMIs with non-unique host keys. As described in Section 3.3 and shown in
Figure 3.2, the Consumer issues a request to start a public AMI and is returned the Instance-
ID which can be used to look up the IP address of the instance (over the AWS API or Web
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Interface). When she connects to the IP address of this newly created instance, she has no prior
knowledge on the contents of the AMI and its host key (“Trust-on-first-use”, cf. [WAPOS8]). The
only option is to use an out-of-band method, provided by Amazon, to obtain the console output
of the started instance to which the SSH server writes the host key fingerprint f(pk,,) after the
host key pair has been freshly created. However, as it takes a few minutes until the output of
the console becomes available to the user, we assume that most users do not make use of this
technique when establishing the first connection to a newly started instance. The situation is
even worse when the instance’s SSH server does not create a fresh host key pair where the user
has no means to verify that he really connects to the machine he started.

This problem is aggravated when the instance is stopped and restarted with a newly assigned
external IP address. In this case, the console output does not contain the host key fingerprint as
no new host key was generated, and the user is forced to store the correct fingerprint upon the
very first connect in order to be able to securely authenticate his instance after reboot or change
of the external IP address.

3.6 Countermeasures

Finally, we present and discuss several countermeasures that create awareness, reduce the im-
pact of lost credentials, or assist users in realizing that they accidentally published sensitive
information. Some general countermeasures have been proposed and discussed in [WZAT09],
however, we believe that the high popularity and deep integration of Amazon specific services,
e.g., S3 and EBS, into the EC2 Cloud App Store prevents adoption of these countermeasures
as it would require fundamental changes to the architecture. We therefore present mechanisms
that specifically address the environment provided by Amazon and its limitations.

Organizational Measures Most problems that led to our attacks could have been prevented
by the Publishers themselves. Especially as most public AMIs do not provide any additional
value to other consumers, e.g., due to lacking functionality and documentation, they should not
have been made public in the first place. Therefore, the first and most effective step should be to
provide better information to users on the risks they are facing when publishing an AMI and to
create problem awareness. In addition to that, despite the novelty of Cloud Computing and AMI
publishing, companies and individuals should develop and follow guidelines, best practices,
and processes for releasing their AMIs to the public. In this case AMIs do not differ from
documents, software, or mediums containing confidential information (e.g., discharging of old
hard drives, cf. Section 3.2). Another effective way to reduce the impact of an accidentally lost
AWS API key is the recently introduced AWS Identity and Access Management (IAM) [TAM].
It allows managing of multiple security credentials for an AWS account with a different set of
permissions which could be used to limit the damage an attacker can cause.

Tool Assistance for the Publisher Additionally, Publishers can be protected by enhancing
Amazon’s toolchain.

S3-backed AMIs. As discussed in Section 3.4.4 some Publishers of S3-backed AMIs have
exposed their AWS API key used for authorizing the bundling operation [Bun]. We propose to
extend the bundling command in a way that a warning is issued in case the AWS API key is
included into the new bundle (cf. Figure 3.7 for an example) or information about the key is
stored in the command line history. Moreover, the extension can provide a safe bundling option
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to warn Publishers about data which is potentially private (e.g., by applying search patterns
similar to those in Table 3.2).

$ ec2—bundle—vol —k /root/sk—HKZYCLO. pem

WARNING: The key sk—HKZYCLO.pem used to authorize the bundling
operation will be included in the image file. Publishing the AMI
may leak it to the public!

Do you want to proceed (y/n): n

Figure 3.7: Improved Bundling Tool

EBS-backed AMIs. Protection for EBS-backed AMIs has to be implemented differently
than for S3-backed AMIs. EBS-backed AMIs can be almost instantly generated out of running
instances and made public entirely over the web interface. As the underlying storage engine just
instructs the storage layer to create a bitwise copy of a volume, we have to apply different coun-
termeasures. Here, Amazon could extend their interface to inform the user on potential risks
of private data being included and also offer tools to deal with them. This can be realized by a
service (e.g., a public AMI) that is given an EBS volume as input, creates a report on potential
privacy problems, and outputs a low-level sanitized volume to prevent forensic analysis.

Regular Scanning As described in [MS10], Providers have to find a trade-off between the
benefits of providing security measures and the costs for implementing and operating them.
However, we believe that it is possible for a provider like AWS to regularly scan the provided
AMIs (cf. cost analysis in Section 3.4.3) while still ensuring that the Provider does not take
any liability on undiscovered problems. As hackers are likely to re-implement the techniques
described in our report (especially given the high damage that can be caused), public cloud
service providers should take immediate action.

For this, Amazon and other providers could adopt our tools, eventually increase their effi-
ciency by integrating them into their infrastructure, and scan the Cloud App Store regularly, or
when a new AMI is published. Although the scanning may result in more time and effort for
manually verification of the results and informing affected customers of a discovered vulnera-
bility, this approach would underline a proactive approach to security problems.

Improving the Cloud App Store As we have described in Section 3.5 a great deal of AMISs,
deployed by a large number of consumers, does not satisfy even lowest quality standards (e.g.,
contains an SSH backdoor). This situation can be improved by combing an automated rating
system that checks AMIs for predefined properties together with a reputation system that allows
users to evaluate the usefulness and quality of an AMI. Such features are commonly available in
today’s mobile app stores as well as for online auction and shopping platforms to rate vendors
and products, but still missing in Amazon’s Cloud App Store and its web console. Moreover,
the AWS web console should be extended to provide more information on particular AMIs like
the date of publishing or more detailed descriptions about the AMI’s purpose and its publisher.
A process for submitting AMIs and extended documentation already exists, but this informa-
tion [Amab] is not available in the web console. Additionally, well known and trusted AMI
Publishers could be rewarded with a special status visible to the consumer (star/gold Publisher).
Before earning such a status, a Publisher would have to earn good reviews or pass an analysis
of their AMIs by Amazon.
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Infrastructural Measure In contrast to the above mentioned countermeasures, which do not
require any crucial modifications to the cloud infrastructure, also more fundamental approaches
are possible (e.g., in the context of the TClouds project). For example, the solution proposed
in [WZAT09] aims at optimizing the efficiency and effectiveness of scanning virtual machine
images such as AMIs. Their solution is based on “deduplication” of the images’ storage’ and
thus requires crucial changes to cloud infrastructure.

Deduplication means, that redundancy in stored data is removed by storing each distinct data only once (e.g.,
at the granularity of files) and using pointers from each actual duplicate to the unique data.
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Chapter 4

Security Analysis of OpenStack

Chapter Authors:
Soren Bleikertz (IBM), Sven Bugiel (TUDA), Zoltdn A. Nagy (IBM), Stefan Niirnberger (TUDA)
Anil Kurmus (IBM), Matthias Schunter (IBM)

4.1 Introduction

OpenStack is an open source Infrastructure as a Service (IaaS) cloud computing platform initi-
ated by RackSpace and NASA. The initiative is joined by other major vendors and startups in
the field of cloud computing, such as Citrix, Dell, Cloudkick, AMD, and Intel. The code base of
the platform is written in Python (about 70.000 lines of code) and is licensed under the Apache
open source license. The mantra of this initiative is that it “strives to become the open source
standard for building cloud infrastructures everywhere”.

Community

The OpenStack project started in July 2010 and already consists of an active and diverse com-
munity as represented in the OpenStack Design Summit 2010 where 250 people from 12 coun-
tries participated. The development cycles of the project are very short and new releases are
planned every 3 to 6 month. In February 2010 a stable version was released that is suitable
for mid-sized deployments with regard to compute resources and production ready for storage
resources. The April 2010 release is planned to be production ready for large scale service
providers.

The community is very diverse and consists of contributors from a variety of organiza-
tions. There seems to be no single organization behind the project, although it was initiated by
RackSpace and NASA that are still major drivers in the project. Over 25 companies are sup-
porting the project and they adopted an open integration process for changes to the code base,
i.e., improvements to the code base from new contributors are welcomed and accepted.

The project incorporates professional development practices in order to ensure good quality
of the software. Among these practices are unit tests, code reviews, code documentation, and
continuous integration. Furthermore, the development and planning of the project are transpar-
ently conducted on the open source software collaboration platform launchpad.net, which is
also used for the development of the popular Ubuntu Linux distribution.
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4.2 OpenStack Architecture

4.2.1 Nova: Compute Cloud

Nova contains all the management components that are required to build a compute cloud. It is
similar to Amazon EC2 and is based on NASA’s cloud project.

Architecture Overview: Figure 4.1 gives an overview of the architecture of Nova. Three
controllers manage the resources such as compute, network, and storage: compute worker,
network controller, and volume worker. API endpoints collect requests from cloud consumers
anda C

scheduler dispatches requests to the appropriate controller or worker. A queue is used for
all message-based communication between the services.

Scheduler

object
store

compute worker(s)

)

S\

network controller(s)

) —

volume worker(s)

queue

API
endpoints

Figure 4.1: OpenStack Nova Architecture (Source: http://nova.openstack.org/
service.architecture.html).

Service Communication: The communication of the services in the Nova architecture is re-
alized using message queues. Running all the services separated from each other and only
allowing communication using queues reflects the design principles of the Nova architecture: A
shared-nothing and messaging-based architecture, holding the state in a distributed data store,
and asynchronous calls with call-backs. The message queues are based on the Advanced Mes-
sage Queuing Protocol (AMQP) and Nova uses the RabbitMQ implementation of these queues,
which is written in Erlang and supports high availability and clustering. Within Nova, message
queues are used in a Publish-and-subscribe fashion, where services listen on specific channels,
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and other services can write to these channels. Furthermore, it is possible to send messages to
specific hosts, e.g., in order to start a VM on a specific host X.

Cloud API: Nova currently supports two APIs: Amazon EC2 and OpenStack. For EC2, a
subset of the API is implemented and the open source management tools, such as euca2ools,
can be re-used for managing a Nova compute cloud. Furthermore, the Open Cloud Computing
Interface (OCCI) API is planned to be implemented. The web service providing the APIs is
also responsible for authentication and authorization of cloud consumers and their requests.
The API server dispatches requests via message to the appropriate services in the architecture.

Scheduler: The scheduler is responsible for choosing a host to run instances on when the
API server dispatches a message that a VM is requested to be started. After selecting a host, the
scheduler will forward the request to the selected host, which then can start the requested VM.
Currently, multiple scheduler drivers exist: Chance, which randomly selects a host; Simple,
which chooses the host with the least load. A few problems exist with the current scheduler
implementation, which will be addressed by the OpenStack developers in the future. Namely,
that only a single scheduler can exist in the Nova architecture and that the state is kept in a
central data store, which forms a single point of failure. For the future, a distributed scheduler
is planned, which overcomes these scalability and availability problems.

Compute Worker: The compute worker handles the compute resources on a physical ma-
chine. The worker builds disk images for VMs, launches or terminates VMs using a virtualiza-
tion driver (currently LibVirt and Xen are supported), monitors VM states, attaches or detaches
persistent storage volumes to VMs, and provides console outputs from VMs.

Network Controller: The network controller manages the network resources on a host. It
basically configures networks and VLANSs on a physical machine, but it is not able to configure
the network infrastructure such as switches, e.g., in order to setup VLANs on the switch. There
exist three different modes for fixed IP addresses: Flat Mode, which is a bridged setup that stat-
ically allocates IP addresses; Flat DHCP Mode, which is also bridged but uses DHCP instead of
static IP addresses; VLAN DHCP Mode, which uses VLANS in order to provide stronger isola-
tion and provides a VPN gateway to the cloud consumer. Besides fixed IP addresses, there also
exists the concept of floating IP addresses that can be dynamically assigned to virtual machines,
e.g., in order to assign a static public IP address to a VM.

Volume Worker: The volume worker manages persistent storage volumes that are exported
to other hosts. The worker can create and delete LVM-based volumes on a physical host. These
volumes can be exported using either iISCSI or ATA over Ethernet (AoE) to hosts, which are
running VMs that requested a volume to be attached. Machines hosting volumes for other
machines are a single point of failure, and a distributed block storage is needed for resilience.
OpenStack developers are looking into adopting Sheepdog, a distributed storage system for
QEMU, for this purpose.

4.2.2 Swift: Storage Cloud

Swift is a distributed data blob storage system similar to Amazon S3. This component of Open-
Stack originates from RackSpace’s production cloud storage system and is also used in produc-
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tion. With regard to the CAP theorem, Swift only provides eventual consistency.

Architecture Overview: The architecture of Swift is illustrated in Figure 4.2. We can identify
three components related to storage: Account, Container and Object servers with their associ-
ated rings. The servers store the actual content and the rings are acting as an address book in
order to locate the server hosting specific content. For the servers we observe a hierarchy in the
stored content, namely that accounts index containers and they contain the actual data objects.
A Proxy mediates all requests and responses between the servers and the users, and furthermore
it uses an authentication and authorization service to validate the user’s API calls. Memcache is
used to cache certain responses within the system.

API calls

Auth

Account Ring ¢ Container Ring Object Ring

Maps
Indexes ‘Indexes 4

Account Serverj Container ServerT Object Server T
| | |

Figure 4.2: OpenStack Swift Architecture.

Proxy & Authentication: The Proxy exposes a ReSTful API to the client and dispatches all
incoming requests to the corresponding servers. The API is not S3-compatible, although an S3
API middleware is developed that provides such compatibility. Objects, which are requested by
the client, are streamed through the proxy from the object server to the client. For authorization
and authentication, two services do currently exist: DevAuth and Swauth. The former allows
external auth services to be plugged in, and the later is a scalable auth service based on Swift
itself.

Rings: A Ring is a mapping of an entity name to its physical location. In the Swift architecture
we have separate rings for the different content types, i.e., account, container, and object. Any
action on an entity requires to query the ring in order to locate it. The mapping takes into
account zones, devices, partitions, and replicas. Each replicate resides in a different zone, which
could be a server, rack, or datacenter. Partitions are replicated and balanced across the cluster.
Devices are used for handoff in failure scenarios and partitions are assigned to devices. A ring
is a statically constructed datastructure (using the ring-builder) and distributed to the servers. In
case the configuration of the Swift system changes, rings are recreated and distributed.

Account & Container Server: The functionality of the account and container servers are
very similar. Both store an index of the containers or objects respectively in sqlite database
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files. Replication of these files to other physical locations is performed by first performing a
hash comparison between the source and destination files. If the hashes differ, the records added
since a last synchronization point are shared.

Object Server: The object server stores the actual simple data blobs. Objects are stored as
binary files with metadata in the filesystem’s extended attributes (xattr). The path of the object
file is a combination of the object name’s hash and a timestamp. In case an object gets deleted, a
special “tombstone” file is placed instead of the file, which is also replicated to the other servers,
therefore ensuring that other replicas do not serve the deleted file. In case a new version of an
object is stored, the older version will be deleted. Large objects are supported with basically
infinite size (although depending on the storage cloud capacity) by using client-side chunking
that splits the large object into smaller (up to 5 GB) chunks. Replication is done by using
rsync and pushing data to replica servers. For efficiency reasons, a partial rsync based on hash
invalidation is performed.

Updaters & Auditors: There exist two processes which are performed periodically: Updater
and Auditor. The updater updates the index of account or container servers, in case a new con-
tainer or object is added respectively. Such an update might fail and the update task is queued for
later processing, which leads to an eventual consistency window. For example, during this win-
dow, a newly added object can be retrieved, but will not be listed in the container. The auditor is
responsible for checking the integrity of objects, containers, and accounts. The integrity check
is based on a hash comparison for objects, and trying to obtain database information from the
sqlite files in case of container and account servers. In case of corruption, the corrupted entity
is quarantined and replaced with one from a replica.

4.2.3 Glance: An Image Repository

Glanceprovides services for discovering, registering, and retrieving virtual machine images.
Glance also uses a REST API for communication. Glance supports different types of storage,
from filesystems, over Amazon S3 to Swift as an object store for virtual machine images (see
Figure 4.31).

Glances manages images by assigning a unique ID to each of them and by assigning a status
each image can be in.

Image State Glance manages images by one of four possible states assigned to each image?:

queued Denotes an image identifier has been reserved for an image in Glance (or more specif-
ically, reserved in the registries Glance uses) and that no actual image data has yet to be
uploaded to Glance

saving Denotes that an image’s raw image data is currently being uploaded to Glance
active Denotes an image that is fully available in Glance

killed Denotes that an error occurred during the uploading of an image’s data, and that the
image is not readable

'Source http://glance.openstack.org/architecture.html
2Source: http://glance.openstack.org/statuses.html

TClouds D2.1.1 Page 33 of 177


http://glance.openstack.org/architecture.html
http://glance.openstack.org/statuses.html

D2.1.1 — Technical Requirements and Architecture for Privacy- Tc!gugs

enhanced and Resilient Trusted Clouds

Glance API Server
Registry Server Store Adapter
Filesystem Store

Figure 4.3: The Glance Architecture.

Pubic and Private Images Glance supports storing images that either belong to a certain user
account (see Authentication in subsection 4.4.3) or they can be public/shared with other users.

4.3 Methodology for Security Analysis

The methodology for the security analysis of OpenStack is to analyze the individual components
of Nova and Swift with regard to the following security objectives:

Confidentiality

Integrity

Availability

Authenticity

Accountability
e Authorization

In the case that a component fulfills these objectives, it will be listed and explained in Sec-
tion 4.4, in particular how these objectives are met. Otherwise, we will explain the security
shortcomings and their implications in Section 4.5.

Since OpenStack is a fast moving target, we are focusing the security analysis on the Cactus
release, which was released at 15th of April, 2011.

4.4 Existing Security Mechanisms

4.4.1 Nova

Scalable and Fault-tolerant Architecture Since each component uses the database to store
data, and uses the message queue to communicate with each other, high availability is a must
for these two. RabbitMQ and both supported databases (MySQL and PostgreSQL) supports
clustering and replication to achieve this goal. Apart from this, each OpenStack service must
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be made highly available. Currently, failover must be handled outside the provided services’
scope. For example, if the network service fails, the running instances will not be able to access
anything besides their own VLAN. There are plans to make this less centralized in the upcoming
OpenStack releases. The other services (API, scheduler) can be deployed fully redundantly,
since they only provide middleware functionality for other services, and only need to access the
database and the messaging queue.

Security Groups A security group is a named collection of network access rules, like firewall
policies. A VM can belong to any number of security groups. By default, every traffic not
explicitly allowed is discarded. However, the default security group allows traffic between
VMs of the same group. These groups can be thought of as a security role for a group of VMs,
for example, we could create a security group named “webservers”, and allow any incoming
traffic to port 80 on TCP. The chaining of these groups allows a VM to have multiple service
roles. Each rule also has a source, which is either a CIDR address, or an other group’s name.
Upcoming in OpenStack Diablo release, it will be possible to do global blacklisting for IPs.

VLAN Isolation of Cloud Customers The compute service supports different network
modes, the default being VLAN DHCP Mode, which provides the most features. For each
project, a VLAN ID is assigned, and an interface and bridge is created. The VLAN will get a
range of private IPs. The VMs can then only be accessed on this VLAN. However, without as-
signing public IPs to the VMs, they become inaccessible from the outside. To solve this, special
purpose VPN instances can be created (called CloudPipe) that connects, e.g., the enterprise net-
work with the cloud. After starting up, they run OpenVPN, which can be connected to through
a public port on the network host for the project. In an IP subnet associated to the project, the
second IP address is always reserved for a CloudPipe instance.

Authentication Framework Upon user creation, a pair of keys (the secret and the access
key) is generated for the user. The access key is included in web service requests to the API
node, and the request are signed using the secret key. A key-pair with a X.509 certificate is also
generated that is used for uploading VM images. Currently, authentication credentials can be
configured to be either stored in the central database, or to use an existing LDAP server for this
purpose.

For authentication on the instances, at least one other key-pair must be generated for SSH.
Upon instance creation it is possible to specify which SSH public key should be injected into the
image to enable shell access. Upcoming in the Diablo release, authentication will be managed
by Keystone, a new identity service. Initially using token-based authentication, but eventually
supporting plug-in modules for identity storage (LDAP, DB, file, PAM, Active Directory, etc...),
protocols (SAML, OAUTH, OpenlD, etc...), and necessary middleware to support integration
with OpenStack core, affiliated, and compatible services.

Role-based Access Control OpenStack uses Role-based Access Control (RBAC) to make
authorization decisions upon receiving an API request. Role assignments can be either global
or per-project. The following five roles are provided by default:

e Cloud Administrator (admin): Global role, providing complete system access.

e IT Security administrator (itsec): Global role. It permits modifying the security group
configuration.
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e Project Manager (projectmanager): Project role. This is the default role assigned to
project owners. It allows every operation to be performed, as it happens in the admin
role, but in a different context, which is the context of the project.

e Network Administrator (netadmin): Project role. Users with this role are permitted to
allocate and assign publicly accessible IP addresses as well as create and modify firewall
rules.

e Developer (developer): Project role. This is a general purpose role that is assigned to
users by default. This allows only to manage access keys within a project.

Accounting: Quotas For accountability purposes as well as maintaining resources availabil-
ity for cloud users, the following resources can be limited on a per project basis:

e Total number of CPU cores

Total amount of memory

Total number of instances

Total number of volumes

e Total size of volumes across all instances
e Total number of floating IPs

In the future it is also planned to introduce quotas on network traffic and CPU cycles for in-
stances.

4.4.2 Swift

Authentication and Authorization The swift object store is designed to be used by several
costumers. Therefore, its access is secured by ACL authentication mechanisms. The Swift
authentication is called swauth and is now a separate project’. Some parts of swauth are based
on different components of the original Rackspace architecture — its ancestor.

The authentication is not only a different project, but can also be a subsystem of Swift or a
complete stand-alone system, external to Swift. It communicates with Swift via WSGI. Once
the user has been authenticated, he/she holds an auth token that he/she can pass along with
every request to Swift. Then, these requests internally call the swauth subsystem (via WSGI) to
check, whether the access is actually authorized according to a particular ACL (see Figure 4.4).
This token does not change over the period of different requests, but it expires after a certain
period of time.

Availability As Swift does not use a traditional file system, rather than an object store with
buckets similar to Amazon’s S3, it can be distributed and replicated accross several nodes and
access may occurr simultaneously. This concept enables almost linear scalability with access
due to the redundantly distributed data across several nodes. Therefore, the availability profits
as well, as there is no longer a single point of failure and built-in replication provides higher
data redundancy.

3https://github.com/gholt/swauth
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Figure 4.4: The User authenticates itself to the Auth Component. On success, the actual Open-
Stack service can be reached, which — if necessary — asks the Auth Component to check permis-
sions.

4.4.3 Glance

Authentication A glance VM image always belongs to an owner. The default authentication
of glance can be changed to use the new Keystone authentication component (see “Authentica-
tion Framework” in section 4.4).

However, it is possible to share an image with others, either by using groups in Keystone
or by making the images public. This imposes the same risks of publicly shared images as
described in section 3.1.

4.5 Security Shortcomings

4.5.1 Nova

Incomplete Protection of Messages in Service Communication The message queue that
enables services within an OpenStack cloud to communicate with each other is a crucial com-
ponent. We are assuming a curious or malicious attacker who has access to the network that is
used by the message queue for transportation. The attacker can read and modify traffic on the
network.

OpenStack uses RabbitMQ as the message queue implementation, which does not support
encryption of individual messages. However, RabbitMQ supports secure channels between the
message queue server and clients using SSL/TLS. At the time of this writing, OpenStack does
not leverage the SSL capabilities of RabbitMQ in their default configuration, probably due to
the overhead of setting up the corresponding public-key infrastructure. Therefore, our assumed
attacker can read and modify exchanged messages.

A potential attack to exemplify the problem is that in the case a user requests a new virtual
machine, the attacker could either tamper the request with lower resource requirements, in order
to degrade the performance of that VM, or increase the resource requirements for higher costs
on the user’s side.

Incomplete Authentication in Service Communication Besides incomplete protection of
exchanged messages using the messaging queue, authentication of the communication partici-
pants is also incomplete. We are assuming an attacker that can connect to the message queue
service.

RabbitMQ provides authentication of clients using Simple Authentication and Security
Layer (SASL). The analyzed version of OpenStack uses the same username and password for
all messaging queue clients, with guest as the default username and password. The currently
supported authentication method is plaintext only, where the password is sent in plaintext.
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Another limitation of this approach is that only access to the message queue is controlled.
The authentication of communication participants is not ensured, e.g., by signing exchanged
messages. As a possible attack, this would allow an attacker to inject a false user request that
terminates all the virtual machines of a particular user.

Potential of XML Signature Wrapping Attacks against Cloud API The Cloud API is a
crucial component in an OpenStack cloud, both from an operational point of view as well as a
security one. All requests from cloud users are channeled through the API, which also renders
it a large external attack surface. In the previous attack scenarios, the attacker required access
to the internal network of the cloud provider. In this scenario, we can assume an attacker who
is a regular cloud user.

The authors of [SHJ " 11] show attacks against the management interfaces of two other com-
mon cloud platforms, namely, Amazon EC2 and Eucalyptus. They are able to employ XML
Signature Wrapping attacks, in order to circumvent the authorization mechanisms of the man-
agement interface. Therefore, they are able to issue management commands while imperson-
ated as a victim user and taking full control of a victim’s account.

We conjecture that OpenStack is also vulnerable to the same class of attacks. OpenStack
provides a web service interface and even implements a compatible API of Amazon EC2.

Virtual Machine Escape Attacks Virtual machines contain the workloads of the cloud users
and they are running on top of a complex stack of software that provides the resource virtual-
ization and management. Complex software is prone to software vulnerabilities that an attacker
could exploit to gain privileged access. In many cases, infrastructure clouds are offered as
a public service, therefore an attacker could easily launch his malicious virtual machines that
tries to attack the underlying virtualization layer. In other cases, an attacker could compromise a
virtual machine of a legitimate user and continues the attack against the virtualization software.

Escaping a virtual machine means that an attacker gets access beyond the confined execution
environment of the VM. In the worst case, the attacker obtains high privileged access to the
virtualization platform and can access the virtual machines of other users, e.g., to disclose or
tamper with their data. A vulnerability allowing such an attack was disclosed in CVE-2011-
17514,

The risk of VM escape attacks is amplified in OpenStack, because they do not recommend
to use SELinux or similar security mechanisms, that confine the hypervisor and management
software. If SELinux is in place, individual virtual machines are confined in minimal privileged
domains which limit the possibilities of a successful attacker.

Missing Authorization for Virtual Machine Management The management of virtual ma-
chines, e.g., starting a new VM or migrating a VM to another host, is realized using the virtual-
ization management library /ibvirt. In particular for VM migration, the migration between the
source and destination host is performed on a peer to peer basis, that means, the migration is
initiated and performed between these two hosts. Therefore, the initiation phase requires access
to libvirt on the peer which is realized using the network service libvirtd. In OpenStack’s cur-
rent implementation, there exists no authorization for issuing libvirt commands on another host
in the cloud.

*https://bugzilla.redhat.com/show_bug.cgi?id=699773
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If we assume an attacker that has access to the management network of the compute nodes,
manipulations of virtual machines running on these hosts could easily be done. For example,
virtual machines could be terminated or migrated to insecure hosts.

Disclosure and Tampering during Virtual Machine Migration Live migration of virtual
machines is an essential feature for highly available cloud services, where virtual machines can
be migrated to other servers in case of maintenance or performance problems. However, in the
current form, the virtual machine memory and state is not protected while transported over the
network during live migration.

We assume an attacker that has access to the network used for migration. The attack al-
lows disclosure and tampering of the VM’s memory and state, as demonstrated in [OCJO8].
For example, they demonstrated the injection of a backdoor in ssh while a virtual machine is
migrated.

KVM, a virtualization technology used by OpenStack, supports secure migration in combi-
nation with external tools such as GPG or SSH °, but they are not used in OpenStack current
implementation.

Attack of Malicious Compute Node Administrators Cloud administrator typically have
high privileged access to the cloud servers hosting cloud users’ virtual machines. In the case of
a malicious inside attacker, i.e., an administrator, their high privileges allow them to access or
tamper potential sensitive data stored or processed in a virtual machine. Therefore the confiden-
tiality and integrity of cloud users’ data is at risk. Furthermore, by having local high-privileged
access, the malicious administrator can terminate virtual machines. Similar attacks of such
malicious insiders were demonstrated by [RC11].

In OpenStack, virtual machines are not protected against access from high privileged users
on compute nodes. It is the opposite of the previously outlined attack of virtual machine es-
capes, where malicious cloud users try to attack the cloud platform. In this attack, malicious
administrators try to attack the cloud users.

Storage Volume Disclosure and Tampering Cloud users can extend the storage capacities of
their virtual machines by attaching external storage volumes, which are similar to Storage Area
Networks. The storage volumes are provided by storage nodes over the network to compute
nodes.

In the case that an attacker has access to the network that is used for the storage volume
traffic, or has access to the storage nodes, the confidentiality and integrity of the cloud users’
data on these volumes is at risk. In the current form of OpenStack, the infrastructure does not
provide any encryption or integrity protection for these volumes. However, cloud users could
use an encryption layer in their virtual machines that encrypts all the data before written to the
external storage volume.

Missing Authentication and Authorization for Attaching Storage Volumes As previously
outlined, external storage volumes are exported from storage nodes and attached to compute
nodes. OpenStack does not provide any form of authentication and authorization for the attach-
ment of storage volumes.

Shttp://www.linux—-kvm.org/page/Migration
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In the case that an attacker has network access to a storage node, the exported volumes can
be attached to the attackers machine. Potentially, the cloud users’ data stored on these volumes
is at risk if not otherwise protected.

4.5.2 Swift

Accountability and Authentication Swift does not support accountability in the sense of
proven authenticity provided by e.g. digital signatures. The only procedure that guarantees
authenticity is to trust the authentication mechanism (swauth) that allows a user to write data to
a certain bucket and to trust the isolation of Swift’s object store.

A bad example of failed authentication mechanism and its consequences was DropBox,
which successfully verified any password for four hours®.

Confidentiality and Integrity The Swift architecture provides no means to abstract from
classical cryphtographic means to provide confidentiality and integrity. Encryption and mes-
sage authentication codes, respectively, have to be applied by the user of Swift, if needed.
There is no provided client-side authentication and/or encryption module. A server-side en-
cryption (as provided by mozy’) does not provide confidentiality against the cloud provider,
as the provider has access to those shared keys. However, the current Swift API is also com-
patible with Amazon’s S3 API, which does not support encryption either, but there is a tool to
conveniently encrypt S3 buckets locally®.

Retention and Object Versioning Currently, Swift does not offer data retention (i.e., data
object versioning or record management) to meet legal, governmental, or business requirements
on data archival. Operations on Swift objects (e.g., write or delete) overwrite the existing object
without storing a history of the changes or a new revision such that the applied operations can
be tracked.

4.5.3 Glance

The Glance usage model explicitly allows the sharing and publishing of VM images with other
users. As such, this model is subject to the same threats that have been identified in Chap-
ter 3 and [WZA 109, ASM09] and require ideally infrastructure supported solutions: users of
shared/public images should be able to ensure (or validate) the trustworthiness of the employed
images; publishers of images should have the means to remove any confidential or security sen-
sitive data from their images in an efficient manner. Currently, the OpenStack project misses
these features.

Shttp://hardware.slashdot.org/story/11/06/21/045228/Dropbox-Password-Goof-Let-Any-Pas
"http://docs.mozy.com/docs/en/user-home-mac/guide/tasks/config_encrypt_c.

html
8http://aws.amazon.com/articles/2850096021478074
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Chapter 5

Clouds’ Infrastructure Taxonomy, Proper-
ties, and Security Challenges

Chapter Authors:
Imad Abbadi (OXFD)

5.1 Introduction

Cloud computing is relatively a new term in IT (started in 2006 with Amazon EC2[Amal0a]),
which has emerged from commercial requirements and applications [JNL10]. Cloud supports
three main types: Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastruc-
ture as a Service (IaaS) [MGO9b]. The Cloud infrastructure is complex and heterogeneous in
nature; various Cloud components provided by different vendors need to communicate in an
organized and well managed way. Cloud infrastructure management is mainly provided by in-
ternal employees and contractors. There are different tools, which help employees to manage
Cloud infrastructure, which require human intervention for supporting the infrastructure. One
of the main Cloud potential features is the provision of fully automated services (we refer to
such services as self-managed services), which provide Cloud infrastructure with exceptional
capabilities enabling it to automatically manage the infrastructure and take appropriate actions
on emergencies [AFGT09, INL10]. Achieving self-managed services is not an easy task con-
sidering Clouds’ infrastructure complexity and heterogeneity. This would require careful un-
derstanding of how experts in the domain manage the infrastructure, and also requires analyzing
Clouds’ infrastructure management tools and components interaction.

Cloud has different models, e.g. private, community, and public Cloud [JNL10]. Public
Cloud (e.g. Amazon EC2 [AmalOa]), as its name indicates, could be used by anyone without
having a prior relation with the Cloud provider. On the other hand, private Cloud is mainly
used by a specific organization, and a community Cloud is used by collaborating organizations
who share a common mission, goals, etc. Public Cloud model has much more customers in
comparison with other models. Therefore, public Cloud services should be automated to hide
the complexity of the infrastructure, and to increase users’ service availability and reliability.
Fully automated management services are not yet available, at the time of writing, for many
Cloud services, which are required by different types of applications including but not limited
to critical applications [Abb11c]. Such lack of automated management for many services forces
public Cloud provider to mainly support basic functions which can be automated at the virtual
layer. These cover the needs of casual users, small businesses, and uncritical applications. Other
Cloud models, on the second hand, which have limited number of users support all possible

TClouds D2.1.1 Page 41 of 177



D2.1.1 — Technical Requirements and Architecture for Privacy- Tc!gugs

enhanced and Resilient Trusted Clouds

wide range of services. Such services are customized for the need of a group of organizations,
and require much more human intervention in comparison with the ones provided by public
Cloud. One of the objectives of this chapter is to identify the services which require automation.
Automating such services are important for potential Cloud.

5.1.1 Cloud Evolution

Prior to the virtualization era, customers used to provide their application requirements to en-
terprise architects. Enterprise architects used to provide an architecture which is typically de-
signed to a specific customer application needs and requirements. This has caused huge waste
of resources, e.g. computational resources and power consumption. Virtualization technology,
which is the foundation of the Cloud infrastructure, brings tremendous advantages in terms of
consolidating resources; however, it is also associated with other problems, e.g. security and
privacy problems [Abbl Ic]. Virtualization era changes the mentality of enterprise architects, as
the relation between users and their physical resources are no longer one-to-one. This raises a
big challenge of how such a consolidated architecture can satisfy users’ dynamic requirements
and unique application nature. Enterprise architects addressed this by studying the environ-
ment they inherit prior to virtualization era, and they found different architectures have many
similarities. Such similarities enable enterprise architects to split the infrastructure into groups.
Each set of groups can be architected and associated with certain properties, which enable such
a group to address common requirements of certain categories of applications. For example,
a group can be allocated for applications: i) that can tolerate single point of failures; ii) that
require full resilience with no single point of failure; ii1) that are highly computational; iv) a
group for archiving systems, etc.

The second challenging question is how such grouping, which is associated with almost
static properties, can fit with the dynamic users’ requirements and their application nature.
Enterprise architects realize that virtualization can be fine-tuned and architected to support the
dynamic properties, which are not already provided by the physical group static properties. In
other words, the combination of physical properties and the virtual layer dynamism are used
to support customers’ expectations. Enterprise architects found that using virtual layer can
even provide many automated features that cannot be easily provided at the physical layer.
Automated management features at the virtual layer are the main key factor behind the evolution
of Cloud computing. However, we are still at an early stage for providing fully automated
services for many limitations, which we partially discuss in [Abb11b, Abb11c]. The lack of full
automation restricts public Cloud providers from supporting many features already provided,
manually, by community and private Cloud providers, as discussed in the chapter.

5.1.2 Related Work

In this chapter we continue our previous work in [Abb1 1c] which discusses the misconceptions
about Cloud computing, introduces Cloud layering concept, and derives the main security chal-
lenges in the Cloud. In this chapter we start by proposing a Cloud taxonomy, and then derive
management services and factors affecting their actions. The factors include both infrastructure
properties and user properties. We have previously defined self-managed services and the se-
curity challenges for providing such services in an extended abstract [Abb11b]; however, the
foundations of our previous work are clarified in this chapter.

There is few related work, which analyzes Cloud environment (see, for example, [Clo10a,
YBSO08]). These mainly focus on analyzing Cloud properties, benefits, and services from user

TClouds D2.1.1 Page 42 of 177



D2.1.1 — Technical Requirements and Architecture for Privacy- Tg!gugs

enhanced and Resilient Trusted Clouds

—Saa5/Paas l
@ Application Layer
Cloud|Users ===

Storage Server
Sub-layer 2 Sub-layer
L ——
Metwork \t\omge Layer . :
Sub-layer SR !
Physical Layer
Horizontal
subOassof = Vertical Laver l=subClass Of subClass O g L g 1ihy Clais £ OF
ayer
& [y
subClassOf subClassOf
Network Server Storage Physical Virtual Application
Layer Layer Layer Layer Layer Layer
rganizled into I l:lrganiz'ed into Drgani'zed into l:lrganiz'ed into
infrastructure | has e Physical Virtual Application
Properties Sub-layers | Domains Dnmams Domains
Organized Into Equivalent to I:Dnsilsts of l:on5|sts of Losted by Consists of
Bt prieal ) || oo | 1 Rasourees |
suhb-layer: Resnurl:es Resnurl:es
v—hosts esources
has =
G o Collaborating Fquivalent to
properties raups; oinsky Group %

Figure 5.1: Cloud Taxonomy: 3-D View

perspective. However, they do not discuss the Cloud infrastructure taxonomy, do not discuss
management services and the properties they require when managing Cloud infrastructure. Our
proposed taxonomy does not contradict or even replace previously proposed ones which mainly
focus on different angle from ours. It is rather the opposite, as our taxonomy completes the
picture of such work which considers the physical layer as a black-box and also does not discuss
the management of Cloud infrastructure. Autonomic computing [[BMO1] is not related to our
work, as it is mainly concerned about management of physical resources.

5.2 Taxonomy of the Cloud

In this section we propose a taxonomy of Cloud focusing on the relationships and interactions
amongst Cloud components. In section 5.3.1 we illustrate the taxonomy in the context of a
scenario. We use the taxonomy to derive Cloud infrastructural properties, which are one of the
key factors when providing automated management services.

5.2.1 Cloud Infrastructure Taxonomy

A Cloud infrastructure is analogous to a 3-D cylinder, which can be sliced horizontally and/or
vertically (see Figure 5.1). We refer to each slice using the keyword “layer”. A layer represents
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Cloud’s components that share common characteristics. The layering concept helps in under-
standing the relations and interactions amongst Cloud components. We use the nature of the
component (i.e. physical, virtual, or application) as the key characteristic for horizontal slicing
of the Cloud. For vertical slicing, on the other hand, we use the function of the component (i.e.
server, network, or storage) as the key characteristic for vertical slicing.

As illustrated in Figure 5.1, the Vertical Layer consists of three layers: Storage Layer, Server
Layer, and Network Layer. Each layer is organized into sub-layers; i.e. we have network sub-
layer, storage sub-layer, and server sub-layer. Each sub-layer provides specific properties to
serve the needs of the wide range of Cloud user requirements. Server, network and storage sub-
layers are organized into multiple collaborating sub-layers. Sub-layers within each ‘collaborat-
ing sub-layer’ and their components are carefully selected, interconnected, and even physically
positioned to support the overall collaborating sub-layer properties.

Virtual resources are then created and grouped based on user’s application requirements.
Multiple related groups join a collaborating group based on user requirements and application
nature (e.g. dependency amongst application components). Sub-layers and groups are associ-
ated with properties and policies, which are of most importance for managing the infrastructure
(and especially for the provision of automated self-managed services). Sub-layers’ properties
and policies are infrastructure related, while group properties and policies are related to user’s
application requirements. Each group is hosted at a collaborating sub-layer that has physical
properties that best match with user properties.

Figure 5.1 also illustrates the relation between Horizontal and Vertical layers. We identify
a Horizontal Layer to be the parent of physical, virtual and application layers. Each Horizon-
tal Layer contains Domains, i.e. we have Physical Domains, Virtual Domains, and Applica-
tion Domains. A Domain represents related resources which enforce a Domain defined policy.
Physical Domains are related to Cloud infrastructure and are, naturally, associated with infras-
tructure properties and policies. A Physical Domain in the Horizontal Layer is equivalent to a
Collaborating Sub-Layer (in Vertical Layer terms).

An Application Domain is composed of the components of a single application. A Virtual
Domain is then created to serve the needs of an Application Domain. Each Virtual Domain is
composed of groups of virtual resources. A group would typically run and manage a specific
component within an Application Domain. Each Virtual Domain group is associated with user
properties which are related to the application component to be served by the group. Such
properties help in directing the management services when providing automated self-managed
services of the group. For example, such user properties help management services to decide
on i) minimum and maximum resources allocated to a virtual machine within a group (Vertical
Scalability), i1) minimum and maximum number of virtual machines that can be allocated and
deallocated within each group based on load/incidents (Horizontal Scalability), iii) deciding on
the right Physical Domain that can serve the needs of the application, and iv) helps management
services to react based on user requirements during incidents. A Virtual Domain in Horizontal
Layer is equivalent to Collaborating Group (in Vertical Layer terms).

In this chapter we mainly focus on the vertical slicing of the physical and the virtual layers,
as our interest is in laaS Cloud type. Also, our discussion next follow the vertical slicing as we
are mainly interested in deriving infrastructure properties.

Network Layer

A network layer is the backbone that provides communication medium between Cloud’s com-
ponents. The communication medium can be either public or private. By public we mean
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communication occurs over the Cloud’s local or wide area network. Private, on the other hand,
means communication occurs in a physically dedicated network, which is isolated from the pub-
lic network. Such a private network is especially setup between a set of components to perform
a specific function; e.g. (a.) connecting a server to dedicated storage, as in the case of Storage
Area Network (SAN) [Wik10b], and (b.) software clustering as the case in Real Application
Cluster (RAC) requires member servers in RAC to have a private network [Oral la].

From an abstract level the communication amongst Cloud components is organized within
defined boundaries that follow a process workflow. We refer to such communication as hori-
zontal and vertical communication, which are described as follows (see Figure 5.2).

Horizontal Communication — In this type Cloud entities communicate as peers either inside
a sub-layer or across sub-layers. This type of communication does not span outside layer
boundaries. We now discuss what we mean by horizontal communication in the following
examples: (a.) horizontal communication can be realized when storage systems are self-
replicated in such a way one storage entity regularly copies changes of its physical blocks
to a standby storage entity; and (c.) when Virtual Machines (VMs) within a sub-layer
collaborate in a RAC [Oralla] and need to exchange messages to synchronize shared
memory (e.g. memory fusion [Oralla]) is also a form of horizontal communication be-
tween VMs.

Vertical Communication — In this type Cloud entities communicate with other Cloud entities
in the same or different layer following a process workflow in either up-down or down-up
directions. This would typically work as follows: an upper sub-layer component runs
a process which generates sub-processes that should run at a lower sub-layer, following
a process workflow. The lower sub-layer could be in the same or different layer of the
upper sub-layer. The lower sub-layer executes the sub-processes and then sends the result
back to the upper sub-layer. We provide the following example: a multi-tier application
in which the front-end in the Cloud represents a load balancing component that receives
users’ requests and distributes them across the middle-tier sub-layer. The middle-tier sub-
layer, which runs the application logic, processes the request and generates sub-requests
that send them to the backend sub-layer. The backend sub-layer, which runs a DB in-
stance, processes the sub-request and then generates a sub-sub-request and sends them to
the storage sub-layer. These steps represent an up-down communication channel. Each
layer in turn sends its response back in the opposite direction, which represents the down-
up communication channel.

There are many other important network properties, which we do not discuss in this section
for space limitations, e.g. network speed between components, network nature, any restrictions
affecting information flow as in the case of a firewall stopping certain type of traffic, network
topology, etc.

Storage Layer

A storage layer is composed of sub-layers, which consist of storage components. A storage
component is the basic component' that stores Cloud data and/or provides file system services.
Storage could be either local storage or network storage. Local storage is connected directly to
server(s) via a private network (e.g. SAN), while network storage means servers are connected

"We mean by basic component an integrated component (e.g. EMC storage products [EMC11]) and not a
simple hard-disk or physical block
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Figure 5.2: Conceptual Models of Cloud Layers

to the storage over public network (e.g. Network-Attached Storage (NAS) [Wik10a]). Network
storage can provide Cloud users with storage as a service (e.g. Amazon S3 [AmalOb]); however,
local storage does not communicate directly with users and does require a Server Layer. Each
type of storage (i.e. local and network storage) has many different categories, which is outside
the scope of this chapter to discuss. An Enterprise architect decides on storage specifications
by considering many factors (e.g. purpose of storage — file system or block storage —, storage
usage — e.g. cluster of servers). Storage components communicate horizontally, for example,
when replicating data at physical level, i.e. storage-to-storage. The storage layer/sub-layer
communicates vertically with other layers. Part of Figure 5.2 provides a conceptual model of
Storage Layer.

There are many important properties about storage layer, which include: size, speed, pro-
tection measures (e.g. hardware raid), reliability, connectivity with the servers and its speed
(private or public network), physical distance from attached servers (for private network), etc.
Again we do not aim to discuss these for space limitations (we outline some of these in section
5.3.1).

Server Layer

The server layer is composed of multiple sub-layers. Each sub-layer is composed of a set of
physical servers. Physical Servers provide computational resources to Cloud users (e.g. CPU,
memory, network, and storage). Each server hardware resources are managed by a hypervisor
(a minimized operating system providing the minimum components, which enable the hypervi-
sor to virtualize hardware resources to guest operating systems[MMHOS]). Part of Figure 5.2
provides a conceptual model of Server Layer.

The hypervisor runs (or sometimes the same as) the Virtual Machine Manager (VMM). The
VMM manages Virtual Machines (VMSs) running on the physical server [MLQ™"10a, MMHOS].
A VM provides an abstraction of CPU, memory, network and storage resources to Cloud users
in such a way a VM appears to a user as an independent physical machine. Each VM runs
its own Operating System (OS), which is referred to as guest OS. The guest OS runs the VM
specific applications. VMs running in the same physical platform are independent, share the
platform resources in a controlled manner, and they should not be aware of each other; i.e. a
VM can be shutdown, restarted, cloned, and migrated without affecting other VMs running on
the same physical platform.
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5.2.2 Virtual Control Center

In this section we identify the component that can take the role of providing automated manage-
ment services. Cloud infrastructure is composed of enormous components, which are not easy
to be managed manually. There are different tools, which help Cloud employees to manage a
Cloud infrastructure. These cover virtual resource management, physical resource management,
network management, server management, etc. In this chapter we are mainly concerned about
virtual resource management tools, which manage virtual resources and their interaction with
physical resources. There are many tools for managing virtual resources, which are provided
by different manufacturers (e.g. VMWare tool is referred to as vCenter [VMw10], Microsoft
tool is referred to as System Center [Mic10]). Many open source tools have also been recently
developed (e.g. OpenStack [OpelOb] and OpenNebula [Opel0Oa]), which support additional
services. In this chapter, for convenience, we refer to such tools, which are used to manage
virtual resources, as Virtual Control Centre (VCC). In our previous work ([Abbl1c]) we have
outlined VCC which helped us to derive cloud unique security challenges. In this chapter we
discuss it considering the provided taxonomy and identify the factors that affect its operation.

VCC establishes communication channels with physical servers to manage Cloud’s Virtual
Machines (VMs). VCC establishes such channels by communicating with the VMM running
on each server. VCC and VMM regularly exchange heartbeat signals ensuring they are up and
running. VMM regularly communicates VMs related status (failure, shutdown, etc) to VCC
enabling the latter to communicate the status to system administrators. Such management helps
in maintaining the agreed Service Level Agreement (SLAs) and Quality of Service (QoS) with
customers. In addition, and probably most importantly, VCC provides system administrators
with easy to use tools to manage virtual resources across the Cloud infrastructure. This is very
important considering the Cloud complex and heterogeneous nature. For example, if a physical
machine fails (e.g. due to hardware failure) then to where should VMs running on top of the
failed physical machine move. Also, once the failed physical machine is recovered should
VMs return back to their original hosting server or should they stay at the guest hosting server.
Such examples are managed by VCC based on policies predefined by enterprise architects but
managed by system administrators using VCC.

5.2.3 Factors Affecting Management Services

We believe that VCC will play a major role in managing self-managed services. We now iden-
tify the factors, which would affect decisions made by self-managed services.

Infrastructure Properties (Static Properties) — As we discussed earlier, Clouds’ physical in-
frastructures are very well organized and managed by multiple parties, e.g. enterprise
architects, system administrators, security administrators. These parties build the infras-
tructure to provide certain services and are aware of Cloud taxonomy, which we describe
it early in this section. Therefore, they define the physical infrastructure properties for
each infrastructural component, sub-layers, and layer. Providing such properties to VCC
is a foundation step for supporting automated management services.

User Properties (Dynamic Properties) — A Cloud user interacts with the Cloud provider via
a Cloud webpage and supplied APIs. This enables users to define user properties, which
should cover the following for potential Cloud:

a.) Technical Requirements — laaS Cloud users would typically be organizations, which
have expertise to provide enough information about their technical requirements in terms
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of VMs, storage, and network requirements. For example, they provide the properties
of applications to be hosted on VMs, e.g. DBMS instances that require high availability
with no single point of failure, middle-tier web servers that can tolerate failures, highly
computational application, etc. This enables the Cloud provider to identify the best in-
frastructural resources that are fit for user requirements.

b.) Service Level Agreement (SLA) Requirements — These specify quality control factors
and other legal and operational issues on user services; for example, define system avail-
ability, reliability, scalability (in upper/lower bound limits), and performance metrics.

c.) User-Centric Security and Privacy Requirements — Examples of these include (i.)
users need stringent assurance that their data is not being abused or leaked; (ii.) users
need to be assured that Cloud provider properly isolate VMs that runs in the same physical
platform from each other (i.e. multi-tenant architecture[RTSS09]); and (iii.) users need to
identify the location of data distribution and processing (which could be for legal reasons).
Current Cloud providers have full control over all hosted services in their infrastructure;
e.g. the Cloud provider controls who can access VMs (e.g. internal Cloud employees,
contractors, etc) and where user data can be hosted (e.g. server type and location). The
user has very limited control over the deployment of his services, has no control over the
exact location of the provided services, and has no option but to trust the Cloud provider
to uphold the guarantees provided in SLA.

Infrastructure Policy — Policies should be defined by Cloud authorized employees and asso-
ciated with layers and sub-layers to control the behaviours of self-managed services.

Changes and Incidents — These represent changes in: user properties (e.g. security/privacy
settings), infrastructure properties (e.g. components reliability, components distribution
across the infrastructure, redundancy type), infrastructure policy, and other changes (in-
crease/decrease system load, component failure, network failure, etc).

Management services should automatically manage the Cloud environment by finding the
best match of user properties with infrastructure properties that considers infrastructure policy.
For example, a sub-layer would be associated with a set of infrastructure properties defining
many important factors related to the sub-layer itself, and how it is related to other sub-layers.
Also, groups hosted at each sub-layer are associated with users’ properties. These enable auto-
mated management services to take proper actions on emergencies; as such, services would be
provided with architectural factors and users requirements.

5.3 Deriving Self-Managed Services

The first subsection provides a real life scenario for an application that is currently deployed at a
community Cloud provider. In this we map the scenario at the provided taxonomy. In the second
subsection we use the scenario to identify and motivate the need for automated self-managed
services. Chapter 8 provides detailed definition and discussion of the services identified in this
section.

5.3.1 Multi-Tier Application Scenario at the Cloud

We have architected and deployed the scenario which is provided in this section for a production
environment supporting an editorial workflow. The editorial workflow depends on a weather
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Figure 5.3: Cloud Taxonomy — Multi-Tier architecture at Community Cloud Provider

forecast application. For simplicity we assume both editorial and weather applications have
similar architectural requirements.

The system is architected as a multi-tier application, which is deployed across community
Cloud infrastructure (primary and secondary locations), to achieve the following user proper-
ties: high system availability and reliability, disaster recovery (DR) to support business conti-
nuity, high resilience with no single point of failure, transactions type are more write than read,
system scalability (i.e. minimum/maximum resources that can be allocated/deallocated when
load increase/decrease), and security properties. We next provide a simplified architecture based
on user properties and the discussed Cloud taxonomy (Figure 5.3 illustrates the overall archi-
tecture).

Application Middle-tier Groups — These virtual layer groups run application business logic
functions, which provide services to end-users. We require two groups as illustrated in Figure
5.3: the first we refer to as weather middle-tier group which runs weather middle-tier applica-
tion component, and the second we refer to as editorial middle-tier group which runs editorial
middle-tier application component. Both groups should be hosted using appropriate collaborat-
ing sub-layer, as discussed latter. Also, the number of VMs and their specifications within each
group would depend on expected load and user requirements, which we do not discuss in this
example for simplicity. But each group should at least have two VMs, as the user requires no
single point of failure. Having one VM means if it fails the system will be down while the VM
gets restarted.

Database Management System (DBMS) Groups — The DBMS groups at virtual layer man-
age the application data (e.g. storage, retrieval, and indexing). We require two groups as illus-
trated in Figure 5.3: the first we refer to as weather DBMS group which hosts weather DBMS
and the second we refer to as editorial DBMS group which hosts editorial DBMS. Both groups
should be hosted using appropriate collaborating sub-layer, as discussed latter. Also, the num-
ber of VMs and their specifications within each group would depend on expected load and user
requirements, which we do not provide in this example for simplicity. But, as in the case of
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application middle-tier groups, each DBMS group should at least have two VMs to support no
single point of failure.

Collaborating Sub-Layers — Each collaborating sub-layer at the physical layer is composed
of three sub-layers: storage sub-layer, network sub-layer, and server sub-layer. The server sub-
layer has special properties enabling it to host the indicated type of application. The storage
and network sub-layers are associated with special properties enabling them to collaborate to
support server sub-layer properties, which can address wide range of common user require-
ments which are related to a specific category of application (e.g. DBMS with no single point
of failure). The system architect should provide a resilient architecture based on both user sup-
plied requirements and Cloud’s infrastructure properties. Figure 5.3 provides four collaborating
sub-layers: (a.) collaborating sub-layer middle-tier (primary) which has properties enabling
it to host middle-tier application groups and is physically located at Cloud primary location;
(b.) collaborating sub-layer middle-tier (secondary) which has properties enabling it to host
middle-tier application groups and is physically located at Cloud secondary location; (c.) col-
laborating sub-layer DBMS (primary) which has properties enabling it to host DBMS groups
and is physically located at Cloud primary location; and (d.) collaborating sub-layer DBMS
(secondary) which has properties enabling it to host DBMS groups and is physically located
at Cloud secondary location. Collaborating groups at the primary location host groups at the
primary location, and act as a backup (i.e. DR) for groups located at the secondary location.
Similarly, Collaborating groups at the secondary location host groups at the secondary location,
and act as a backup for groups located at the primary location. We now discuss some of the
properties at individual sub-layers.

Storage layer — The system architect should use storage sub-layers that satisfy user re-
quirements. For example, one of the user requirements indicates that the system activity is
more write than read. For performance reasons this would require RAID 140 for DBMS sub-
layers rather than RAID 5. In addition, the user requires no single point of failure, which
implies integrated storage component should be fully redundant from inside and outside (e.g.
dual communication channels, multiple processor cards). It also implies replicating data from
the community Cloud primary location to its secondary location. Replicating data can be done
at different levels: (a.) storage sub-layers or (b.) DBMS server sub-layers.

Server layer — The scenario requires four groups, as discussed above. The system architect
should decide on server sub-layers that can host each group. The systems architect should
also associate with each group a set of properties enabling it to satisfy consumer requirements.
Understanding the nature of the hosted application enables the system architect to even provide
enhanced features in terms of using the right hardware configuration (i.e. server sub-layer) that
best suits the generic nature of the application; e.g. DBMS application, highly computation
systems, etc.

In our scenario, the system architect should: (a.) associate with all groups a dependency
property that requires all groups to always run in the same physical location at one time and on
emergencies all groups should fail-over to predefined sub-layers located at DR location (such a
condition ensures that all dependent components run in the same location; e.g. avoid the case
where a DBMS group is hosted in a different location than its corresponding middle-tier group);
(b.) host editorial and weather DBMS groups at server sub-layer which has properties of hosting
DBMS with no single point of failure; and (c.) host editorial and weather middle-tier groups at
server sub-layer which has properties of hosting middle-tier applications. It is beyond the scope
of this chapter to discuss architectural reasons beyond that, but of course all groups could be
hosted using a single server sub-layer or multiple sub-layers. This is based on user properties
and infrastructure properties.
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Network Layer — The above sub-layer components (i.e. server sub-layer’s components
and storage sub-layer’s components) must be connected using at least two network channels.
Also, related server sub-layers and storage layers should be connected using redundant channel.
For example, a DBMS server sub-layer should be connected using multiple channels to related
storage sub-layer. In addition, the storage sub-layer itself should provide full resilience, which
is outside the scope of this chapter to discuss.

5.3.2 Identifying Management Services

Current public Cloud providers do not support the kind of architecture provided in the scenario
above, as it requires human intervention. In this section we aim to derive the main services,
which are mostly (at the time of writing) provided by private and community Cloud internal
employees. We also aim to show the importance of automating such services. Chapter 8 pro-
vides detailed definition and discussion of the services identified in this section. Public Cloud
potential future, which is expected to host critical applications should be capable of automati-
cally and without human intervention manage Cloud environment [MGO9b].

The first two services we identify are system architect and resilient design. A Cloud
provider should provide an automated application architecture (what we refer to as system ar-
chitect as a service), which should result in a resilient design. It should also automatically
deploy the resilient design (what we refer to as resilience as a service). As we described earlier
the deployment of the architecture should consider infrastructure properties and user require-
ments. In our scenario a fundamental user requirement, which is especially required by critical
applications, is providing a resilient architectural design with no single point of failure. Current
Public Cloud providers only support very limited features in this direction in comparison with
the ones supported by private and community Cloud providers. This is because fully automated
management services do not exist and public Cloud providers can only support limited features
that can be managed automatically.

The other important user expectation from a Cloud provider is to automatically adapt to
failures, changes in user properties, and infrastructure properties and policies, without affecting
user applications. This is what we refer to as adaptability as a service. This requirement is
critical for potential Cloud infrastructure. For example, when users change their requirements,
the virtual layer resources should automatically adapt to such changes, and when infrastructure
physical resources get changed the virtual layer resources should also automatically adapt to
such changes without compromising users requirements. All these changes should not compro-
mise user requirements, security and privacy properties.

Elasticity is one of the Cloud essential properties. In peak periods the virtual layer resources
should automatically scale up, and in off-peaks the resources should automatically scale down.
Such scaling is based on the demand and customer pre-agreed SLA, and it should not compro-
mise user requirements, security and privacy properties. We refer to this as scalability as a
service. Public Cloud providers at the time of writing support vertical scalability, but do not
provide horizontal scalability. The Cloud provider should also provide availability as a service
which is related to utilizing all redundant resources. Also, a Cloud provider should provide
reliability as a service which assures end-to-end service integrity.

The combination of above services would result in higher availability and reliability as prop-
erties. Full reliance on human beings require longer time to architect and deploy solutions,
longer time to discover and resolve problems, also it is error prone, the provider is subject to in-
sider threats by Cloud employees, and does not provide a reliable way for measuring the level of
trust in Cloud operations. This raises the need of self-managed services that can automatically
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and with minimal human intervention manage a Cloud infrastructure. Automated self-managed
services provide Cloud computing with exceptional capabilities and new features. For example,
scale per use, hiding the complexity of infrastructure, automated higher reliability, availability,
scalability, dependability, and resilience that considers users’ security and privacy requirements
by design. Automated self-managed services should help in providing a trustworthy resilient
Cloud computing, and should result in cost reduction. More details about these services can be
found in our extended abstract [Abb11b].

5.4 Security Challenges

Current implementation of cloud infrastructure provides users with elastic virtual resources,
which are built on physical resources. Cloud providers supply users with APIs enabling them
automatically (i.e. without cloud system administrator intervention) acquire and deploy their
own virtual resources [AmalOa]. Organizations are the main entities that are expected to be
the main customer for IaaS cloud type, by either outsourcing their whole IT or part of their IT
infrastructure on the cloud. In this section we provide a scenario that discusses the typical steps
an organization would follow to outsource part of their IT infrastructure on the cloud, and then
we use this scenario to discuss cloud security concerns.

5.4.1 Scenario

An organization would typically do the following when deciding to outsource a service on the
cloud.

1. The organization must first decide on the application it wants to host at the cloud infras-
tructure. The application nature, organization policy, and legislation factors would play
an important part in the decision. For example, organizations’ policy makers might reject
hosting applications, which process financial data for legislative reasons.

2. InIaaS the enterprise architecture team still need to architect the outsourced infrastructure
based on the requirements of the application. This includes drafting the specifications of
virtual machines, which might cover interconnection between virtual resources (e.g. a
cluster of VMs on the back-end with multiple middle tear VMs), and initial expectations
on lower and upper bound on each VM (processor, memory, storage, and networking
requirements).

3. The organization establishes a Service Level Agreement (SLA) with the APIs that are
supplied by the cloud provider to maintain the identified requirements and to provide an
adequate Quality of Service (QoS).

4. The organization would need to communicate with the cloud provider supplied APIs to
create virtual resources considering the system architect.

5. Cloud provider’s system administrators manage the organizational outsourced infrastruc-
ture using VCC, which should be based on the agreed SLA. In turn the organization would
pay cloud provider on a pay-per-use model.
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5.4.2 Security Concerns

In this subsection we list some of the security concerns that are related to the cloud infrastructure
and of interest to us (it is outside the scope of this chapter to provide an exhaustive security
analysis of cloud infrastructure).

1. Trustworthy Clouds Provenance — Logging, auditing and historical data are of tremen-
dous importance in a Cloud. This is especially the case as a Cloud is expected to support
Internet-scale critical applications. Logging, auditing and historical data have different
usage, e.g. pro-active service delivery (incidents monitoring and security monitoring),
error investigation, billing, and forensic investigation. Almost all of a Cloud’s resources
generate this data in some way. At present, the only way that provenance is provided
on a Cloud is through linking together log and audit data, collected from multiple re-
sources, to provide the complete history of an event or result. As discussed, Cloud
systems are composed of dynamically interlinked resources. This means that building
a logical sequence of events to investigate an incident for any one application requires
data from many sources. These include the application itself, all logs for possible virtual
resources that the application could have used, and logs of all physical resources that vir-
tual resources could have used. Administrators must then combine this data correctly by
identifying all time intervals in which an application used a specific virtual resource, all
possible time intervals in which these virtual resources used physical resources and then
all relevant log files from all related resources. Collecting and combining data from these
resources is not easy or practical considering the potential scale of Cloud systems. We
discussed challenges of trustworthy clouds provenance in [AL11].

2. Cloud Virtual Resource Management — Considering cloud infrastructure complexity,
without having reliable and secure resource management tools, which enforce predefined
policies, any secure solution might be easily bypassed. As we discussed earlier we are
mainly interested in VCC related tools. VCC interaction with VMMs deployed at servers
raise the following security concerns.

(a) How can VCC be assured that VMMSs’ execution environment is secure, trusted, and
reliable to provide timely information about the status of VMs. Also how can VCC
be assured that VMMs enforce organization policies.

(b) How can VMM s be assured of VCC trustworthiness and its running execution envi-
ronment when communicating messages across.

(c) How can VMM and VCC be assured that their data is stored securely and only
accessed when their execution status is trusted.

(d) VMM and VCC need assurance about the identity of each other.

(e) VCC, as a central management service, must provide availability, scalability, re-
silience, and reliability properties without compromising security and data consis-
tency.

3. Insiders — Insiders are cloud provider related users, who misuse their privileges inten-
tionally or accidentally. Insiders are granted authorized credentials by the cloud provider
to access cloud infrastructure to perform their job functions. Examples of insiders in-
clude cloud internal employees, contractors, and third party suppliers. Insiders’ threats
could cause major impact on cloud customers’ content confidentiality, integrity and avail-
ability. Insiders could also cause a major disruption to the cloud infrastructure, especially
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when interfering with cloud self-managed services. We now list few examples of possible
insider threats in cloud.

(a) Cloud insiders might cause sever pain and unbound consequences on the cloud in-
frastructure when attacking self-managed services, as discussed in point (4.). When
addressing this point it is important to consider the complexity and diversity of tech-
nologies that are associated with self-managed services.

(b) A cloud system administrator can connect to the hypervisor for a server, which
hosts sensitive application for a financial institution. From the hypervisor the sys-
tem administrator can access the memory space of the VM that runs the sensitive
application. This enables him to access sensitive data.

(c) A cloud system administrator using VCC can delete all VMs for an organization and
invalidate backups.

(d) A Cloud hardware supplier can copy VM images of one organization into a USB
stick and sell them to a competitor organization.

These sample examples show the importance of mitigating insider threats to have a suc-
cessful cloud.

4. User-Centric Security — Current cloud providers have full control over all hosted services
in their infrastructure; e.g. a cloud provider controls who can access VMs (e.g. internal
cloud employees, contractors, etc) and where user data can be hosted (e.g. server type and
location). The user has very limited control over the service deployment, has no control
over the exact location of the provided services, and has no option but to trust the cloud
provider to uphold the guarantees provided in the SLA. These raise several problems,
which include the following.

(a) Regulation issues, especially when moving and processing data across territorial
boundaries.

(b) Users privacy and security concerns. For example, users need stringent assurance
that their data is not being abused or leaked.

(c) How users can be assured that cloud provider properly isolate VMs that runs in the
same physical platform (i.e. multi-tenant architecture[RTSS09]) from each other.
For example, two VMs for competing organizations might share the same physical
platform. Such organizations need the assurance that their applications and data
cannot be intercepted by others.

5. Self-Managed Services — Cloud computing’s major potential improvement is the addi-
tion of self-managed services that do not require human intervention. This is to provide
fully automated services from start to end. As we are interested in laaS our discussion is
limited to cloud infrastructure self-managed services (availability, reliability, scalability,
adaptability and resilience, which should consider user security and privacy by default).
Providing such services require careful consideration and analysis not only because of
their complexity but also for the following reasons.

(a) As we discussed earlier in this section cloud infrastructure is conceptually based on
several layers, each has internal sub-layers. These complex layers need to be con-
sidered when providing self-managed services. Securing such services require the
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(b)
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(d)

consideration of the heterogeneous and complex layering of Clouds. It should also
take into consideration the internal/external horizontal and vertical communication
channels.

More specifically, providing self automated services for a component requires: (a.)
understanding in which sub-layer this component belongs, (b.) what are the prop-
erties of this sub-layer, and (c.) what are the relations between this sub-layer and
other layers/sub-layers (i.e. what is the policy that governs this sub-layer interaction
with other layers). For example, providing availability service for a component is
not only concerning about deciding where to replicate the component or its content
(e.g. same sub-layer, same location or at a different location) but it should also con-
sider other factors, e.g. how such decision for a component availability might affect
the overall service availability; where a service is composed of all end-to-end com-
ponents that are required to provide the service. We are not aiming to dig deeper
into these for space limitations, and we leave this very important subject for near
future work; we just want to stress that this point is not as simple as it might seem
to be.

Cloud infrastructure mixed nature consists of different types of hardware/software
technologies, which are provided by multiple, and most likely, competing vendors.
Self-managed services require complex communications at different stages across
various cloud entities (i.e. the horizontal and vertical communication). In turn,
this means different technologies from competing vendors should establish standard
interfaces for exchanging messages. These are not present at the time of writing,
and even providing such services using components from the same vendor is very
complex to setup, error prone, and raises unique security challenges in comparison
with traditional systems.

Cloud infrastructure is not hosted at a single data center that is located at a spe-
cific location; it is rather the opposite, as most likely it is distributed across dis-
tant data centers. This factor has a major impact on decisions being made by self-
managed services for several reasons; for example, the distance and the commu-
nication medium between distant data centers will have an impact on data transfer
speed. Automated services must consider this important factor and other related
factors (e.g. data volume, data access mode, etc) when providing a service. For
example, it is sometimes the right decision to provide redundant active/active re-
sources across distant locations and in other cases its wiser to provide active/passive
mode.

Cloud-of-clouds is a term that is used to refer to the collaboration of multiple cloud
providers to support having dependable cloud infrastructures; i.e. cloud providers
collaborate to help each other in enhancing self-managed services as in the case
of higher resilience, reliability, scalability, and dependability. For example, if a
cloud provider has an emergency other cloud providers can temporarily provide
their unoccupied resources to support customers eliminating service failures. Self-
managed services must consider the existence of cloud-of-cloud, and it must also be
designed to enforce cloud provider related policies when considering a decision to
use other cloud resources, as this would have a major impact on security, practicality
and legislation related issues.
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Part 11

Building Blocks for Trusted Cloud
Architecture
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Chapter 6

Log Service

Chapter Authors:
Emanuele Cesena, Gianluca Ramunno, Roberto Sassu, Paolo Smiraglia, Davide Vernizzi

(POL)

The main focus of this component is to log and track events originating at the infrastructure
layer, such as creation, destruction or migration of a Virtual Machine (VM) or allocation and
deletion of a bucket of storage.

This log service is mainly based on the scheme for secure logging proposed by Schneier
and Kelsey in [SK99]. Such a scheme provides most of the security features required by a
logging system, but it lacks the protection against particular attacks, namely truncation attack
and delayed deletion. Despite this, it has been used as a foundation by most of the subsequent
secure logging systems, which use the same structure with different cryptographic primitives
(mainly public key cryptography instead of symmetric key). For this reasons and to keep the
discussion and design as simple as possible, we base the log service on this scheme, but we
claim it should be possible to employ the other secure logging schemes that were designed
using Schneier-Kelsey’s scheme as basis.

6.1 Background

In this section we introduce the background necessary to understand the functioning of the log
service, namely the scheme for secure logging which will be used as basis for the log service and
some details about the Trusted Computing technology that will be used to enhance the trust in
the logs created through this log service. Note that for what concerns Trusted Computing, only
the necessary background is given here, while a broader discussion can be found in Section 11.

6.1.1 Schneier-Kelsey scheme.

Schneier and Kelsey describe a scheme (SK) to perform secure and remote logging [SK99],
which is considered the state of the art in the secure logging context (cf. introduction of
[MTO09]). In their model, Schneier and Kelsey define three roles. They consider a trusted ma-
chine 7 (e.g. a server in a secure location), an untrusted machine U/ (potentially the victim of
an attack) on which the log entries are to be temporarily kept and a moderately-trusted external
verifier V (e.g. an external auditor)'.

'In this component, 7 role will be played by the Log Collector, U by the Cloud Nodes and V by the Log
Reviewer (cf. 6.3).
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Figure 6.1: Schneier and Kelsey’s log entry creation scheme.

In SK a log entry creation scheme is well-defined (Fig. 6.1). With this type of scheme,
the immediate identification of log tampering (e.g. deletion of a log entry) becomes possible
because the log entries are linked in an hash-chain by the element Y;. Moreover, the integrity
of logs is ensured by including an HMAC field (Z;) in the log entries and the confidentiality
of the logged data (E,(D;)) is guaranteed thanks to the usage of a symmetric cryptography
mechanism. In SK when V wants to read the logs she requests and obtains the log entries from
U and successively sends them to 7 for validation and decryption.

SK guarantees that, even if an attack succeeded, the log entries created before the attack
cannot be tampered without leaving notice. However it is not possible to trust the log entries
created after the attacker gained control of the system since he could simply log fake events.

6.1.2 Trusted Computing

To enhance the trust in the log service we make use of Trusted Computing (TC). We refer to TC
as the technology specified by the Trusted Computing Group (TCG) [TCG], which has defined
an architecture based on the Trusted Platform Module (TPM) [Tru07b], a low-cost chip whose
main goal is to provide the hardware Root of Trust necessary to build strong security features.
The TPM was designed for three main purposes: to securely store keys and data, to collect
and store the code-integrity measurements of the platform where it is mounted (i.e. digests of
running software with the relative configuration files, which represent the state of the system)
and to report these measurements so that a remote verifier can assess the trustworthiness of
the system. The TPM securely stores the measurements within the Platform Configuration
Registers. A Platform Configuration Register (PCR) is a shielded location able to accumulate
the measurements of the system components. The TPM guarantees that the values of the PCRs
can only be updated by adding a new measurement through the “PCR extend” operation:

PCR,y = SHA1(PCR,4||Measurement)

where Measurement is typically the hash of the component’s binary or of a configuration file.
The TPM reliably reports the integrity measurements to an external entity through an op-
eration called Remote Attestation. For this purpose, the TPM provides a primitive called
TPM_Quote that generates a digital signature over the PCRs. The TPM_Quote is computed
internally by the TPM with an RSA key whose private part never leaves the chip unencrypted
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and can be considered as evidence that the platform equipped with the TPM that computed the
quote is in the state represented by the PCRs (see [MSW*04a]).

In addition to the Remote Attestation, the TPM also provides another interesting function-
ality, the sealing. When a data is sealed, it is encrypted with a RSA key which is generated and
used by the TPM. The TPM guarantees that the private part of the RSA key will never leave
the chip unencrypted and that the unsealing operation (i.e. the decryption of the sealed data)
is possible only if the platform is in the desired state specified at the time of sealing (i.e. if no
attacks have succeeded or no modification to the configuration of the software was done).

6.1.3 Trusted Computing and log: related works

In this log service the TPM is used to ensure the code-integrity of the logging system, and hence
to enhance its trustworthiness. However, the usage of tamper-resistant hardware has also been
proposed to enhance the protection of the log entries. Chong et al. [CP03] proposed the usage
of tamper-resistant hardware in a secure logging system. In [Acc08], the TPM is specifically
employed to store and manage cryptographic keys and, hence, to enhance the security of the
logging process. The paper [Aim10] studies the usage of trusted components for secure log-
ging services aiming to minimize the trust assumptions required by such components. On the
contrary, Yavuz and Ning [YNOO9] speculate on the impracticability of using tamper-resistant
hardware for creating secure logs, especially in large distributed systems.

6.2 Log Service Model

In this section we model the log service and discuss the actors involved and the functionality
provided. First we introduce the terminology, the actors and the main components of the log
service. Then, we provide an overview of the system and we state its functionality. We finish
this section by discussing its functional and security requirements.

6.2.1 Terminology, Actors and Main Components

Terminology

e Log entry: arecord containing information about one event. The log entry may give only
a partial view of the event. Moreover (part of) the data may be sensitive.

e Event log: a (usually small) set of log entries all related to a single event. This is the
smallest set that provides the overall view on the event.

e Log (or registry log): a set of log entries, usually all related to a single object or actor.
Note that a single log entry may be added to several log registries.

e Log file: a portion of a log, usually defined to specify a usage/security policy. Log files
need to be opened and closed and this may involve cryptographic procedures to guarantee
properties of the log entries contained in the file (e.g. forward integrity). A log file is
usually a sequence of log entries (i.e. log entries are ordered in a log file), plus it has
precise temporal constrains to allow, e.g., deletion of data older than some period of time.
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Actors and Main Components

e Cloud Component: a component of the cloud infrastructure, intended as a service that can
be either provided to the User or internally used by the Cloud itself, i.e. by other compo-
nents. Here we introduce the following specializations: Log Core, Log Storage and Log
Console. For a deeper discussion of other Cloud Components, see D2.4.1, Section 3.1.

e User: the end-user of the cloud services.
e Cloud Admin: the administrator(s) of the cloud infrastructure.

e Log Reviewer: an external authority with enough privileges to read (part of) the logs. The
reviewer can be a User, or the Cloud Admin or an Auditor in charge of auditing the cloud
system. Depending on its privileges the reviewer will have access to different subsets of
the logs.

6.2.2 Overview

We take inspiration from the ontology of Cloud Computing presented in [YBDSO08] and we
define a new building block in the cloud infrastructure layer which can be used for secure
logging by other cloud components as well as by applications running on the cloud. We begin
with a simplified use case diagram for the cloud ontology (Figure 6.2), showing the interactions
between the actors in the cloud. At each layer, we identify a “core pattern” where the User
uses a Cloud Component. Because of the dynamic nature of the cloud, we also consider that the
User may react to some event, for instance demand for additional resources in case of high load.
In addition, we capture the relationship between layers: the Cloud Provider is responsible for
managing the Cloud Infrastructure and developing the Cloud Platform, whereas the Developer
develops the Cloud Application. Finally, we consider the role of the Auditor, that can audit
either the Cloud Application or the Cloud Infrastructure.

By applying the core pattern we model the log service and provide an abstract view of its
functionality, that is suitable for each layer of the cloud ontology (Figure 6.3).

6.2.3 Functionality

e Create log: the Cloud Component creates a log entry and stores it in the log. This is
usually triggered when the User uses the component.

e Read logs: read stands for accessing all logs, possibly subject to a privacy-preserving
policy, but usually not restricted to a view on a specific resource (in contrast to retrieve
described later). This means that the entities entitled to read the log can have an overview
of the whole cloud infrastructure where sensitive data may be preserved somehow (e.g.,
they may be blinded or made k-anonymous). For this reason, logs may be read only by
the Cloud Provider, e.g. for monitoring resource usage and billing, or by the Auditor, for
auditing purposes.

e Retrieve logs: the User accesses the logs related to his resources. This functionality can
be seen as the composition of a read and a filter. The filter may restrict access to a specific
resource or aggregate several entries in a more fruitful form, such as a chart. In addition,
retrieving logs may reveal some unexpected behavior to the User, that thus triggers a react
action. Note that usually the User only retrieves a small portion of the logs, but it may
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Figure 6.2: Use case diagram for cloud ontology.

TClouds D2.1.1 Page 61 of 177



D2.1.1 — Technical Requirements and Architecture for Privacy- I@!gg@s

enhanced and Resilient Trusted Clouds

Verity log

X

End User

S W

Developer User

Cloud Admin
@ME

Mo

Notify logs

Analyze logs
L
|
|

C. Application

I <<extend>>

C. Platform

x

C. Infrastructure

H C. Component
I <<extend>>
|
‘ Delete logs
Retrieve logs

|
|
I <<include>>

:( ‘\_\ Read logs ;( ):
Auditor C. Provider

Figure 6.3: Use case diagram for log service. Compare it to each layer in Figure 6.2

TClouds D2.1.1

Page 62 of 177



D2.1.1 — Technical Requirements and Architecture for Privacy- Tg!ggds

enhanced and Resilient Trusted Clouds

happen the case where the User wants to dump a large (possibly all) portion of the logs.
We indicate this latter case as dump of logs.

o Verify logs: after retrieving the logs, the User must validate their integrity. In SK scheme
(and hence in our system), this is done by interacting with 7. During this step, the forward
integrity of the log entries is verified and, therefore, attacks to the logs are detected.
Upon the successful verification of the log entries, the User may consider the information
contained within the log as truthful.

e Delete logs: the Cloud Provider should be able to delete logs and log entries. The deletion
of logs is usually a way to comply with data retention regulations, for instance logs must
be kept for one year, then deleted. On the other hand, the deletion of a log entry is a non-
common procedure, usually avoided, that may require a special authorization (possibly
also involving the legal framework, e.g. the authorization of a judge).

e Analyse logs: in many cases, processing a large amount of log entries can be a computa-
tionally intensive operation. Since the log service is part of a cloud system, it can provide
a functionality for log analysis to the User, for instance a mechanism based on MapRe-
duce where the User defines his function for processing logs. This is a more advanced
feature than the retrieve, where how to filter logs is imposed by the log service.

o Attest system: attestation of the cloud system is a feature required by User and Auditor.
The log service is a key component in this process, that can significantly improve the
information necessary for an attestation, for instance by providing evidence of some (both
intended or unintended) behavior.

e Notify logs: since the cloud infrastructure is largely sparse and the log entry creations
depend on external events, it may be useful for the log service to implement a function
that the Cloud Components that log events may use to notify a “central” entity that a log
entry has been created, without having to transport the actual log entry. This functionality
can be especially useful to keep the consistency when complex events that happen on
different Cloud Components occur (e.g. the migration of a VM).

6.2.4 Functional and Security Requirements

Here, we discuss the functional and security requirements of the log service, that highlight the
differences between log service and other cloud components, specifically the storage. Log en-
tries have particular security requirements which are not usually provided by a normal storage.
Moreover, most of these requirements are not necessary for normal buckets of data, therefore
we can not simply foresee to extend an existing storage with enhanced security features to
implement a log service, as this would probably degrade the functionality of the storage.

Log entries are usually small pieces of data, created at high rate, possibly by many different
nodes of the cloud concurrently. Differently from other data, they have a fixed structure which
describes an event that happened on the system together with additional metadata such as the
time when the event happened or other correlated information. Moreover, they are usually
persistently stored for long periods of time.

Since deletion on logs is not usual, the log can reach a very large size which makes its
management difficult. In addition, it must be considered that reading one log entry alone has a
limited usage (e.g. this can be used to detect that an error occurred), while retrieving a set of
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log entries allows for statistical analysis, which brings to deeper investigations. Therefore, the
log service must be capable of recording many log entries and of providing a view on a subset
of the log entries that satisfies a particular query (for instance, depending on who created the
log entry or when the log entry was created).

In order to ensure security of the log entries, a log system must provide the integrity over
the stored log entries. In addition to the integrity of each log entry, it is desirable to provide
the forward integrity security property of the whole log. The forward integrity implies that, if
an attacker succeeds in compromising the log system, he can not modify log entries collected
before his attack without being noticed [BY97]. This important property guarantees that if the
actions of the attacker are logged, it will be possible during a later analysis to spot them and
investigate the episode. A possible way to provide forward integrity is to use an append-only
memory which prevents any modifications of data already inserted (in early works on this topic
which do not make extensive use of cryptography, it has been proposed to use printers, write-
once read-many disks or CD-ROMs for this purpose).

Logs often contain sensitive information about the usage of a certain system (the cloud in
our case), so it is important to mediate every access in order to prevent leakage of informa-
tion. Therefore, having a strong Access Control mechanism in place is of primary importance.
Since it is not possible to guarantee that the log system will never be compromised, this Access
Control must be embedded within the log entry itself, in a way that the relevant data is crypto-
graphically protected at the creation time and only the authorized people will have access to the
keys required for accessing the data (cf. [SK99]). Moreover, it is desirable to limit the access
to logs according to some usage policy. For instance, the user should be capable of retrieving
the logs that belong to his resources, while a forenser should be capable of reading all the log
entries created during a period of time around a suspicious event.

6.3 Architecture

We base the log service on the scheme proposed by Schneier-Kelsey because it provides most
of the security features required by logs and is still considered as the state of the art.

6.3.1 Applying SK scheme to the cloud environment.

The Schneier-Kelsey approach needs to be adapted to the cloud scenario because, in our case V
does not have any information about the cloud physical structure (e.g., the IP address of cloud
nodes); therefore the described interactions between ) and U to review and validate the log
entries cannot be realized.

For instance, we consider a cloud customer wishing to access the log entries related to her
own Virtual Machine. If the cloud logging process were based on SK, the customer () would
be unable to make access to the requested log entries because she does not have any information
about cloud physical structure and therefore she would be unable to interact with the cloud node
on where the Virtual Machine (/) is running. Such an issue can be mitigated by introducing
a centralization point of logging information. This way, to make access to the requested log
entries the customer has to interact only with the centralization point, which collects all log
entries received from the cloud nodes. This approach is the base of our logging model in which
we identify three actors.

The Log Service (L), is the recipient of remote and secure log entries. £ may be specialized
into Log Core which may be considered as the 7 entity defined in SK, Log Storage which acts
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Figure 6.4: High level architecture of the Log Service.

as collectors for all cloud log entries and Log Console which is the primary input port for the
User to use the Log Service. Here we mainly focus on enhancing the trustworthiness of the
logging process and will refer to the components of the Log Service generically as £, but more
information about L internal architecture can be found in Section 7.7 of D2.4.1

The Cloud Component (C) is an untrusted physical machine that logs its local activity, gen-
erates the corresponding log entries and periodically sends them to £. The Log Reviewer (R),
is an external entity which wants to review the log entries stored by £. With respect to SK, C
and R can be considered respectively as ¢/ and V. Fig. 6.4 shows the UML deployment diagram
describing the interactions between the previously defined actors. In detail, the diagram shows
how R may access the log entries generated by several Cs by using a public interface provided
by L.

6.3.2 Logging process phases.

The logging process is structured as the composition of four distinct and successive phases.
Such phases represent the life-cycle of log entries and are defined as follow:

1) Log entry creation: in this phase C computes and temporarily stores log entries which
are structured as defined in SK. The correctness of the log entries directly depends on the
trustworthiness of the system. We consider a log entry to be correct if it is computed by a
good system and its content has not been modified or corrupted after the computation time
(see Forward Integrity [BY97]). Moreover, we consider a system trustworthy if no corrupted
or malicious software is running and common security features like firewall or Access Control
system are present.

2) Transport to the log service: in this phase £ collects the computed log entries from C.
In Cloud Computing many entities access the same communication infrastructure. Since this is
subject to security risks (e.g. unauthorized access to sensitive data), it is necessary to guarantee
the integrity and the confidentiality of log entries during transfers.
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3) Log entries storage: in this phase £ aggregates all received log entries in large logs. Since
the logs are the only valid evidence of past events it is necessary to securely store them. This
entails ensuring the integrity and the confidentiality of the stored data over the time. Such a
feature is crucial for forensic activities.

4) Logs review: this phase occurs when R wants to access the log entries collected by L.
Since the information contained in log entries may be sensitive, the presence of Access Control
system is mandatory. To address this problem, in SK log entries are encrypted by using a key
which is derived locally on ¢/ by using the W; element (see Fig. 6.1) that serves as permission
mask for V. In our model, R has to authenticate on £ in order to make access to the log entries.
Credentials provided by R during the authentication process are used, similarly to I1/; element
in SK, to regulate the access to the log entries.

6.3.3 Relationship with Other Components of the Cloud.

Here we highlight the relationship of the Log Service with the other components of the cloud.
For this purpose, we recall the cloud ontology introduced in Section 6.2.2.

A first relationship between the log service and the other services at the infrastructure layer
appears, as all these services employ the log service to log their relevant events for later retrieval
and analysis. Similarly, the log service may rely on other services to accomplish its tasks, e.g.
for persistent storage or reliable communication. An example of a log service in this term can
be Amazon CloudWatch?.

The log service is built upon a kernel layer that provides strong mechanisms to enhance the
security of the log system and the trustworthiness of the log data. In particular, it is important
to ensure that the components can not lie in what they record in the log entries and that the log
system is protected against attacks that may happen in the rest of the system.

Moving to the upper layers, the log service may be used as a building block to exploit its se-
curity features and provide enhanced services. In Platform as a Service (PaaS) there are at least
two. First of all, the log API can be provided to developers to extend the logging possibilities to
the applications, similarly as in Google App Engine’. In this case the applications will benefit
from the security features of the log service for their own purposes. Then, the cloud could pro-
vide an analysis framework which can be built by mixing log service and other cloud services,
for instance a MapReduce service. In this second case, the users may take advantage of the
powerful cloud infrastructure to process large quantities of data (see, e.g., [BPET10]). Finally,
applications running within the Software as a Service (SaaS) layer, may exploit the log service
at runtime to log application-events or to notify users about noteworthy events. An example of
such a service is Loggly”.

6.4 Enhancing trust in the logging process with TC

In Cloud Computing computations on data are performed on behalf of the users on cloud nodes
which are not under user’s direct control. While in possession of user’s data, the cloud provider
could compromise its confidentiality or integrity (e.g. by revealing sensitive information to a
third party or by executing wrong computations on data).

’http://aws.amazon.com/cloudwatch
3http://code.google.com/appengine/articles/logging.html
*http://www.loggly.com
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Therefore, the user must trust the cloud provider in order to give her data. The trust may be
granted for different reasons, for instance the reputation of the cloud provider.

In this context, the availability of a reliable logging system may increase the trust in the
cloud since, if any accident happens, the log helps to investigate which problem arose and
where it originated from. However, the logging becomes of little importance when the user
wants to verify whether the cloud is not complying to certain policy, since the entity that may
break the policy is the same that logs the events (and therefore it may decide not to log the
suspicious ones).

A possible approach to mitigate this last issue is to employ techniques that allow to verify the
behavior of remote entities, such as TC. We have identified a number of possible applications
of TC technology to the logging process.

The main problem regards the log entry creation, since the log entries may be tampered with
in order to hide a misbehavior. This may happen when an attacker successfully obtains control
of a cloud node. In this case the attacker may hide the evidences of his actions. However,
as previously mentioned, also the cloud service provider may have interest to tamper with log
entries, for instance in the case of a violation of the policy agreed with the user.

The first case is already considered by logging schemes such as SK. This scheme ensures
that it is not possible for an attacker to delete or modify log entries created before his attack
without being noticed. Unfortunately, SK does not provide any guarantee about the log entries
that will be created after the attack.

Also in the second case, it is not possible to provide guarantees about the correctness of the
log entries since the entity that wants to tamper with the log entries is the administrator of the
platform and hence may decide to log fake events.

A possible solution is to use the quote function provided by TPM, which provides an evi-
dence that a remote platform is behaving as expected for a particular purpose. By embedding
such evidence within each log entry, it is possible to guarantee that the cloud node was not
attacked or modified at the moment of the creation of the log entry.

A modified version of the SK log entry creation scheme is provided in Fig. 6.5. A
TPM_Quote has been added to the classical SK scheme to convey the state of the platform
at the log entry creation time. Thanks to this quote, it is possible to decide if the platform that
created the log entry was good. In order to bind each quote to its specific log entry and to en-
sure freshness, a digest (e.g. SHAT) of the information composing the log entry can be used as
nonce of the TPM_Quote. As the state of the platform may change between two different log
entries, a new quote must be computed each time an event is logged.

Note that this is a preliminary design where the TPM is highly involved. In order to make
this proposition realistic, it is important to minimize its usage, since performing a Remote
Attestation for each transmission of log entries in very large and distributed environments such
as clouds may pose big performance issues. For this task, it is possible to employ one of the
existing techniques which increase the performance of Remote Attestation (see, e.g., Stumpf et
al. [SFKEO0S]).

6.5 Possible future research directions.

Beside the log entry creation, we can foresee TC applications also for the other logging phases.
Here we only sketch these applications, which will be developed in future works.
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Figure 6.5: Schneier and Kelsey’s log entry scheme extended with TPM_Quote.

Transport to the log service. While being transported from C to the remote L, the log entry
must be protected to ensure confidentiality and integrity. Moreover, both C and £ must be
authenticated. However, the authentication alone provides only little information about the
trustworthiness of the remote parties. For instance, C can determine that it is talking with the
authentic remote £, but it cannot decide if £ is trustworthy enough to send it the log entries
created, and viceversa.

TC may be used to convey some evidence about the configuration of the peers, together
with the authentication data. The coupling of a secure channel together with the attestation
data is called Trusted Channel [AGST08]. After the establishment of a Trusted Channel, each
party can determine if it is safe to communicate with the other one. This can be achieved by
comparing the integrity measurements received from the counterparts with a white (or black)
list of accepted (or refused) possible configurations.

Storage of logs. Usually logging schemes such as SK require a trusted entity (7) to keep logs
authentication master keys. Since these keys, if compromised, can be used to forge log entries
without being noticed, it is important to strongly protect them.

The TPM can be used to enhance the trustworthiness of the remote L. In particular the seal-
ing can be used to ensure that the log master integrity keys are strongly protected by hardware
means and that their usage is possible only if £ is in an acceptable state (for instance, only if no
modifications to the wanted configuration were done).

Moreover, similarly to C at the log entry creation time, also £ may embed a TPM_Quote.
The former evidence guarantees that the log entry was created by a “good” entity, whereas this
latter one ensures that the entity that stores the log entries was “good” when it stored the log
entry, and hence that also the log entries aggregation operation was correct.

Review of logs. When R wants to verify the logs of a computing system, normally she should
directly access such system. However, because a cloud is generally extremely distributed, di-
rectly accessing the resources may be difficult or even impossible. Moreover, Cloud Computing
is based on virtualization, which implies that a Virtual Machine under investigation may have
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migrated on many different physical nodes (e.g. for load balancing), making the physical access
even more challenging.

For these reasons, it is essential to provide R with as much information as possible that
may assess the trustworthiness of the logs. By inspecting the TPM_Quote embedded by C, R
may infer that the log entries were correctly created, while the TPM_Quote embedded by £
ensure that £ was “good” at the time when the log entries were aggregated to the log, and hence
correctly stored.

However, R cannot say anything about the state of £ at the time when the logs are reviewed.
Since L is the trustworthy element that guarantees about the integrity of the logs, it is mandatory
that it works properly, otherwise misbehavior cannot be detected. For instance in SK scheme,
the log reviewer asks to the trusted entity if the logs she is reviewing are intact and authentic.
The key point of this operation is the assurance that the trusted entity is actually trustworthy.
Performing a Remote Attestation of £ at the time of verification may provide the necessary
warranties about its trustworthiness.

R’s credential may give access to large portion of logs (and hence to many confidential
data). Therefore, it is important to protect them. TC may help in this context as well. Since
TPM is shipped with many commodity computers, R may employ its capacity of protecting
data with hardware means in order to keep her keys safe (e.g. see [KS09]).
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Chapter 7

Secure Cloud Maintenance - Protecting
workloads against insider attacks

Chapter Authors:
Soren Bleikertz, Zoltdn A. Nagy, Anil Kurmus, Matthias Schunter (IBM)

Malicious insiders are a substantial risk for today’s Cloud Computing infrastructures. A
single malicious cloud administrator can eavesdrop or damage business-critical or personally
identifiable information and computations of thousands of cloud customers. To protect cloud
users against such insiders, we propose a novel approach that enables a security team to protect
privacy and integrity of cloud users against attacks by system administrators during operation
and maintenance. We achieve this by minimizing the privileges of administrators during opera-
tion and maintenance while re-establishing the security of a compute node once administration
is completed. By default, administrators’ access to cloud servers is disabled since cloud oper-
ation is automated. For manual maintenance operations, we propose five fine-grained privilege
levels that balance the security objectives of cloud users with the operational requirements of
cloud administrators. We demonstrate how existing cloud architectures need to be extended to
incorporate our approach. We prototyped our management approach using the OpenStack cloud
platform. Policy enforcement has been prototyped by introducing SElinux policy enforcement
into the KVM compute nodes, in order to demonstrate the feasibility of our approach in practice.

7.1 Introduction

In recent years, Cloud Computing has gained remarkable popularity due to the economic and
technical benefits provided by this new way of delivering computing resources. Businesses can
offload their IT infrastructure into the cloud and benefit from rapid provisioning, scalability, and
cost advantages. Small companies including start-ups benefit from the low up-front investment
as well as the ability to only pay for capacity actually used. Large customers including the
US government benefit from increased agility and productivity while reducing costs [Kun10].
While Cloud Computing can be implemented on different abstraction levels, we focus on In-
frastructure Clouds such as Amazon EC2 [EC2] that provide virtual machines, storage, and
networks.

Although the benefits of Cloud Computing are evident and end-users demand cloud ser-
vices, security is a major inhibitor [MG09a] and various security risks have been identified
[Clo09a, ENIO9]. A malicious insider, such as a cloud administrator, can easily inspect the vir-
tual machines of cloud users and retrieve sensitive information [RC11]. Rocha et al. show that
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Figure 7.1: State Diagram for a Compute Node per Customer

root access to a Xen' virtualization technology, which is also used by Amazon EC2, or KVM
cloud infrastructure can be used to retrieve passwords, keys and to migrate virtual machines
while circumventing existing security controls. Insider attacks are constantly identified as a
high-impact risk where a few malicious insiders can affect the security of many users. Further-
more, this risk of insider attacks is amplified by the fact that administration is often outsourced
and thus trust in administrators is sometimes limited.

7.1.1 Protecting Cloud Users during Server Maintenance

Solutions to combat insider attacks cannot rely on cryptography alone [VDJ10]. While normal
operations are automated and are based on trusted system management processes [SGR09], an
open challenge is how to protect end-users during maintenance. In practice, maintenance re-
quires substantial privileges and is usually performed manually. In particular resolving complex
problems requires full access where administrators can see and modify all parts of a system. To-
day, no technology can protect against insider attacks during such maintenance activities.

Our focus is on today’s dark data centers that are remotely managed and where only a few
trusted administrators have physical access to the servers. We introduce three administrator
roles where we require separation of duties. The first role is the hardware maintenance team,
which is the only one allowed to access the datacenter and is responsible for adding and re-
moving hardware. The second role is the security team that defines the security policy for the
datacenter. This includes approval of the infrastructure cloud software executed on the systems.
The third role are remote maintainers. Their responsibility is to maintain the individual com-
pute nodes. A particular task is to perform problem determination and resolution by logging
into individual infrastructure elements. While the first two groups are rather small, the latter
maintenance team poses the biggest security risk since this task requires a large team that is
often outsourced.

We ensure that such remote administrators cannot affect the integrity and confidentiality
of customer workloads. Our approach is based on two key concepts. The first is a consistent
enforcement of the principle of least privileges [SS75]: We define several levels of increasing
privileges that administrators can select. This allows administrators to elevate their privileges
as needed. Depending on the actual privileges chosen, we then protect privacy and integrity of
the workload during the complete maintenance life-cycle. Furthermore, we reassess or restore
the integrity of the platform before returning the compute node back into normal operation.
Technically, this required us to resolve two key challenges.

'http://xen.org/
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The first challenge is to ensure that for low privilege roles the platform remains trusted under
maintenance. The second challenge is to ensure that once a platform can no longer be trusted
due to high privileged access that does not guarantee any trusted computing base, integrity can
be restored and potential modifications of the maintenance can either be approved as trusted by
a specific customer or else be removed.

Figure 7.1 illustrates the resulting life-cycle of our systems. By default, a compute node is
operating and no operator can perform maintenance. If maintenance is performed, the compute
node is moved into maintenance mode and its payload is protected. If the node is only observed,
then it can be rolled back into operation. If changes were made that may affect the integrity of
the system, the node enters an untrusted state. This node can re-enter production only after an
externally verifiable rollback or “approval and commit” of the performed modifications.

Note that unlike existing proposals, we are able to protect a core trusted computing base and
thus do not require special hardware such as Trusted Platform Modules (TPMs).

7.1.2 Outline

In this chapter we make the following major contributions. Section 7.2 defines the security
objectives, the threat model, and the maintainability requirements of cloud administrators.

Section 7.3 then proposes an extension for common infrastructure cloud architectures that
embeds our core concept of privilege minimization. Section 7.4 introduces five distinct privilege
levels that an administrator may have on a compute node, with no access being the default. We
furthermore show how an administrator can elevate his privileges through an agent, how that
agent can revoke the privileges, and how the impact of the maintenance task can be assessed
before returning to normal operational mode. Section 7.5 then argues that our concept fulfills
the security objectives stated in Section 7.2.

Finally, in Section 7.6 we describe and evaluate a prototype of our approach, we discuss
related work in Section 7.7, and conclude our article in Section 7.8. Overall, we managed to
build protection against insider attacks bottom-up: Once a cloud infrastructure can be protected
against insider attacks, this lays the groundwork for securing higher-level services that provide
actual applications to end-users.

7.2 Requirements and Threat Model

We now specify our functional and security requirements in detail. We do not cover the func-
tional requirements of the cloud platform and focus on the maintenance requirements of the
administrator and the security requirements of the cloud user.

7.2.1 Maintainability Requirements of Cloud Administrators

Protecting cloud users against malicious cloud administrators by entirely disallowing access to
the Cloud Computing infrastructure is only feasible during normal operations when no prob-
lems occur. A new cloud architecture that protects users against insider attacks has to balance
between the security objectives of the users, the functional requirements of the administrators,
and operational usability.

We used the following maintenance tasks to motivate and evaluate our design: Reading
log files, configuration files, and system parameters; Modifying configuration files; Patching
and Installation of system binaries; Full administrative access for complicated trouble-shooting
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(e.g., kernel related); Running existing or newly installed executables for testing purposes and
root-cause analysis. While some of these maintenance tasks do not pose a threat to the end user,
others such as full access have the potential to violate security and privacy of the cloud users.

7.2.2 Security Objectives of Cloud Users

Our main concern is the exposure of sensitive or personally identifiable information belonging
to the cloud user to an administrator. The security objectives apply only to compute nodes, and
we exclude the network from our protection approach.

Confidentiality requires that any remote administrator of the cloud provider must not be
able to read information stored or processed by the cloud user. This includes information stored
in memory and on the hard disk. A cloud user may grant an exception to an individual admin-
istrator if required due to maintenance reasons and prior informed consent is given by the user.
An example motivating such consent is a problem that disappears once a VM is stopped and that
cannot be reproduced with a test VM. Integrity requires that any remote administrator must not
modify any data or executables belonging to cloud users. This includes the guarantee that the
administrator cannot modify the run-time platform in a way that is not approved by the security
team. Availability: Any remote administrator must not be able to degrade the availability of a
compute node except during maintenance operations.

7.2.3 Threat & Trust Model

We consider curious, careless, and malicious inside attackers. We assume that an attacking
administrator wants to read and/or modify data belonging to a cloud customer, which is stored
or processed within the virtual machine and storage of that particular user. Due to their privi-
leged role within the cloud provider, administrators have access to the servers hosting the virtual
machines of the users. Typically this access is highly privileged (root access) and allows inspec-
tion and modifications of users’ virtual machines. Dark datacenters with remote administration
means that we assume that insiders cannot attack the physical hardware, e.g., through tamper-
ing.

Our aim is to protect against attacks by these remote administrators and we assume that
the following entities behave correctly. Infrastructure Management Software is responsible for
acting upon requests from the user and keeps state about the infrastructure. Cloud Provider’s
Security Team is responsible for approving server templates used for provisioning. In a high-
security setting, this assumption may be reduced by requiring template approval from actual
end-customers. Server Provisioning is based on templates approved by the security team. Other
means of provisioning a server are disabled.

7.3 Extending an Infrastructure Cloud Architecture

In this section we briefly present current and commonly used architectures for infrastructures
cloud using OpenStack as an example. We introduce our extensions to these architectures in
order to fulfill the goal of minimizing administrator privileges.
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Figure 7.2: OpenStack Architecture’

7.3.1 Current Architectures of Infrastructure Clouds

We identified four components that are commonly used in infrastructure cloud architectures.
We illustrate the overall architecture and explain the components in more detail for OpenStack.
However, other infrastructure cloud architectures, such as OpenNebula or VMware’s vSphere,
are following the same principles. An architecture overview is depicted in Figure 7.2.

Management Interface: The management interface is responsible for serving requests
from the infrastructure cloud users and forward these requests to the appropriate components
in the infrastructure. Typically, the management interface is provided in form of a web service
or a specific API server. In the case of OpenStack, the API endpoints fulfill the role of the
management interface.

Management Communication and State: The management of infrastructure clouds is
composed of multiple components interacting which each other. Furthermore, the state of the
infrastructure clouds is required for management decisions, e.g., for virtual machine place-
ment based on current load of compute nodes. In the case of OpenStack, the queue provides
a distributed message queuing platform and the Scheduler maintains a state of virtual machine
placement.

Compute Nodes: These nodes provide computational resources to the cloud users in form
of virtual machines. In case a user requests a new machine, the management infrastructure will
select a compute node, e.g., based on its current load, and provision a new virtual machine for
the user there. On each compute node, an interface is provided in order to manage the compu-
tational resources on this particular node. The compute workers fulfill this role in OpenStack.

Network & Storage Nodes Besides computational resources, infrastructure clouds also
provide network and storage resources to cloud users. Similar to compute nodes, there exist
nodes providing network functionality and nodes providing storage volumes, which are also
controlled via a management interface. In OpenStack, network controllers and volume workers
fulfill these roles respectively.

7.3.2 Architecture Extensions for Minimizing Administrator Privileges

We propose to extend current architectures of infrastructure clouds with the following compo-
nents, in order to achieve a minimization of administrator privileges. Figure 7.3 illustrates the
overall architecture.

2Figure from http://nova.openstack.org/service.architecture.html

TClouds D2.1.1 Page 74 of 177


http://nova.openstack.org/service.architecture.html

D2.1.1 — Technical Requirements and Architecture for Privacy- Tc!gugs

enhanced and Resilient Trusted Clouds

VM VM
High-security|  |Low-security
label label

Compute
Node

Maintenance
Agent

Software Provisioning &
repository Installation

Extended
Management [«
Node

Influences Trust.
VM placement Database

Figure 7.3: Extended Architecture Overview

Maintenance Agent: The maintenance agent (MA) is the major component in realizing an
infrastructure cloud with minimized administrator privileges. It is running on each compute
node and is responsible for managing administrator privileges on such a node. The mainte-
nance agent extends the functionality of current compute nodes and their management, and it is
essential for meeting the security objectives.

Maintenance Management: The management interface has to be extended for the adminis-
trators, in order to enable them to switch a compute node into maintenance mode. The extended
management interface cooperates with the maintenance agent and the database of trustworthi-
ness for switching a node into maintenance mode and record the trust level of that node.

Database of Trustworthiness of Compute Nodes: In the case of maintenance of a compute
node, the trustworthiness of this node might be reduced depending on the cloud users’ trust
towards the provider and the criticality of their workloads. In addition, the system needs to
track what nodes are in production and what nodes are in maintenance mode. Therefore, a
database is required that records the state and trustworthiness of each compute node and is
consulted during virtual machine placement, e.g., provisioning of a newly requested VM or due
to migration.

Virtual Machine Security Labels: We introduce different security labels for virtual ma-
chines, in order to differentiate between the criticality of the workloads. A simple classification
can be based on Low, Medium, and High. The criticality influences the placement of virtual
machines when consulting the database of trustworthiness. Furthermore, it will impact the cost
of switching from maintenance mode back to normal operational mode of a compute node. This
requires an extension to the management interface and the management state, in order to enable
the specification and recording of security labels.

Software & Template Repository: In order to start with an initial trusted state of the
compute nodes, we assume a secure provisioning of the nodes with a server template approved
by the security team of the cloud provider. In our architecture, we introduce a repository for
software and server templates that is managed by the security team. All compute nodes are
provisioned by these templates and software can only be installed from this repository. In most
Linux distributions signed software packages are the norm and we can leverage this existing
infrastructure.
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7.4 Minimizing Privileges of Administrators during Mainte-
nance

In Figure 7.1 we illustrate the overview of the maintenance life-cycle of a compute node. In
this section we discuss the different states in detail and describe how the state transitions are
performed. We propose a set of fine-grained privilege levels an administrator can request to
enable maintenance tasks, and discuss how these levels can potentially impact the security ob-
jectives of cloud users. We explain how privileges are elevated using our maintenance agent
and how eventually the impact of privileged maintenance tasks can be assessed before returning
to normal operational state.

7.4.1 Initial Trusted State

The initial state of compute nodes within the maintenance life-cycle of a node is their normal
operational state. In that state, the system is trusted by assumption, namely that the system was
securely provisioned using server templates approved by the trusted security team of the cloud
provider (cf. Section 7.2.3). Furthermore, administrators have no privileges on the compute
node and the maintenance agent is running on that node.

7.4.2 Privilege Levels

Based on the analysis of the desired tasks and the resources and permissions of the cloud plat-
form, we have identified five distinct privilege levels. The privilege levels monotonically in-
crease in capabilities, as well as their potential impact, and are modeled in consideration of the
maintainability requirements of administrators (cf. Section 7.2.1). An overview of the levels is
given in Table 7.1.

Level | Capabilities Restrictions Security Impact
Py none all none
Prcqq | read-only access No read to virtual machines re- | none
lated data
Pyrite, | white-listed write | Pycqq’s restrictions apply. Mod- | none
access ifications limited to software in-

stallations, white-listed files, and
certain system parameters
Pyrite, | black-listed write | no modifications to bootloader, | potential disclosure and
access kernel, policy enforcement, | modification of virtual
maintenance agent, file system | machine data

snapshots, package manager
transaction logs, and certain
system parameters

Py full access none any disclosure and mod-
ification of platform and
data

Table 7.1: Overview of Privilege Levels

No access (Fy): This level provides no privileges at all on compute nodes and it is the
default level for all administrators. For this level no impact on the cloud users’ security exists.
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Read-only access (P,..q): The next privilege level provides read-only access on the com-
pute node. The purpose is to gather system data, e.g., log files or system parameters, for initial
investigations and trouble-shooting. Read access to data related to cloud users’ virtual ma-
chines is prohibited, in order to maintain the security goal of confidentiality. Since this level
only provides read-only access, the integrity of the users’ data is not at risk.

White-listed write access (P, ): In this privilege level write access is allowed but lim-
ited with a white-list approach, i.e., we are limiting writing to a set of predefined files and
resources. P,...q’s restrictions also apply to this level. We are allowing software installation,
update and removal, exclusively through a trusted repository. The software modifications are
recorded in a package manager transaction log, that needs to be protected against modifica-
tion. Furthermore, we allow the modification of a specified set of system parameters. This
level allows an administrator to install new software or revert software to an older version,
fine-tuning system parameters, and changing configuration files. Since only software from the
trusted repository (which has been aproved by the security team) can be installed and modifi-
cations of files and resources are limited by a (conservative) white-list, the confidentiality and
integrity of cloud users data is not at risk.

Black-listed write access (P,it,): In the case that the white-listed write access is still
too restrictive for the trouble-shooting process, we can increase in privilege level to a write ac-
cess with a black-list approach. Write access to any file or resource is allowed except for the
following vital system and security components: bootloader, kernel, policy enforcement, main-
tenance agent, file system snapshots, package manager transaction logs, and certain dangerous
system parameters. Since a black-list write access is much less restrictive compared to the pre-
vious white-list approach, we expect potential impact on the security objectives of cloud users.
Therefore, the measures that will be explained in Section 7.4.4 have to be taken.

Full access (P.): At this level, the administrator has full access to the system and no
restrictions are applied. Since an administrator can modify and read anything on the system
(including the kernel) the security objectives can not be maintained at this level. Similar to
P,ite,, measures have to be taken for workload protection.

7.4.3 Policy Enforcement for Privilege Levels

The capabilities and restrictions of the privilege levels discussed in Section 7.4.2 are specified
in a security policy that is enforced on each compute node. The privilege levels are modeled as
roles and administrators are dynamically assigned to these roles. The policy enforcement sys-
tem is based on Mandatory Access Control (MAC) and Role-based Access Control (RBAC). An
example of such a policy enforcement system is Security Enhanced Linux (SELinux) [LSO1],
which we are using to illustrate our security policy.

SELinux associates a security context with each file, socket, device and process. A security
context is essentially a (user, role, type) triple that is either directly specified, e.g., by labeling
the files, or dynamically computed by SELinux. The dynamic computation is based on tran-
sition rules specified in a security policy. For example, the policy can specify that a process
created by executing a file of type httpd_exec_t will transition into the type httpd_t. In order to
cope with fine grained access control, the security policy also contains a white-list of opera-
tions, such as executing a file, binding a name to a socket, or sending a signal to a process. The
white-list allows these operations to be performed by a given source type (such as a process)
on a target type (such as a file, device, socket or process). Basically, SELinux policies uses
these two essential mechanisms — type transition rules and allow rules — to implement the least
privilege principle.
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No access (/)): The policy module implementing this privilege level has no allow rules at
all, which means it will not allow any forms of login, e.g., spawn a system shell.

Read-only access (F,..q): This is a restricted user shell based on SELinux’s user-
dom _restricted user_template macro, which creates a new role and type for restricted users.
Furthermore, access to system and process information along with the read privilege on all
file types except any type related to virtual machines (i.e., having the attribute virt_domain or
virt_image _type) have been granted.

White-listed write access (F,it,): White-listing files can simply be done by specifying
allow rules for the corresponding types. We explain below how we allow trusted software
updates and modifications to selected system parameters.

In most systems, package management is usually not done directly by calling the package
manager (rpm/dpkg), but by using a frontend (yum/apt-get). For this domain type, the policy
contains a rule allowing execution of this frontend and a type transition rule forcing this pro-
gram to run under its own domain after being started. The available repositories only contain
signed packages, and repository changes are not permitted. New repositories could be added
by modifying the frontend’s configuration, but the administrator has no write access to these
files. Furthermore, unsigned binaries could be installed using the actual package manager (rpm
or dpkg), but there exists no transition rules for these package managers — only for the frontend
— and the installation would not succeed.

System parameters are usually changed using the sysct1 tool, but neither SELinux nor
this tool does permit granting access to selected parameters in a fine-grained way. Some pa-
rameters can be used maliciously by administrators to compromise the integrity of the platform.
Therefore, we construct a privileged wrapper for sysctl, which allows access to selected system
parameters, that can be invoked by the administrator instead of the original sysctl tool. This is
realized by giving the wrapper access to the sysctl_t type and specifying a transition from the
user’s domain type to the wrapper’s domain type.

Black-listed write access (P,i,): The permisssions of this role are based on the uncon-
fined SELinux domain, whereby a process is permitted all operations without any restrictions.
Since SELinux’s policy description language does not provide deny rules, we essentially write
very broad allow rules on all type except a few protected types corresponding to the kernel,
boot process, maintenance agent and SELinux, for which we specify a protected_type attribute.
Since the types we are associating with the protected attribute could have allow rules defined for
other types, this user domain contains no transition rules. To illustrate this with an example, a
yum process ran by an administrator won’t transition into yum’s privileged domain type (which
would have access, for example, to the kernel files).

Full access (F,,): The user will be assigned to SELinux’s unconfined role. This allows
unrestricted access to the administrator, while still keeping the running services confined.

7.4.4 Privilege Elevation

By default administrators have no privileges (F;). Privileges can then be gradually elevated.
The maintenance agent allows at most one administrator at the time to perform maintenance
on a compute node, in order to prevent potential conflicts in the integrity recovery, as well as
auditing concerns. Figure 7.4 illustrates the overall elevation process for the different privilege
levels. In this section we will discuss the generic steps involved in the elevation of privileges.
Furthermore, we will explain the special transition between the P, and P, privilege
levels, which has to cope with potential impact on the cloud users’ security objectives.
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Figure 7.4: Overview of Privilege Elevation Process

Generic Elevation The Maintenance Agent provides an interface that allows an administrator
to elevate his privileges from the current level to the next one. The ordering of privilege levels
is shown in the chain-like illustration of Figure 7.4. Elevating privileges means that the admin-
istrative user is assigned to an SELinux user type, which is associated with the role type in the
policy enforcement system that possesses the required privileges. This assignment to roles is
generally sufficient for elevating to the next privilege level except for the transition from P,;.;ze,
to P, writee *

User Consent and Virtual Machine Migration (P,,;tc, — Pyrite,) In the case of the tran-
sition between P, and P,,.,, we have to introduce additional mechanisms during the el-
evation, in order to cope with the potential impact on the cloud users’ security objectives. We
introduce the principle of a user consent that allows cloud users, who have virtual machines
running on that particular compute node, to assess the impact of a privilege elevation and pro-
vide a consent that their virtual machines remain on the host. Imagine a scenario that a cloud
user experiences problems with the cloud infrastructure and the problem only arises in combi-
nation with his workload. The user can consider to give their consent that an administrator gains
Pyvite, privileges, while the virtual machines remain on the host, for trouble-shooting purposes.

We envision that the user consent can be obtained by the maintenance agent in the form of
sending an email to all the users served on the particular compute node. The email contains a
link to a webservice call at the cloud provider, which requires user authentication, that would
redirect the user consent to the maintenance agent. Incorporating a nonce, i.e., a random value,
in the link would guarantee the freshness of the user consent. In order to have a more efficient
consent process, the maintenance agent and the cloud user can consider the Virtual Machine
Security Label (ct. Section 7.3.2): for Low implicit consent is given, for Medium either the
security team or an automated decision at the cloud user side can be done, and for High a
human administrator has to make the decision.

In the case that a user does not provide their consent, e.g., due to explicit deny or due to time-
out, the corresponding virtual machines are securely migrated to a different compute node. The
migration has to contact the Database of Trustworthiness of Compute Nodes (cf. Section 7.3.2),
in order to decide on the selection of the target compute node. Furthermore, the maintenance
agent has to record the untrustworthiness of the current compute node for the particular user
in the database. Remaining traces of a virtual machine, i.e., swap storage and access to shared
storage, have to be removed. For performance reasons, compute nodes have swapping disabled,
therefore no traces are left in swap storage. Access to shared storage need to be revoked by the
maintenance agent.
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Limiting Privilege Exhaustion We are following the least privilege principle for the mainte-
nance tasks, i.e., an administrator should only obtain the privileges required for a specific task.
Therefore, administrators start in Fjy and have to gradually increase their privileges; instead of
elevating privileges immediately from F to P,,. Furthermore, a barrier for the elevation needs
to be introduced, in order to prevent gradual but immediate elevation to P,,. This barrier can
be implemented as a time delay, i.e., the administrator has to wait before the next elevation, ob-
taining approval from another administrator, or by audit logs (with each administrator logging
a reason for the requested privilege).

7.4.5 Privilege Revocation and Recovery

Revocation of privileges is the counterpart to the elevation described previously. However,
privilege revocation alone is not sufficient for guaranteed return to an initial trusted state once a
maintenance task is completed. Our system has to assess the modifications performed during the
maintenance task and act on these modifications based on the recovery strategy selected by the
administrator. The administrator can decide between rollback and commit. Rollback dismisses
all modifications to the system performed during the maintenance. These modifications can
affect the state of the machine (processes, system parameters) and data at rest (files on disk).
On a contrary, commit allows to keep the modifications, but they have to be approved by the
cloud users and/or the security team using a consent process.

Figure 7.5 illustrates the overall revocation and recovery process when revoking privileges
from P = {P,cad, Purite,, Puwritess P} back to Py. The rollback recovery eventually leads
back to a trusted state. Recovery using commit however might lead to an untrusted state when
the user consent is not obtained. For P, and P, we can only perform a partial commit
recovery (illustrated by the dashed edges), because modifications of the system state cannot
be detected under the influence of such a high privilege access. The revocation is performed
analogously to Generic Elevation in Section 7.4.4, i.e., the administrative user is assigned to
the role of privilege level F using the maintenance agent. In the following we describe the

recovery process.
rollback @ trusted

Yes untrusted

Pread’ Pu)riteo

\
\

N
Pu)rite.a Poo e . NO
commit consent?

Figure 7.5: Overview of Revocation and Recovery Process

Preparing Recovery during Privilege Elevation: Before elevating to privilege levels that
have write access, i.€., Pyyrite,» Puwrite,» and Py, the maintenance agent has to initiate the creation
of a snapshot of the system. This snapshot covers data at rest (file system snapshot) and the
system state (processes, system parameters). For P, and P, one can create a system
snapshot locally that will be protected by the policy enforcement. A snapshot of the file system
can be created using the logical volume manager (LVM) or snapshot functionality in modern
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filesystems, such as Btrfs®. We also have to take a snapshot of the run-time system parameters
(e.g., using sysctl). In the case of P,,, where the administrator has full access and the
snapshots cannot be protected locally anymore, we either perform the snapshotting remotely
or use the more expensive recovery strategy of re-provisioning. Remote snapshot requires that
compute nodes are using an external storage provider.

Recovery from Read-only Access (P,..q): Read-only access with program execution priv-
ilege only leads to modifications of the system state, i.e., running processes. This could impact
the availability of the compute node, e.g., due to a started process with high resource require-
ments, therefore the recovery mechanism is needed. The maintenance agent identifies programs
started by the administrator based on the process’ security context, where the user equals the
administrator. Rollback: Processes started by the administrator are killed. Commit: Processes
started by the administrator need to be verified. The following information is sent to the veri-
fiers: hash of the binary, binary for download, program arguments.

Recovery from White-listed Write Access (P, ): Using the snapshot of the file system,
we generate a diff between the current file system and the snapshot. Furthermore, we generate
a diff between the system parameters using the system snapshot. Rollback: Changed files are
replaced by their copies from the snapshot. Using the transaction log of the package manager,
we can rollback all modified packages. System parameters are restored with the values recorded
in the snapshot. Recovery from started programs is also applied (cf. P,..q recovery). If there
exists changes in configuration files, we use the packages meta-data, i.e., which files belong to a
package, to identify the corresponding service and restart it after reverting the configuration file.
Commit: Updates to files and system parameters as well as the transaction log of the package
manager are send to the verifier for review. The commit from P, ., recovery also applies.

Recovery from Black-listed Write Access (P, .,): Recovering from P, ., is similar to
the P,.it, recovery. However the system state cannot be assessed, because arbitrary changes to
binaries are possible, e.g., modifying processes in memory. Rollback: Same file system rollback
as shown for P,,;... A reboot is required to rollback the changes in the state. Commit: Same
file system commit as shown for P, ;... A commit for the system state is very challenging and
practically not feasible, because we would need to detect in-memory modifications of processes.
Therefore a reboot is required.

Recovery from Full Access (F,.): The recovery from P, is the most expensive operation,
because of the large possible impact of this high privileged access. Two possible strategies are
available: recovery using remote file system snapshots or re-provisioning. Rollback: A reboot
is required to rollback the system state. For file system rollback, we either revert from a remote
snapshot or re-provision the node. Commit: In the case of remote snapshots, a file system diff
can be computed on the storage node and send to the cloud users. Otherwise, commit is not
available for the file system. It is also not available for the system state (cf. Py e, ).

Returning to a Trusted State: The objective of the revocation and recovery process is to
return from the maintenance mode back to an operational and trusted state. Figure 7.5 illustrates
that the rollback recovery strategy leads to a trusted state after the privileges are revoked back
to Fy. Alternatively, the commit recovery involves a user consent approach similar to the one
introduced in the elevation (cf. Section 7.4.4). Each user that is or was hosted on that particular
compute node has to approve the modifications performed during the maintenance task. De-
pending on the outcome of the consent process, each user decides if the system is in a trusted or
untrusted state from their perspective. In the case that there still exist virtual machines, which
belong to a user who did not give consent, these VMs have to be migrated away. Overall, this

Shttps://btrfs.wiki.kernel.org/index.php/Main_Page
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might lead to a scenario where a compute node is both in a trusted and untrusted state for multi-
ple users. This trust fragmentation of the system degrades its efficiency. Therefore the security
team should employ a “garbage collection” process, where administrators are asked to either
integrate their changes into an official server template or the affected nodes are re-provisioned.

In the case that a trusted state is reached, the trustworthiness of the compute node is updated
for the users that provided consent in the trustworthiness database. When the system recovers
from P, i, or P, the virtual machines that were migrated away during elevation are migrated
back. In the case of an untrusted state, this compute node remains unusable for the affected
users.

7.5 Security Discussion

We now discuss the actual security achieved by our system. We aim at satisfying the security
objectives described in Section 7.2.2 based on the mechanisms described in Section 7.4. Our
focus is to prevent mis-use of obtained privileges. We do not consider attacks through physical
attacks, platform vulnerabilities, and covert channels since both are orthogonal to our approach.

We discuss how each privilege level may impact the security goals of integrity, availability
and confidentiality, and how we ensure that the impact is mitigated by our system. Fj is the
trivial case with no privileges, therefore no impact on the security goals exists.

7.5.1 Integrity

The first objective is integrity. This includes integrity of all resources (memory, disk, networks)
as well as integrity of the computing platform. However, in our approach we exclude integrity
of network resources and the cloud user should employ other protection means, such as Virtual
Private Networks.

Read-only access (F,..q) prohibits write modifications and the integrity of the platform
and resources is ensured. Furthermore, we prevent read access to users related data that might
contain other forms of access credentials with write privileges. However, the administrator is
allowed to execute programs that have to be terminated once the maintenance is completed.

White-listed write access (P,,) is tightly controlled and limited to modifications of
white-listed files and system parameters, and software installations. The integrity can be re-
stored in the rollback process by replacing modified files with copies from a snapshot, restore
system parameters to previous values, and rollback all software installations using a package
manager transaction log. The integrity of the snapshot and the transaction log is ensured by
the policy enforcement system. Modifying system parameters could amplify the risk of soft-
ware vulnerabilities due to the disablement of protection mechanisms. However, we are not
concerned about software vulnerabilities in our approach.

Black-listed write access (P, i.,) allows any modifications except of vital system and se-
curity components, namely, bootloader, kernel, policy enforcement, maintenance agent, snap-
shots, package transaction logs, and dangerous system parameters. The integrity of user related
data cannot be ensured at this privilege level anymore, therefore the workload is either migrated
away or the user accepts the risk by giving consent. Migration has ensured that all traces of the
workloads are removed, i.e., swap files are disabled which could contain old memory pages and
access to shared storage is centrally disabled. Overall it is crucial that the administrator cannot
modify the policy enforcement, which we ensure by prohibited access to any SELinux related
data. Integrity of the platform’s file system can be restored by the rollback process (cf. P, i, ),
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but it requires a correct and thereby protected maintenance agent as well as protected snapshots
and transaction logs. The state of the system can be arbitrarily modified, e.g., by modifying
programs directly in memory, therefore a reboot ensures a rollback of the system state. Since
the bootloader and kernel are protected, a reboot will lead to a trusted state again.

Full access (P,,) allows any modifications to the platform. User data was either migrated
away or the user accepted the risk before entering P, ;.,. Platform integrity can only be re-
stored by reboot and provisioning or reverting of remote snapshots. We are aware of potential
attacks that could circumvent the reprovisioning process, i.e., stealth and persistent malware
such as an attack demonstrated by Wojtczuk and Rutkowska [WR09]. However, these are out
of scope for our approach and fall in the category of platform vulnerabilities.

7.5.2 Confidentiality

Confidentiality requires that an administrator cannot see payload data of the users of the vir-
tual infrastructure. This includes memory, disk and snapshots of past disk contents, processor
state, log-files, and network traffic. A pre-condition of confidentiality is the integrity of the
platform; if an administrator can modify the platform, then it may remove policy enforcement
mechanisms.

Read-only access (FP,..q) is restricted by prohibiting access to cloud users related data,
which have their own specific label in SELinux. This includes the processor state and memory,
as it is represented as a process with the SELinux label, as well as disks that are stored as
labeled files. Similar to the integrity discussion of P,..q, the risk of successful exploitation of
software vulnerabilities could be increased by being able to read certain system parameters,
e.g., reading memory maps of processes could defeat random address space layouts (ASLRY).
In our approach, we do not consider the confidentiality of network traffic. Furthermore, log files
do not contain sensitive information of the cloud users.

White-listed write access (P, ) has the same impact on confidentiality as P4, which
is covered by our approach.

Black-listed write access (P, ) has potential impact on the confidentiality of cloud users
data due to the possibility of platform changes. Therefore, the same measures apply as used for
the integrity protection, namely, virtual machine migration or user consent.

Full access (P,,) allows any disclosure of information, but user related data was either
migrated away or consent was given.

7.5.3 Availability

The availability of a compute node can only be negatively influenced by an administrator when
modifying the system state or the file system. For example, a process can be started that con-
sumes all the resources on the node or modifications causes problems on the platform. There-
fore, availability is tightly connected to platform integrity, and the integrity rollback will also
ensure that availability returns to the prior level once maintenance is completed.

*http://pax.grsecurity.net/docs/aslr.txt
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7.6 Implementation & Evaluation

Our implementation is based on the open-source cloud platform OpenStack®. In our test en-
vironment we have two compute nodes and one storage node; all running CentOS 6 as virtual
machines on a VMware ESXi. The shared storage node served as an NFS server for instance
storage on the compute nodes, which is a prerequisite for live migration support®.

Implementation of the Maintenance Agent: The maintenance agent is written in 200 lines
of Python and has a RESTful API for providing the maintenance functionality. For the interac-
tion with SELinux, e.g., for role assignment of users, we are leveraging the SELinux’s Python
interface. We are highlighting the implementation details for performing a commit operation
with user consent. In order to assess the modifications, the agent performs the following oper-
ations: compute a diff between the sysctl settings before and after the maintenance; generate
a list of filesystem changes by running rsync against the snapshot: for binaries we provide
a hash, for non-binaries a text diff; determine programs started by the administrator by iterat-
ing /proc and looking for pids with the inherited administrator’s user label; generate a list of
package changes using yum’s internal transaction log. The assessed modifications are collected
in an email that is sent to the compute node users with a link to the agent’s web interface for
approval or rejection.

Performance Evaluation: We are now evaluating the performance for executing the tran-
sition from the privilege level P, t0 Py e, In particular, we are considering that upon
elevation all virtual machines are migrated away and upon revocation all filesystem changes are
discarded. We are measuring the time for performing the live migration, rollback of filesys-
tem changes, and assigning an administrator to a new privilege level. Live migration of virtual
machines with each 512 MB of RAM using a 1.2 GBit/s network took about: 6.7s (1 VM),
12.4s (2 VMs), 22.8s (4 VMs). We observe a linear relationship between number of VMs and
migration time. Snapshotting and rollback: Creating a snapshot of a 14 GB volume using btrfs
requires 0.3 seconds, and deletion 0.1 seconds. It takes 1.1 minutes to run rsync with check-
summing enabled to compare the running system against the snapshot. Instead of using rsync,
modern filesystems provide an efficient diff command. However in the case of Btrfs, the find-
new command is incomplete and does not show deleted files. Assignment to Privilege Levels:
We measured assigning a user to F and on average it took 4.5 seconds.

7.7 Related Work

This report focuses on the security of infrastructure clouds. We build on related work from
several areas: Virtual systems security aims at reducing the security risks introduced by virtual
machines, network, and storage. Trusted computing enables stakeholders to verify the integrity
of given IT systems. We focus on linux-based virtual machine monitors. As a consequence, a
final area of related work are Linux security policies and their enforcement.

Infrastructure Cloud Security: The first area of related work is security of virtual machine
monitors. Virtual systems introduce several new security challenges [GRO5b]. This knowl-
edge is needed to underpin the user’s individual decisions whether to trust a given component.
Analysis of well-known attacks such as jailbreaks [Woj08] allows one to detect vulnerable con-
figurations. This includes information leakage vulnerabilities of today’s infrastructure clouds

5http://www.openstack.org
Shttp://wiki.openstack.org/LiveMigrationUsage
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that allow covert or overt communication between multiple tenants that should be isolated. Ex-
amples include co-hosting validation [RTSS09] and cache-based side channels [Aci07, Per05].
While these vulnerabilities are important in practice, they are orthogonal to our approach. Our
goal is to prevent insiders from obtaining additional means of attack. We accept the fact that
insiders can act as end-users and exploit potential vulnerabilities to attack a given system.

SELinux in Infrastructure Clouds: SELinux is used in many projects to provide fine
grained access control: it is for example included by default in the widely used Red Hat Enter-
prise Linux distribution, mostly providing an additional sandboxing layer for various services
that can be run on a Linux server. As such, it is not surprising that it SELinux and other MAC
technologies are used in infrastructure clouds [BS10, KGP*11], mostly to enforce isolation of
resources that are shared among cloud users (multi-tenancy). In contrast, we use SELinux for
restricting administrative privileges.

Trusted Computing and Virtual Infrastructures: In our context, trusted computing
shall be used to validate the virtualisation platform. This means that we do not need virtu-
alised TPMs [BCG"06] but rather validation of the core virtualisation platform. For Linux-
based virtualization platforms such as KVM and Xen, important pieces of related work
are [MSMWO03, MSWMO03, MSW04b] where a software architecture based on Linux is pro-
posed that provides attestation of all executables and configuration files. Another approach
to use trusted computing for verifying virtual infrastructures has been proposed in [GPC 03]
where tamper-proof hardware is virtualised to allow for multiple concurrent yet isolated pro-
tected VMs. In [SGRO9] the authors have sketched how to use trusted computing for validating
a cloud infrastructure. While each of these approaches provides certain assurance to the end
users, none provides a concept for securing the maintenance of such clouds. As a consequence,
they are useful during normal operations but only manage to declare a system untrusted once it
is maintained.

7.8 Conclusions and Future Work

In this chapter we have resolved the threat of insider attacks by remote administrators in dark
datacenters. In practice, this is the most important type of insider attacks. Unlike other ap-
proaches, ours is applicable to commodity cloud infrastructures such as OpenStack or Open-
Nebula. In contrast to existing security concepts for clouds, our approach includes maintenance,
does not require special hardware, and does not have significant impact on the efficiency of the
infrastructure cloud.

While we addressed the challenge for compute nodes, some open questions remain. The
first is to develop a similar concept for storage nodes and their administrators. Our concept uses
storage nodes as a building block without elaborating how to securely maintain them. In partic-
ular, protecting also storage nodes against inside attackers would be desirable. A second area of
further investigation is to further validate our concept. This includes evaluation in large-scale
practical field studies as well as a formal evaluation of the SElinux policies similar to [JSZ03].
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Chapter 8

Self Managed Services

Chapter Authors:
Imad Abbadi (OXFD)

8.1 Introduction

NIST define Cloud as ‘a model for enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or ser-
vice provider interaction’[MG09b]. In this chapter we focus on one aspect of NIST defini-
tion which is about providing automated resource management (described by NIST as minimal
management effort or service provider interaction). We call it self-managed services, which
are software services providing Cloud computing environment with automated capabilities, e.g.
availability, reliability, and resilience. Such automation of management are based on many
static and dynamic factors including Cloud user properties and Cloud infrastructure properties,
which we discuss in the chapter. The main objective of this chapter is to explore such automated
services and their interdependency.

Moving current Cloud infrastructure to the potential trustworthy Internet scale Cloud critical
infrastructure requires a set of trustworthy middleware. Middleware glues member resources in
Cloud layers together by providing a set of automated self-managed services that consider users’
security and privacy requirements by design. These services should be transparent to Cloud
users and should require minimal human intervention. The implementation of self-managed
services’ functions in middleware would mainly depend on the middleware location within
Cloud’s layers.

For clarity we mainly focus in this chapter on automated self-managed services’ functions
and their interdependency at Virtual Layer. We have previously discussed self-managed ser-
vices at application layer ([Abb]). Self-managed services are not about autonomic computing
[IBMOI]. Autonomic computing is concerned about providing self-management for Physical
Layer (e.g. physical servers and storage) and it does not change dynamically based on changes
in the requirements of end-users.

Some work on service automation in general has already been done, as in the case of auto-
mated resource management [Oral 1b], real application server [Oral la], clustering technology
[Oral0], and virtual resources management [Mic10, VMw10]. However, such work is still pre-
liminary and is not enough considering Cloud complexity and potential future. Current work
on service automation solves simple problems, e.g. restarting a process on failure, relocating
applications on node failure, and preliminary resource management on recovery. Such work
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Figure 8.1: Factors Affecting Self-Managed Services Behavior

does not go far beyond that, as it focuses on specific area, does not look at the overall picture,
and does not focus on finding the root cause of problems. The main reason behind not focusing
on fully automated self-managed service is the complexity of technology, which is even much
more complicated in Clouds’ environment because of Clouds’ heterogeneous nature.

In this chapter we extend our previous work ([Abblla, Abbllb, Abbllc]). In ([Abblla])
we propose a novel Cloud taxonomy focusing on Cloud infrastructure management that helps
us to derive Cloud properties and identify the required self-managed services. In ([Abbllc])
we motivated the need for self-managed services, and for space limitations, we identify it as
future research. This chapter builds on our extended abstract defining self-managed services
([Abbl11b]). Specifically, we extend the definition of services’ functions and their interde-
pendencies in next section. We then discuss the challenges and requirements for managing
self-managed services.

8.2 Self-Managed Services at Virtual Layer

In this section we outline the factors that affect managed services decisions, provide a con-
ceptual model for functions required to support self-managed services, and discuss services’
interdependency.

8.2.1 Factors Affecting Management Services

In this sub-section we briefly summarize part of our previous work on Virtual Control Center
(VCC) [Abbl1a, Abbl1b]. VCC is a Cloud specific device that manages virtual resources and
their interaction with physical resources using a set of software agents. Currently there are
many tools for managing virtual resources, e.g. vCenter [VMw10] and OpenStack [Opel0b].
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However, such tools have many security vulnerabilities ([Abbl1c]) and only provide limited
automated management services, which we discuss next in this section. We now summarize the
factors, which would affect decisions made by self-managed services.

User Properties (Dynamic Properties) — A Cloud user interacts with the Cloud provider
via Cloud webpage and supplied APIs. This enables users to define user properties. User
properties for potential Cloud should cover technical properties (e.g. VMs, storage), QoS/SLA
requirements (e.g. system availability, reliability measures, and lower/upper resource limits),
and security and privacy requirements (e.g. location of data distribution and processing). These
requirements might be more or less complicated based on the user type.

Infrastructure Properties (Static Properties) — Clouds’ physical infrastructure is very
well organized and managed by multiple parties, e.g. enterprise architects. Those people define
the physical infrastructure properties, which should cover: components’ reliability and connec-
tivity, components distribution across Cloud infrastructure (e.g. how far components are from
each other), redundancy types, servers clustering and grouping, network speed, etc.

Infrastructure Policy — Policies are defined by authorized employees to control the be-
haviours of self-managed services.

Changes and Incidents — These represent changes in: user properties, infrastructure prop-
erties, infrastructure policy, and other changes (e.g. increase/decrease system load, component
failure, and network failure).

Management services should manage Cloud Virtual Layer by automatically finding the best
match of user properties with infrastructure properties that considers infrastructure policy.

8.2.2 Functions of Self-Managed Services

In this sub-section we discuss the generic functions of self-managed services.

Adaptability — Figure 8.2 provides a conceptual model of Adaptability function. In the
context of this chapter this function is concerned about adapting virtual resources which are
hosted at the virtual layer to Changes and Incidents. The Changes include: changes in user
properties, and changes in infrastructure properties (i.e. changes at physical layer’s resources
which host the user virtual resources). Example of Incidents include: physical or virtual re-
source failure, and increase in service demand. Such Changes and Incidents must Maintain
the overall service security and privacy properties as agreed with customers. For example, 1)
adding/removing a VM to a virtual domain should not compromise the virtual domain security
or integrity; and ii) removing a physical storage from physical domain should not reveal content
confidentiality, e.g. storing an unprotected VM image at physical storage.

The adaptability function should automatically decide on an Action and Cascaded Action
plans, which are either performed by the function itself or delegated to other processes. For
example, when a group of VMs within a virtual domain needs more resources, the adaptability
function first checks if the group is authorized to scale its resources up by adding another VM
or increase resources allocated to an existing VM. If the group is authorized, the adaptability
function identifies other resources that might be affected by such scaling (i.e. VMs member of
the same domain, and virtual domains member of the same virtual collaborating domain). It
then coordinates with the identified resources and decides if they should scale up and by how
much they would need to scale up. Once everything is coordinated and planned, the adaptability
function Triggers the scalability function to increase resources, as explained latter.

The adaptability function consults with the system architect function before taking an action.
This is to ensure that the action plan does not have an impact on system properties.
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Figure 8.2: Adaptability Function

System Architect — Figure 8.3 provides a conceptual model of the System Architect func-
tion. This function resembles enterprise architect professionals. It is an automated function
that receives Triggers from either the adaptability function (e.g. on incident) or from a Cloud
user through a supplied APIs (e.g. a new hosting request). The System Architect in both cases
should provide an architecture to the virtual layer. Such an architecture should be based on Input
from both user properties and infrastructure properties. The system architect function provides
a Resilient Design that is Deployed By the resilient function. The Resilient Design includes
automatically selecting individual resources from the physical layer. Such selection should be
based on the following: i) resources reliability, ii) type of redundancy/replication (e.g. RAID
140, RAID 5, dual channel), and iii) resources distribution, grouping and management across
Cloud infrastructure. This process, i.e. the resilient system architect, generates well crafted
process management scripts and documents.

The System Architect should consider user security and privacy requirements by design. For
example, if the physical domain could not serve a virtual domain for any reason (e.g. network
failure), in this case the System Architect function must ensure that the updated architecture
does not compromise user properties. The System Architect should also lessen the effects of
DoS attack by providing resilient and scalable design.

Resilience — Figure 8.3 provides a conceptual model of Resilience function. This function
resembles system administrators, who Deploys the Resilient Design at the virtual layer. The
Resilient Design is provided by the System Architect process in two cases: the first is when
producing an architecture for a new service request, and the second when updating an already
exiting architecture. The Resilience function communicates with other resources (e.g. physical
servers’ VMM) and/or other management tools (e.g. VCC) to Deploy the Resilient Design. The
resilience function is also in charge of communicating failures of a resource to other services.
This is performed by Triggering Cascaded Actions; e.g. on failure it might trigger the Avail-
ability function to divert traffic to other available routes. The Resilience function should also
Maintain security and privacy by design, e.g. Resilience function should consider the hosting of
virtual resources at physical domains which are not geographically located within boundaries
restricted by the user properties.
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Figure 8.4: Scalability Function

Scalability — Figure 8.4 provides a conceptual model of the Scalability function. This
function supports Cloud elasticity feature by scaling resources up and down when needed. The
Scalability function is mainly Triggered by the Adaptability function when detecting a need for
either adding resources or removing resources. Scalability function then Performs Actions. Ac-
tions include Horizontal Scalability by replicating VM resources and/or Vertical Scalability by
increasing a VM resources. Before proceeding Actions should always validate user properties
before scaling resources. The Scalability must Notify the Availability and Reliability functions
when scaling up/down. Scalability should always Maintain security and privacy by design.
For example, 1) scalability must protects VM integrity and confidentiality when replicating a
VM; ii) scalability should permanently remove data from released resources (e.g. remove data
from storage ) on downscaling; and iii) when performing horizontal scaling up the new virtual
resources should be allocated based on user properties.

Availability — The Availability function is in charge of i) maintaining communication chan-
nels of available virtual services with resources at application layer and ii) distributing applica-
tion layer requests evenly across available redundant virtual resources. Availability is supported
by a correctly Deployed Resilient Design. The higher resilient a system the higher availabili-
ty/reliability would be expected. Figure 8.5 provides a conceptual model for application Avail-
ability service. This Figure provides examples of Incidents from Resilience and Changes from
Scalability service, which Triggers the Availability service. The Availability service in turn Per-
forms Actions based on the Incidents and Changes. The Actions also Trigger Cascaded Actions
to other services at both Application Layer and Virtual Layer. For example, if a channel is
marked unusable by the Resilience function, the availability process immediately stops divert-
ing traffic to that channel, and re-diverts the channel traffic to other active channels until the
Adaptability function fixes the problem. Availability function should also consider security and
privacy requirement by design. For example, it should maintain secure communication chan-
nels when distributing load, verifies the identity of communicating parties, and communicates
securely with other services.

Reliability — This function is in charge of maintaining service reliability at virtual layer,
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which is of higher priority than service availability. Most importantly it ensures that the virtual
service integrity is maintained (i.e. no data loss and correct service execution, as is conceptually
illustrated in Figure 8.7). If service integrity is affected by anyway and cannot be immediately
recovered, service reliability then notifies the availability service to immediately bring the ser-
vice down. This is to ensure that data integrity is always protected. Simultaneously, Adaptability
and Resilience functions should automatically attempt to recover the system, and notifies sys-
tem administrators in case of a decision cannot be automatically made (e.g. data corruption that
requires manual intervention by an expert administrator).

Figure 8.6 provides a conceptual model of Reliability service. This Figure provides exam-
ples of Incidents and Changes, which Triggers the Reliability service. The Reliability service
in turn Performs Actions and Cascaded Actions based on the Incidents and Changes. It should
also Maintain security and privacy by design.
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Figure 8.7: Self-Managed Services Interdependency

8.2.3 Services Interdependency

Figure 8.7 provides a summary for the interaction amongst Virtual Layer self-managed services,
as we discuss throughout this section. This Figure provides a high level overview and it is
meant not to cover deep details for clarity. In this Figure Adaptability function acts as the heart
of self-managed services. For example, it intercepts Incidents and Changes, manages these by
generating action plans. The Adaptability communicates with System Architect, Scalability and
Reliability function to delegate part of the generated action plans.

The System Architect function provides resilient architecture by deciding on components
reliability and redundancy. It then generates a Resilient Design. 1t Triggers the Resilient func-
tion to Deploy the Resilient Design. Excellent Resilient Design results in higher availability and
reliability properties. This is indicated in Figure 8.7 using Supports relation between Resilience
and Availability, and Resilience and Reliability. Adaptability Triggers Scalability to either do
Vertical Scaling and/or Horizontal Scaling. Once scaling is done Scalability Notifies Availabil-
ity and Reliability about the scaling. The Reliability function is linked with Integrity process
using the “Must Provide” relation. The outcome of the Integrity process is fed to the Reliability
function. If application integrity is affected the Reliability function sends an Integrity Failure to
both the Availability and the Adaptability functions to take proper action.

8.3 Main Challenges and Requirements

In this section we discuss the challenges involved in providing trustworthy self-managed ser-
vices by design. It is outside the scope of this chapter to discuss the challenges of implementing
self-managed services (e.g. data replication). Specifically, we focus on discussing the chal-
lenges of providing security and privacy requirements for Cloud infrastructural services. We
categorize such challenges into two parts: (a.) providing trustworthy management of services,
and (b.) providing trustworthiness in the services. In our previous work ([Abbl1c]) we have
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identified part of the security challenges, but we did not discuss them in detail for space limita-
tions and we left it as a planned future work.

For the first category (i.e. managing self-managed services), VCC, which is in charge of
managing self-managed services, should be trusted to enforce infrastructure policy, and host
user virtual resources at physical resources by considering both user properties and infrastruc-
ture properties. Chapter 5 discusses the challenges of managing self-managed services using

VCC.

The second challenge which is about providing trustworthiness in self-managed services
requires the following.

1.

As we explained earlier Cloud’s infrastructure is conceptually composed of several inter-
secting layers. Self-managed services should take into consideration the heterogeneous
and complex layering, and the horizontal and vertical communication channels amongst
these layers. Specifically, providing automated self-managed services for a resource re-
quires: (a.) understanding the relative position of the resource, i.e. identifying the re-
source’s horizontal layer, vertical layer, domain, and collaborating domain; (b.) what are
the infrastructure properties associated with the physcial environment hosting a virtual
resource (i.e. the properties associated with physical domain and collaborating domain
which host virtual domain), (c.) what are the user properties associated with resource vir-
tual domain and collaborating domain, (d.) how the management of the resource would
affect other resources of the same domain, and (e.) how the management of the resource
would affect other resources of the same collaborating domain.

Policy distribution, coordination, and management across Cloud entities is a big challenge
considering Clouds’ complex infrastructure.

. Cloud infrastructure is not hosted at a single data centre that is located at a specific lo-

cation; it is rather the opposite, as most likely it is distributed across distant data centres.
This factor has a major impact on decisions being made by self-managed services for sev-
eral reasons; for example, 1) the distance and the communication medium between distant
data centres will have an impact on data transfer speed, and ii) Cloud users might have
security and privacy concerns on location of their data. Automated services must consider
this important factor and other related factors (e.g. data volume, data access mode, etc)
when providing a service.

Cloud-of-Cloud is a term that is used to refer to the collaboration of multiple Cloud
providers to support dependable Cloud infrastructures; i.e. Cloud providers collaborate
to help each other in enhancing self-managed services as in the case of higher resilience,
reliability, scalability, and dependability. For example, if a Cloud provider has an urgency
other Cloud providers can temporarily provide their unoccupied resources to support cus-
tomers eliminating service failures. Self-managed services must consider the existence of
Cloud-of-Clouds, and it must also be designed to enforce Cloud provider related policies
when considering a decision to use other Cloud resources, as this would have a major
impact on security, practicality and legislation related issues. Specifically, hosting user
resources at another Cloud provider should be done only after ensuring user defined prop-
erties are enforced.

Key management is a fundamental requirement when discussing Cloud’s security. This is
especially the case of Cloud internal employees as they are considered insiders for Cloud
users. Thus, content protection keys should not be accessible to Cloud employees.
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We now summarize a set of high level requirements to mitigate the challenges identified
above.

Trustworthy management of self-managed services requires the following: (1.) VCC and
VMM should attest to each other execution environment, so that communicating entities can
get the assurance of the security and reliability of VMMs and VCC; (2.) VCC and VMM need
to have management agents that are trusted to behave as expected. These agents are in charge
of implementing the self-managed services’ functions and enforcing them at each component.
Agents’ trustworthiness must be assured to communicating parties; (3.) VCC and VMM should
provide protected storage functions; (4.) VCC and VMM should be able to exchange each
other identification certificates in a secure and authentic way; (5.) VCC needs to be resilient
and scalable to provide distributed and coordinated services; and (6.) VCC should provide
hardware trustworthiness mechanisms to prevent infrastructure single point of failure.

Providing Self-Managed Services require the following: (1.) A mechanism to attest to VMM
trustworthiness to ensure that it would enforce user properties; (2.) A mechanism to communi-
cate user properties across Cloud related components, and ensuring the properties are not tam-
pered with whilst being transferred/executed/stored; (3.) Providing secure information sharing
across Cloud components in the same layer and across multiple layers; (4.) Mitigating insider
threats as discussed next; (5.) Standardization — Most technologies, which are used in Cloud,
are not new; however, the Cloud heterogeneous nature requires reconsidering many issues, as
in the case of standardization. For example, different software and hardware providers need
to provide standard interfaces enabling cross communication between Cloud components; and
(6.) Interoperability — This requirement is not only to avoid vendor lock-in, but also to enable
collaborative efforts. For example, hypervisor and VMM interoperability enables VMs from
different suppliers to work on hypervisors from different manufacturers. This in turn helps in
supporting self-managed services.

The Cloud infrastructure must be capable of protecting the integrity, confidentiality and
availability of Cloud critical data from Cloud insiders. This covers all types of data and commu-
nication messages whether directly related to Cloud users or used to manage internal resources,
e.g. data stored inside VCC, VMM, and exchanged across Cloud entities. In our previous work
([Abbl1c]) we identified the set of requirements for mitigating insider threats.

8.4 Conclusion

The complexity of Cloud infrastructure means a large number of subsystems have to work
perfectly together to keep the operation running. In addition multiple and different groups need
to cooperate, exchange critical messages and coordinate amongst themselves when taking a self-
managed decision. Current Cloud computing does not provide the full potential of automated
self-managed services, and relies on Cloud’s employees to support the infrastructure. In this
chapter we present a conceptual model of self-managed services and identify the factors, which
affect services’ decisions. This model helps in understanding the required functions and their
interdependency when providing self-managed services in Cloud computing. Also, it helps
in realizing the challenges involved in providing automated management functions. Finally,
we discuss the challenges and requirements for managing and providing automated services
security and privacy by design.
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Chapter 9
Resource Efficient BFT

Chapter Authors:
Johannes Behl, Klaus Stengel (FAU)

9.1 Introduction

There is an ongoing process for replacing conventional infrastructure with computer-provided
services accessible over the Internet. While this is convenient for users as these services are
typically available around the clock, and also for companies as provision costs are reduced, our
society increasingly depends on their well-functioning. This becomes clear once services fail
or, sometimes even more alarming, provide faulty results to users.

Today, counter measures to faults applied in practice are almost purely dedicated to handle
crash-stop failure, for example, by employing replication. Furthermore, specific techniques are
used to selectively address non-crash faults (e. g., the detection of a bit-flip using a checksum).
While the first handles typical hardware-induced problems (e. g., disk failures), the second is
often dedicated to address specific problems that are considered as likely or had a severe neg-
ative impact in the past. What remains unconsidered is an arsenal of threats ranging from
software bugs, intrusions, viruses to spurious hardware errors. To handle these arbitrary faults
in a generic fashion, Byzantine fault tolerance (BFT) is required.

In the past, BFT has been considered to be of mainly theoretical interest but over the last
few years this has changed due to numerous research efforts ranging from making Byzantine
fault tolerance practical [CL99], over improving its performance [KD04, KAD"07], to efforts
decreasing the number of demanded replicas to tolerate a certain number of errors [YMV 103,
CNVO04, WSVT11]. Lately, a debate has been started why industry, despite all this progress, is
reluctant to actually utilize the provided research results [CMW 08, KR09]. From our point of
view, economical reasons mainly dominated by high resource demand are still the key inhibitor
for wide spread use of Byzantine fault tolerance.

In the pure sense, BFT requires at least 3f + 1 replicas to tolerate f faults [CL99]. At
the execution stage, the number of replicas can be reduced to 2f + 1 [YMV 03] or even
f + 1 [WSVT'11] when the execution of requests is separated from the agreement on the exe-
cution order. However, in both cases, agreement still has to be performed by 3f + 1 nodes, and
in the second case, substantial parts of the system have to be trusted, lowering the assumption
of BFT to some parts of the system. This hybrid fault model, in which some parts can fail ar-
bitrarily whereas others can only fail by crashing, has also been explored to reduce the number
of ordering as well as the number of execution replicas to 2f + 1 [CNV04]. While some sys-
tems assume the trustworthiness of, for example, a hypervisor and parts of the communication
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infrastructure, it has been shown that in principle this trusted part can be reduced to a secure
log [CMSKO7] or a special form of trusted counters [CLVV09] that prevent equivocation, that
is the ability to make conflicting statements to different participants in a distributed protocol.
Technically, these systems have come near the resource footprint of crash-stop driven solutions.
However, the associated overhead is still too high to get widely adopted in industry.

As a consequence, this chapter presents CheapBFT, a protocol suite consisting of three sub
protocols to handle Byzantine failures at a minimal possible resource footprint. By using a
small trusted subsystem preventing equivocation, PrimaryBackup is the first protocol that re-
quires only f + 1 active replicas at both the agreement stage and the execution stage during
normal operation. In case of suspected or detected faults, we switch to PlainBFT by rapidly
activating up to f additional nodes at both stages, which enable us to fall back to the minimal
configuration of 2f + 1 under attack. Furthermore, we present BackupRotation, an extension
of PrimaryBackup that supports dynamic rotation at both stages, distributing the load for agree-
ment and execution of the f + 1 active replicas over all 2 f 4 1 nodes.

The remainder of this chapter is structured as follows: Section 9.3 explains the background
of CheapBFT. Next, we outline our system model and provide a sketch of our architecture.
Section 9.4 gives an overview of the basic setting of CheapBFT. Then, we detail PrimaryBackup
(Section 9.5) that reduces agreement and execution to f + 1 active replicas and f additional
replicas that witness progress. As an extension to PrimaryBackup, we introduce rotation in the
context of BackupRotation in Section 9.6. Section 9.7 outlines PlainBFT to handle the case
where 2f + 1 are demanded. Finally, Section 9.8 details related approaches and Section 9.9
concludes.

9.2 Background

Our proposal of a resource-efficient Byzantine fault-tolerant system is based on a trusted subsys-
tem that prevents equivocation, meaning the ability to make conflicting statements to different
participants in a distributed protocol. We explain this by: Firstly, detailing the concept of a
trusted subsystem; secondly, illustrating equivocation and how it can be inhibited and thirdly,
by outlining a specific form of a trusted subsystem that we utilize in the context of CheapBFT
for preventing equivocation.

9.2.1 Trusted Subsystems

The notion of a trusted subsystem assumes that hardware and software of a system can be sub-
divided in a trusted part and a non-trusted part. We refer to the trusted part as trusted subsystem
since it is typically less complex and provides only a limited set of functionality compared to
the remaining main system. The core idea of a trusted subsystem is that it is tamper proof,
thus it cannot be manipulated even in the case of a malicious intruder gains root access to
the non-trusted part. Depending on the security demands, various ways have been proposed
to enforce the isolation and protection of a trusted subsystem from the main system, ranging
from software-centric solutions (e. g., provided by a hypervisor) to hardware-driven variants
relying for example on a trusted platform module (TPM) of a processor, a cryptographic co-
processors [ADDS91, SW99] or a smartcard. Hardware-based isolation is typically considered
as more secure and can even be resistant to physical attacks. Initially used to secure financial
transactions by supporting secure authentication and encryption [ADDSO91], availability and use
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of trusted subsystems is of more general nature nowadays (e. g., in form of TPM chips provided
in current notebooks) [Pea02].

9.2.2 Preventing Equivocation

Recently, trusted subsystems gained rising interest in the domain of distributed systems for
preventing equivocation. As stated before, equivocation characterizes the ability of a malicious
party to make conflicting statements for a single action in a protocol with multiple participants.
For example, in a Byzantine fault-tolerant agreement protocol like PBFT [CL99] there is a
dedicated process, the leader, that proposes the order of messages. In case of a malicious leader,
it can forward conflicting proposals to the other replicas ultimately leading to inconsistencies.
While this is handled by the protocol, it requires one communication round in which every
replica broadcasts the received proposal to ensure all correct nodes received the same proposal
from the leader.

Chun et al. [CMSKO7] proposed the notion of an attested append-only memory that ba-
sically introduces a trusted log that records messages transmitted in a protocol and can be re-
motely validated. Thus, in the aforementioned case of a leader sending conflicting proposals the
participating replicas can detect this by consulting the log.! By focusing on inhibiting equivoca-
tion, it was possible to decrease the number of required replicas from 3 f + 1 as needed for BFT
without a trusted subsystem to 2 f + 1 and avoid the aforementioned communication round with
a much smaller and less complex trusted subsystem than previously proposed subsystem-based
approaches [CNV04, RKO7]. The idea of preventing equivocation using a trusted subsystem
was later on generalized by Levin et al. [LDLMO09] to the context of distributed protocols and
conceptually simplified from a secure log to monotonically non-decreasing counters that are
signed by the subsystem in conjunction with arbitrary data. Building the basis for preventing
equivocation in CheapBFT, this is further detailed in the remainder of the section.

9.2.3 Trusted Signed Counter

To implement a trusted signed counter for preventing equivocation in CheapBFT, we require two
operations supported by the subsystem: One that unforgeable binds data to a specific counter
value and another one that securely validates that data is associated with a certain counter value.
Therefore, it has to be assured that a counter value can only be bound once to data and that the
counter is monotonically increasing. In sum, if all messages in a protocol are registered with a
trusted counter it enables us to validate that a message in a protocol has only been sent once, the
order messages have been sent by a node and it enables us to detect if messages got lost. This
builds the foundation for prevent equivocation. For simplicity reasons, we outline a minimal
trusted subsystem supporting one trusted signed counter similar to the implementation detailed
in [VCBLO09a]. However, it can be easily replaced by an extended version supporting multiple
trusted counters like proposed by Levin et al. [LDLMO9].

As prerequisites, we assume that every replica involved in CheapBFT has a trusted subsys-
tem at its disposal (see Figure 9.2). Such a subsystem has been initialized with a secret key,
it can be uniquely identified and possesses a local counter. None of these variables can be ac-
cessed from the outside but only changed by the trusted subsystem, and via its interface. While
the counter value and the identity of a subsystem is publicly know, the key is shared amongst all

Tn fact a leader proactively sends information for validating its correct behavior as a part of the proposal
message.
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trusted subsystems involved in the protocol but secret otherwise. The first of the two operations
is provided by create M C(m) taking the message m to be associated with a new counter value.
Internally, the current value of the counter c is incremented and then, in combination with the
message and the identity of the subsystem s, a message authentication code (MAC) a is gen-
erated using the secret key k& known to the subsystems (see Figure 9.1, L.2-3). As a result, a
message certificate structure mc is returned that is composed of (s, ¢, a). The second operation,
check M C(mc, m), simply takes the message certificate and the associated message as param-
eters. It checks if the MAC is correct and then validates that ¢ corresponds to the next expected
counter value from the sending subsystem s (L. 9, isNext(s, ¢)). While create M C(m) must be
entirely implemented by the trusted subsystem, this only partly applies for checkM C(mc, m).
In the latter case, the MAC must be verified by the trusted system whereas the order of messages
can be checked by the untrusted main system.

Lupon call createM C(m) do
2 c:=cH+1;

3 a:=MAC(k, s|c[|m));

4 mc:=(s,ca)

5  return mc;

7uapon call checkMC(mc, m) do
8 (s,c,a) :=mg;
9 if MAC(k, s||c||lm) = a A isNext(s,c) do

10 return TRUE;
11  else
12 return FALSE;

Figure 9.1: Implementation of a trusted signed counter

9.3 System Model and Architecture

We assume the standard system model used for BFT state-machine replication [CL99,
KAD™'07, KD04, YMV 03] that comprises the possibility of replicas and clients behaving
arbitrarily with the additional restriction that each replica is equipped with a trusted subsystem
that can only crash fail. The involved machines may operate at different speeds. They are linked
by a network that may fail to deliver messages, corrupt and/or delay them, or deliver them out
of order. The system guarantees safety under this asynchronous model. Liveness is ensured
when the bounded fair links [YMV 03] assumption holds. Replicas implement a deterministic
state machine [Sch90] to ensure consistency. Meaning for the same sequence of inputs every
non-faulty replica must produce the same sequence of outputs. Moreover, all state machines
start with the same initial state and have to be in an identical state between processing the same
two requests.

Architecture-wise, we employ a classical separation of agreement and execution
stage [YMV 03] (see Figure 9.2). The trusted subsystem enables us to prevent equivocation
and therefore replication can be restricted to 2f + 1 nodes at all times [CMSKO07, VCBL09a,
LDLMO09]. In addition, we introduce the notion of active and passive replicas to BFT. While
active replicas take part in agreement and execution, passive replicas primarily receive state up-
dates during normal operation. In case of suspected or detected failures, even within the bounds
of f, the system is not prepared to immediately overrule them but has to activate passive replicas
to join the agreement as well as the execution stage. To ease this process, active replicas have
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to support a function for providing state updates on a request basis during normal operation and
supply these to passive replicas.
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Figure 9.2: A minimal configuration of CheapBFT consisting of two active and one passive
replica each equipped with a trusted subsystem (TSS).

9.4 CheapBFT Protocol Suite

We detail our protocol suite using Abstract [GKQV 10], a framework that allows the implemen-
tation of BFT protocols on basis of less complex sub protocols. Furthermore, we profit from
the key insight of Abstract to model reconfiguration due to errors (i. e., a faulty leader), that is,
a protocol can be aborted in favor of another, often more resilient one. The CheapBFT protocol
suite is composed of three sub protocols:

e PrimaryBackup utilizes only f + 1 active replicas running the main load in terms of
agreement as well as execution, and f further passive replicas that basically record state
changes.

e BackupRotation extends PrimaryBackup by rotating the role of active replicas with the
aim to evenly spread the load of the agreement and execution stage amongst all replicas.

e PlainBFT takes over in case of a suspected or detected failure. It partly resembles
MinBFT [CLVV09] and implements a variant of PBFT [CL99] that requires only 2f + 1
due to the availability of a trusted subsystem. However, at this stage, we are not bound to
use a specific protocol. The only requirement is that it requires only 2f + 1 replicas.

9.4.1 Clients

From a client perspective PrimaryBackup is similar to standard BFT state machine replication
protocols. Clients send requests to all active replicas in form of signed requests that include
the command to be executed, the client identity and a sequence number. The signature enables
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replicas to verify the client identity, the sequence number is utilized to ensure exactly-once
semantics. The client waits for f + 1 matching replies.

9.4.2 Active and Passive Replicas

As earlier introduced, we distinguish two roles a replica can take: active and passive. Active
replicas exchange messages with the aim to reach an agreement on the order of requests and
perform their execution once this is achieved. To enable clients to identify faulty replies, it is
essential that they receive f + 1 matching replies, ensuring that at least one replica provided a
correct reply. To minimize communication as well as execution overhead, we constrain the role
of active replicas to f + 1 nodes under fault free conditions. In case of any kind of malfunc-
tioning, this is clearly not enough to make progress and we need up to 2f + 1 active replicas in
total. The latter being the minimal number to tolerate f Byzantine faults under the assumption
of a trusted subsystem inhibiting equivocation.

To provide these additional up to f nodes at the agreement as well as the execution level,
we further require passive replicas. These f replicas can be considered as a special form of
observer as they receive state updates caused by the execution of a requests similar to clients
receiving replies. A passive replica accepts an update only if the update is provided by f + 1
active replicas and if these updates are identical and therefore fault free. This provides them
with an up-to-date service state and enables them to step in once they are needed”.

9.4.3 When to Abort?

Accounting for the observation that f + 1 replicas as supported by PrimaryBackup and Back-
upRotation are only enough to detect or suspect errors and the requirement to activate up to f
further nodes, we identified the following two conditions in which they have to be aborted in
favor of a protocol that utilizes 2 f + 1 at the agreement as well as at the execution stage:

e A client does not receive matching replies for a request from all f + 1 replicas within a
certain amount of time?.

e A passive replica does not receive matching state updates for a request from all f + 1
replicas within a certain amount of time.

In either case, the failure-detecting/suspecting entity sends a PANIC message to all replicas
and aborts the protocol. Note, an abort can only be triggered by authenticated clients and
replicas but no other external party.

9.5 PrimaryBackup

PrimaryBackup is composed of five different messages, exchanged in four phases (see Fig-
ure 9.3). It basically resembles the phases of PBFT but omits the pre-prepare step as equivoca-
tion is not possible due to the use of a trusted subsystem (see Section 9.2 for details). Further-
more, it manages passive replicas.

2In fact, this is primarily needed to step in to provide additional results at the level of the execution stage.
3 Active replicas could also detect some forms of malfunctioning at an earlier state, however, for simplicity
reasons we restrict this to clients.
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Figure 9.3: PrimaryBackup (for f = 1) message exchange between two active and one passive
replica

1 upon initialization do
2 active := {po,p1,.--Pr};
3 leader := select_leader(active);

4 passive = {pri1,prq2,- .-, P2f )3

6upon receiving a message (REQUEST, m) such that leader do
7 me = createM Coq(m);
8  send message (PREPARE, p, m, mc¢;) to all in active;

10upon receiving a message (PREPARE, p, m, mc;) from leader do
11 if checkMC,4(mc;, m) then

12 me; = createM Coq(m|me);

13 send message (COMMIT, p, m, mc;, me;) to all in active;

15upon receiving C := { f + 1 messages (COMMIT, p, m, mc;, mc;) such that checkM Cog(me;, m) A
checkMCqog(mcj, m||mc;) and all m are equal } do

16 (r,u) := execute(m);

17 mey, = createM C.,p(r||u||C);

18  send message (UPDATE, p, 7, u,C, mc,) to all in passive;

19  send message (REPLY,r) to client;

Figure 9.4: Protocol PrimaryBackup for active nodes

9.5.1 Agreement Stage

After initialization, each replica knows about active and passive nodes as well as a dedicated
node, the leader, that is also member of the active nodes (L. 1-4, see Figure 9.4).

Similar to other PBFT-inspired agreement protocols the leader proposes the order of client
provided commands. The protocol starts once this node receives a request which a client broad-
casts to all active replicas in form of a (PREPARE, p, m, mc;) message (L. 6-8). Here, p denotes
the target of the message, m the command received from a client, and finally mc; represent-
ing the message certificate that has been created using the trusted subsystem (L. 7). We use a
dedicated counter ag per node for all messages related to the agreement stage.

Next, the message is eventually received by all fault free active replicas. Before processing
the message, its certificate is checked (L. 11). Correct messages and the leader certificate are
jointly signed by the local node and forwarded to all nodes as a (COMMIT, p, m, mc;, mc;)
message (L 10-13). Here, we include the received message certificate by the leader and the
message certificate by the processing replica. Signing the message together with the leader
provided certificate helps to determine the status of pending requests in case of a protocol abort.
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This is further detailed at the end of the section.

Once a COMMIT message is received by an active replica, the message certificate by the
sending node as well as the leader is verified. In case a set C with f + 1 correctly certified
COMMIT messages with matching command are received by an active replica, the execution of
the associated request is performed (L. 16). At this point, we have reached an agreement on the
ordering of a request. The remaining protocol deals with the handling of the execution stage
and preparations for an abort of the protocol in case of some form of suspected or detected
malfunctioning.

9.5.2 Execution Stage

The execution of a command returns two results, the reply r and the service state update
caused by the execution of m. The set of commit messages are signed together with the reply
and the state update. Here, we use another trusted counter up. The reason to split the signing of
messages on two counters is based on the different purposes of signed messages. While in the
first part of the protocol messages are ordered, in the second part message exchange is dedicated
to keep passive replicas up to date.

For this reason, as a next step, a message is send to all passive replicas in the form of
(UPDATE, p, 7, u,C, mc,) and a reply is returned to the client (L. 18-19).

L upon receiving f + 1 (UPDATE, p, 7, u,C, mc, ) such that
2checkMC,,(r||u||C) and all r are equal and all  are equal do
3 log(r,u);

Figure 9.5: Protocol PrimaryBackup passive nodes

During normal operation, for every committed and executed request, passive replicas receive
the resulting service state changes and reply message as UPDATE messages (see Figure 9.5,
L. 1). Once a passive replica received f + 1 matching update messages, the update is logged to
stable storage (L. 2).

As detailed earlier, a passive replica aborts PrimaryBackup by sending a PANIC message to
all 2f + 1 replicas if it does not receive f + 1 matching UPDATE messages for a certain request
within a certain time span or if replies as well as updates inside these messages do not match.
It learns about a request by the first state UPDATE message, starts a timer that, once it expires,
triggers the abort. As every update is signed by its sender, it can be ensured that updates are
applied in the order as requests are processed. To avoid out of order execution as well as out
of order logging of updates, for each received message, it is verified if a previous message was
received whose counter is the direct predecessor (see Section 9.2.3). This is also the reason to
employ two trusted counters since the order of commands is only relevant for active replicas and
passive replicas do not receive the associated messages. The same applies for updates. Their
order is only important to passive replicas and associated update messages are only received by
them. Accordingly, two counters are needed as otherwise all messages have to be send to all
replicas.

9.5.3 Snapshots and Garbage Collection

Active replicas need to log messages in case they have to be resend (i. e., protocol abort). Passive
replicas need to log received UPDATE messages to stay up-to-date to be ready in case of a proto-
col abort. To let logs not grow at an infinite size, snapshots of the service state are taken each n
number of requests by active replicas and a (CHECKPOINT, p, h, MClmsgs MClup, MCmsg, MCyp)
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is send to all replicas. It includes the hash of the snapshot /, the identifier of the last included
message Mmcyy,s, and update mcy,,. These values are concatenated and signed by both counters.
Thus, the idea is to decouple snapshot creation (1.¢jy,sg, MCyy,) from the actual point when the
snapshot message is transmitted. Once a replica received f + 1 matching checkpoint messages,
it is safe to truncate the log. For active replicas this means they keep the snapshot and erase
the log. For passive replicas this includes to apply the updates using the previous snapshot to
generate the new snapshot.

During this protocol we rely on f + 1 correct active replicas. We could extend the snapshot
protocol to passive replicas, however, in any case of malfunctioning, it is safe to abort the
protocol in favor of a more resilient implementation.

9.5.4 Switching Protocols

In case a client or a passive replica triggers a protocol abort by sending a PANIC message, at least
each correct active replica further on provides an abort history in response to client requests until
the protocol has been replaced in favor of a more resilient one (see Figure 9.7, L. 1-4). Next,
a client retries the (re-)execution of its aborted request by sending (REQUEST|m, histories, p).
Here, m is the original command issued by the client, histories the received abort histories and
p the next protocol instance to use. Due to the protocol abort, the client no longer constraints
the sending of requests to active but sends its requests to all replicas. Once a replica receives
such an extended request, it first validates the message and than checks the abort histories. If
a history is correct, the pending messages inside of it are jointly ordered and executed together
with the new client request as the first messages in the new protocol. This way, the order of the
abort history is maintained.

While this details the principle workflow, the following section will provide details how to
determine a correct abort history and the pending requests.

9.5.5 Validating an Abort History

As every active replica provides an abort history, this guaranties that a least one correct history
is available. Such a history includes all messages sent and received that were either explicitly
or implicitly signed by the trusted subsystem of the history providing node. With implicitly, we
mean that a message was sent and signed by the trusted subsystem including information that
links a received message to the send operation (e. g., a message certificate of a PREPARE mes-
sage is included in a sent COMMIT and COMMIT messages are included in UPDATE messages,
see Figure 9.6 for examples).

As there might be only one correct message history available, we need to determine a correct
history just by the provided data from a single node. This is possible for every replica due to the
trusted subsystem as we can verify if a history is correct by checking if all messages since the
last snapshot were included by checking the message certificates of all provided messages and
verifying that there is no gap between the counter value included in the latest CHECKPOINT
message (MCymsq, MCryp) and the abort history message that is also signed by both counters
(L. 1-3). In fact, such a correct history can even be provided by a faulty replica. If multiple
correct abort histories are provided by different nodes, we can freely choose one of them. Typ-
ically, the shortest one might be a good pick as a faulty node can provide a correct history that
has been slightly extended by sending messages after receiving a PANIC message but before
sending the ABORTHISTORY message.
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Figure 9.6: Abort history log

1 upon receiving a message (REQUEST, m) such that received PANIC do
2 mcagn = createM Coq(history);
3 mcypn = createM Cyp(history);
4  send message (ABORTHISTORY, p, McCagh, MCuph, history) to client

Figure 9.7: Respond to a PANIC message

1 upon receiving a message (ABORTHISTORY, p, MCagh, MCyuph, history) such that leader do
2 /I check history....

Figure 9.8: Checking an abort history

9.5.6 Processing an Abort History

Assuming at least one correct history message was received after a PANIC, we have the basis
for the next protocol stage. Client commands reflected in this abort history can be categorized
as follows:

e Undecided: A request was received by a subset of nodes. The leader might have send out
PREPARE messages that might have even been received by a subset of the active nodes.
However, the message history only provides evidence that a PREPARE message was sent
out in case the history is provided by the previous leader.

e Potentially decided: Some nodes received a PREPARE message for a request and sent
out COMMIT messages up to the point where some of the active replicas received f + 1
COoMMIT messages and started executing the associated request. In this case, the message
history provides evidence that a PREPARE message was received and a COMMIT message
was sent out. However, there is no prove that it actually got decided.

e Decided: For a request f + 1 matching COMMIT messages have been received, execution
was performed and one or more UPDATE messages were sent out. The latter can be
verified by analyzing the abort history as it includes the UPDATE message.

Undecided requests have to be reconsidered for ordering as input for the next protocol stage,
but besides this, no special treatment is required. In fact, the client will eventually learn about
the protocol abort and resend the pending request.
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More critical is the group of decided and potentially decided messages as their processing
is required to reach a consistent state across all correct replicas at the very beginning of using a
new protocol. For example, passive replicas need to learn about commands that were decided
but where they received no or not enough matching UPDATE messages. If a message history
includes an UPDATE message that refers to a set of f 4+ 1 correct COMMIT messages with a
matching command this message is decided. Furthermore, there might be messages included in
the abort history that are potentially decided. If an abort history provides no information about
f + 1 CoMMIT messages in form of an UPDATE message but a COMMIT message was sent
out by the history providing node then some of the remaining f + 1 active replicas might have
accepted the request. However, we do not know for sure.

Accordingly, we collect decided and potentially decided messages in the order they were
proposed by the former leader and schedule them as the first messages to be ordered by the new
protocol instance. This way, we ensure the order by which they were originally proposed. The
abort history includes the necessary information to prevent nodes that already decided on the
message and executed some of them from performing their re-execution.

Assuming that a faulty replica provides an abort history, its impact is rather limited as due to
the message certificates a replica cannot undo previous actions but only influence the requests
that are currently in flux. For example, a malicious replica, once it receives a PANIC message,
it can send out additional messages before providing the ABORTHISTORY message. In this
direction, it is possible to raise the status of a message from not known to the system to unde-
cided and from undecided to potential decided and even from potentially decided to decided.
However, this is only possible for the next logical step in the protocol and actions are preformed
according to the protocol.

9.6 BackupRotation

In PrimaryBackup active and passive replicas experience a very asymmetric load. While active
nodes are heavily involved in request processing at the agreement as well as the execution stage,
passive nodes are not at all engaged in the first stage and only need to apply state updates in the
context of the second one. Taking this into account, the target of BackupRotation is to evenly
spread load over all nodes, thereby improving resource utilization and scalability. We achieve
this by instantiating multiple configurations of PrimaryBackup and executing them in parallel.
However, this requires coordination amongst the individual instances at the agreement and the
execution stage.

For a cluster of 2f + 1 nodes, we introduce 2f + 1 instances of PrimaryBackup. Instances
overlap in a way that no two of them collocate the leader role to the same replica. Hence,
the different PrimaryBackup configurations can be identified by their leaders. To support the
creation of instances, a unique identifier between [0 — 2 f] is assigned to each node and all nodes
are virtually arranged in a ring. For each single configuration of PrimaryBackup, one node is
selected as the leader. Then, the f + 1 nodes following the leader in the virtual ring are chosen
as active nodes within the configuration and the subsequent f nodes take the role of the passive
nodes (L. 1-4, see Figure 9.9). Furthermore, a global round variable is introduced which is
shared amongst all configurations on a node (L. 5).

Clients submit requests to specific instances on basis of a hash mod2f + 1 over the request
that uniquely identifies PrimaryBackup configurations. Leaders accept requests for ordering
based on the same partitioning scheme (L. 7). The ordering within the corresponding configu-
ration (L. 8—14) is performed as previously detailed in Section 9.5.1. However, this results only
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1 upon initialization do
2 1:=select leader(po,p1,...,p2f);
active := {pl,p(l+1) mod 2f+15 -+ P(I4+f) mod 2f+1};

3
4 passive := {P4f41) mod 2f+1> P14+ F+2) mod 2f+1s + - - »P(I+2f) mod 2f+1}
5 global round := 0;

7 upon receiving a message (REQUEST, m) such that responsible [ do
8 me = createMCgyq(m);
9 send message (PREPARE, p, m, m¢;) to all in active;

11upon receiving a message (PREPARE, p, m, mc;) from responsible [ do
12 if checkMCfyq4(me;, m) then

13 me; = createM Coq(m|me);

14 send message (COMMIT, p, m, mc;, mc;) to all in active;

16upon receiving C := { f + 1 messages (COMMIT, p, m, mc;, mc;) such that checkM Coq(me;, m) A
checkMCq(me;, m|lme;) and all m are equal } do
17 wait until » = [ then

18 (r,u) := execute(m);

19 round := (round + 1) mod 2f + 1;

20 mey, = create M Cyy(r||ul|C);

21 send message (UPDATE, p, 1, u, C, mc,) to all in passive;
22 send message (REPLY, 1) to client;

24upon receiving f + 1 (UPDATE, p, r, u, C, mc,,) such that
25checkM C\,(r||ul|C) and all r are equal and all u are equal do
26 log(r,u);

27  round := (round + 1) mod 2f + 1

Figure 9.9: Protocol BackupRotation balances load over all nodes by means of multiple con-
figurations of PrimaryBackup

in a partial order as other configurations order request in parallel. To establish a global order
across all instances, a round robin scheme is introduced in which a partially ordered request
is only executed if the preceding configuration has successfully finished its request processing,
If the node is an active replica within the preceding configuration, requests assigned to it have
to be executed directly (L. 16-22), if the node is a passive replica, state updates have to be
performed (L. 24-27). A configuration determines if it is allowed to execute a request using
the round variable which is increased by any configuration after each execution (L. 19) and
state update operation (L. 27). Once the round variable matches the identifier of a particular
configuration (L. 17), requests belonging to this configuration can be executed.

Using this basic scheme, low or imbalanced request load would slow down the overall per-
formance as configurations are dependent on each other. To avoid this, configurations can skip a
round by proposing a noop, so that an other configuration can immediately take over execution
of requests.

9.7 PlainBFT

In case PrimaryBackup or BackupRotation get aborted, more replicas at the agreement as well
as at the execution stage are required to ensure progress despite up to f faults. Here, we propose
PlainBFT that resembles MinBFT in the context of Abstract. More concrete, in PlainBFT all
2f + 1 replicas take part in the protocol and PrimaryBackup is changed in the following way:
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The set of passive replicas is set to zero and all replicas are marked as active. There is no need
to signal a Panic message in case a replica does not behave correct, despite the case the leader
does not respond or provides incorrect messages. In the latter case the suspecting replicas send
out a PANIC message. If this message is supported by at least f further replicas, a new leader
has to be determined. In case of Abstract, we model this view change as a protocol abort and
than switch again to PlainBFT using a higher abstract number.

9.8 Related Work

Besides performance, resource demand reduction can be considered as one main direction
of optimization in the context of BFT. It started with the separation of agreement and ex-
ecution enabling to limit the execution of services to 2f + 1 nodes [YMV'03]. The
same has been achieved for the agreement stage by the integration of a trusted subsys-
tem [VCBL09a, CMSKO07, RK07, CNV04].

Wood et al. [WSV ™ 11] presented ZZ, the first practical system that constrained execution
to f + 1 nodes and started new replicas on demand. Compared to this work it relies on a trusted
hypervisor and machine management system. Furthermore, it requires 3 f + 1 nodes for agree-
ment. SPARE [DKP*11] reduced the overhead compared to ZZ by integrating the ordering
stage into the trusted subsystem and efficiently enabling proactive recovery using virtualiza-
tion. However, it relies on an even larger trusted computing base and is dedicated to cluster
systems. In contrast, CheapBFT is the first system that constraints agreement and execution to
f -+ 1 nodes under fault free conditions and relies on a minimal trusted subsystem.

Under the crash-stop assumption, cheap Paxos can be considered as conceptually re-
lated [LMO4]. Here, agreement is performed by a set of f 4+ 1 main processors and a set of
f auxiliary processors. In case of a failure, auxiliary processors take part in the agreement pro-
tocol and support the reconfiguration of the main processor set. CheapBFT considers arbitrary
faults and balances the load using rotation at the agreement as well as the execution stage.

Up to this point, several protocols (Mencius [MJMOS8], Spin [VCBL09b] and Aard-
vark [CWA™109]) assign the role of a primary dynamically for better distribution of extra load at
the agreement stage which is incurred by the leader role of Paxos and PBFT inspired protocols.
Recently, executing multiple interconnected agreement protocol instances has been proposed
with the aim to further disperse the load of the leader role and improve scalability [KJ10]. We
extended this idea to PrimaryBackup, being even more promising in this context due to the
asymmetric roles of passive and active replicas. Moreover, we employ it to distribute not only
load of the agreement but also at the execution stage.

9.9 Conclusion

We presented CheapBFT, an approach for handling Byzantine failures that is tuned to a minimal
resource footprint, making Byzantine fault tolerance more practical from an economic point of
view. By utilizing a small trusted subsystem, CheapBFT is the first system that requires only
f + 1 replicas at the agreement stage as well as the execution stage during normal operation. In
case of suspected or detected errors, we rapidly activate up to f additional nodes at both stages
and fall back to the minimal configuration of 2 f + 1 replicas.
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Chapter 10

Tailored Cloud Services

Chapter Authors:
Johannes Behl, Klaus Stengel (FAU)

10.1 Introduction

Todays Cloud Computing infrastructures are more than just providers for virtual machines and
network connections. Apart from the very essential virtual counterparts of common computing
infrastructure, many small additional services are commonly offered by cloud providers, which
are supposed to aid development and provision of scalable applications. Typical examples for
such services range from all types of simple storage facilities to coordination services and load
balancing. Those services are usually accessible using HTTP-based protocols and are entirely
managed by the cloud provider. From a user’s perspective, their main advantage is that they
are easy to incorporate into cloud-based applications and don’t cause any administrative over-
head. However, there are also numerous downsides to those services, not only from a user’s
perspective.

A major problem with those services is that it’s very hard to judge the security and reliability
implications of using such a service. Information about the hosting environment and the service
implementation are usually entirely opaque. Additionally, the programming interfaces for those
services often aren’t standardized across different cloud providers. This is especially a problem
when applications have to be moved to another vendor because of reliability issues or excessive
cost increase. The offerer of such services must maintain additional infrastructure besides the
IaaS platform for administration and billing purposes.

10.2 General concepts

The basic idea to remedy the above problems is to implement those services as normal vir-
tual machines hosted on top of the existing IaaS infrastructure. In order to do this, a service
implementation has to be packaged together with the required runtime environment and a suit-
able operating system. Many existing service implementations are based on the Java platform,
which, compared to the requirements of the service itself, requires an excessive amout of re-
sources to run. While hard disk storage is quite cheap and not so much of a problem, even
a minimal system easily consumes 200 MB of RAM which is no longer usable by the actual
service. This corresponds to one third of the memory offered by a "Micro Instance” at Amazon
EC2 [LLC11]. To make matters worse, it is often desirable to start multiple instances of such
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services at different sites to ensure availability in case of single failures, multiplying the amount
of wasted resources.

The obvious solution is now to identify the components really required for each service and
load only those. In order to make creation of the virtual machine images easier and add more
flexibility, this tailoring process is delayed until the service is finally instantiated in the cloud
environment. That way we can simply distribute the same image to several providers at once
and also have a chance to adjust the service for the specific needs of different applications.

In order to demonstrate the advantages of our approch, we planned to develop a caching
service on top of our platform. It provides a key/value store similar to the popular memcached
product [web], that stores all data in RAM and is commonly used to accelerate the delivery of
web-pages on the Internet.

10.3 Operating System design

Another major issue with packaging a simple service to run on an laaS cloud is the choice of an
operating system. The very popular GNU/Linux distributions are primarily intended to run on
real hardware instead of virtualized environments and serve as a general purpose operating sys-
tem. This leaves much room for improvement towards a system that is specifically designed to
run inside a virtual machine, especially regarding the required abstraction layers and program-
ming interfaces offered to the application programmer: While the virtual machine is expected to
already handle most of the low-level hardware details, the kernel can provide interfaces that are
more geared towards distributed programming using web protocols than simple TCP sockets.

10.3.1 Virtual hardware support

Fortunately, there is only a very limited number of virtualization environments available for the
Intel x86 architecture, that is also suitable to be used in an IaaS cloud. Thus it is quite easy
to attain support for all the virtualized hardware found at cloud hosters. The following list of
virtualization products ist often encountered on cloud platforms:

e Xen (OpenStack, Amazon EC2)
e VMware ESX (VMware vSphere, corporate private/hybrid clouds)
e Linux KVM (OpenStack, OpenNebula, Eucalyptus, ...)

e Microsoft Hyper-V (Microsoft Azure cloud)

Our service platform is designed to offer non-interactive services which are only reachable
over the Internet, so there is no need for supporting complex graphics adapters, nor human-
interface devices like e.g. keyboards and computer mice. Thus we can concentrate on support
of network and (optionally) any persistent storage hardware emulated by those virtualization
products. As it turns out, we can re-use the Xen interface for both the Xen Hypervisor as well
as the devices from Hyper-V, as Microsoft claims to be compatible:

e XenBus: Xen, Microsoft Hyper-V

e VirtlO: Linux KVM
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e PVSCSI/VMXNET: VMware ESX

With this rather small set of different interfaces it is possible to support all of the virtual-
ization environments usually encountered in today’s IaaS clouds. Note that these are already
specialized interfaces that use ring buffers in shared memory segments for the data transfer
instead of slow emulations of real hardware.

10.3.2 Tailoring process

As mentioned in 10.2, it can have several advantages to delay the tailoring process to the latest
possible moment, which is just before the service is actually needed. This also means that the
tailoring will happen in the same virtual machine that will host the final service. As it is very
difficult to host a fully featured compiler to build a tailored operating system and service, we
first boot a commodity Linux operating system just for the tailoring process. Thus the general
procedure to instantiate a service involves the following steps:

1. Start the virtual machine image

2. Inspect the VM environment (which Hypervisor, available resources)

98]

. Query the application for any specific requirements for this instance

n

. Select required components to run service and assemble

N

. Replace running operating system with the actual service instance

10.4 Choice of Programming Languages

Another major goal of our platform for tailored software components is the improvement of
security and performance. As outlined in 10.2, we can make many assumptions about the exe-
cution environment and thus reduce the general complexity of the system. This should already
by itself result in less possible faults in the software and faster execution speed. Additionally,
the choice of programming language also has severe impact on those goals, as shown by several
studies, e.g. by comparing Ada and C [Zei95]. A big factor seems to be how much of the
intentions can be expressed in the type system of a language and what properties it can expose
to static checking by the compiler.

10.4.1 Formal verification

According to the Curry-Howard isomorphism [SU98], the types associated with objects in any
programming language can actually be interpreted as propositions for a proof and the program
logic is a formal proof for those propositions and vice versa. This correspondence can be
exploited to establish proofs of certain properties of a program. The desired behaviour of a
program has to be expressed as a set of propositions using predicate logic. Using constructive
type theory, one has to show that the propositions always hold.

As this can be a rather time-consuming and error-prone process for a human, such a task is
commonly supported by special proof assistent software. Equipped with a large rule set and an
interactive user-interface, these programs can significantly reduce the time required to construct
a proof and also verify that the proofs do not contain any mistakes.
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While the sel4 project has shown that the proof assistants are powerful enough to perform
a complete verification of a microkernel operating system, doing so is quite time-consuming.
Moreover, they still need to make many assumptions regarding complex pieces of hard- and
software, like CPU caches and the compiler [KEH"09]. Thus a more practical approach could
consist of taking a programming language with a safe type system for implementing simpler
parts of the platform, and just resort to the strong safety guarantees of formal verification in
parts of the system that are especially security critical or that are hard to get right. Therefore
we consider it worthwhile to look at several currently available system programming languages
and their interaction with formal verification methods.

10.4.2 Language candidates

The following subsections contain a short description of languages that are currently evaluated
for the final implementation of our system. Besides a general overview, we focus on how much
runtime support is required for each language and how suitable they are for verfication and
correctness proofs.

C/C++

C and its successor C++ are probably the most popular languages used for system and appli-
cation development and are closely tied to the invention of the UNIX operating system in the
early 1970s. The C language supports an imperative programming model that is relatively close
to the bare hardware, but features a uniform, portable syntax (compared to writing assembly
code) and allows specification of custom data types as well as structuring code using expres-
sions, code blocks and functions. C++ extends the C language mostly with additional support
for object-oriented programming techniques and a powerful template metaprogramming facil-
ity. Although many valid C programs are also valid C++ programs, both languages are currently
developed independently from each other. Thus there are differences regarding the type system
and newer language features, which means that C++ generally isn’t a superset of C.

Unfortunately, static verification of programs from the family of C languages is very hard.
The main reason for this is that the behaviour at runtime of certain expressions is intentionally
left implementation-specific, or sometimes even entirely undefined. Although there are many
tools available that specifically try to detect such constructs, it is impossible to do so reliably:
Very often the validity of a expression depends on the value of some variable to be within a
certain range, which often can’t be deduced until the program is actually executed. Another
issue is that the language relies on calculations with memory addresses to implement references
to variables. Those properties make it easier to write a compiler and allow certain optimization
tricks to improve runtime performance, but signficantly hinder static analysis.

There exist multiple approaches to make the language family more accessible to formal
verification methods, either by modifications to the language itself, or by providing external
frameworks. A good example for the former approach is the Cyclone dialect [J]MG'02], which
disallows most error-prone features of C, replacing them with alternatives that either allow ver-
fication at compile-time or at least mandate insertion of corresponding runtime-checks. Those
changes are mostly aimed at memory integrity, i.e. they only ensure that dereferencing a pointer
always leads to a valid object. There is no support to enforce any constraints regarding the be-
haviour on the application level. The other possible approach is taken by the Frama-C project,
which keeps the semantics of the C language intact, but specifies an additional language called
ACSL [BCF'10] to allow specification of certain properties the program should exhibit.
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There are plenty compilers available to choose from. Most support a special “freestanding”
mode, in which the generated machine code won’t rely on existance of any kind of execution
environment. Thus the language is very well suited to build operating systems.

10.4.3 Java

The Java language is also very popular, especially for server application development. It was
created in the early 1990s and it’s syntax is very similar to C++, but lacks some advanced
features like multiple inheritance and operator overloading. Raw memory pointers were also
removed from the language and replaced with a reference mechanism which no longer allows
any pointer arithmetic. The outcome of each valid expression is defined in the specification;
There are no undefined or implementation-specific results possible, which greatly improves
safety and portabillity. The language ships with a huge standard library, containing all sorts
of data structures, predefined classes to handle many common data formats and two different
toolkits for building graphical user interfaces.

The language was designed to be translated into a byte-code representation, which can be
executed on the Java Virtual Machine (JVM). Thereby, programs written in Java can be executed
on any machine for which an implementation of the JVM exists. The JVM is responsible for
interpreting or translating the byte-code into native machine code at runtime. It also has to
manage the lifetime of the objects in RAM, as there is no mechanism in the Java language to
explicitly delete an object. Instead the JVM has to scan all objects periodically and determine
whether they still might be accessed to reclaim memory (Garbage Collection). Unfortunately,
this also means that a substantial amount support code is necessary to execute Java programs,
which can’t be expressed in the safe Java language itself. Programming mistakes in those
layers and the nature of the Just-in-Time compilation environment can provide additional attack
vectors, as shown by very recent research [RI11].

Regarding verification of Java programs, there seems to be only the ESC/Java2 [Kin]
project, which allows the programmer to add special comments to the Java code that are in-
terpreted by a separate checker tool. It enables static verification of pre- and postconditions
of methods and seems to integrate with more powerful proof checking systems like Isabelle.
Unfortunately, development seems to have stopped a few years ago and the latest release only
supports outdated versions of the JVM, severely limiting its usefulness.

Due to its widespread use, there are many Java development kits available from different
vendors, mostly for free and often with an open-source license.

ATS

ATS [Xi04] is a research language that tries to support several programming styles (e.g. func-
tional and imperative) at once with an extended type system. Using a variant of so called depen-
dent types, the language can express many constraints and rules regarding the use of functions
just as part of the types. One feature that makes the type system special is that function defi-
nitions include rules for modifying the types of the parameters passed to that function. As an
example, this can ensure that a file handle is never closed twice by changing the type to an in-
compatible one at each invocation of the close function. It is an error detected at compile-time
if there is a codepath that might result in a type mismatch.

The ATS compiler doesn’t generate machine code, but translates ATS programs into portable
C code and leaves the translation into machine code to a C compiler for the target platform. As
the language doesn’t require any additional runtime management, it is possible to construct
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types that have a one-to-one correspondence to types in the C language, but with the extra
checking the ATS type system allows. This makes is possible to interact seamlessly with low-
level C and assembly routines while still retaining much of the safety ATS provides.

As ATS is still a research prototype, it lacks easily understood documentation for more ad-
vanced language features and the syntax is subject to change. Additionally, the linear constraint
checker currently uses machine word arithmetic, which can overflow and make type verifica-
tion unreliable. Although the language can be used without any garbage collector, there are no
clear rules which language constructs even cause memory allocations to be performed. This is
important if we want to directly write programs on top of a virtualization layer, where dynamic
memory managment isn’t generally available.

There exists only the reference implementation of ATS, written largely in ATS itself. It is
available under the GPL open-source license.

Haskell

We picked Haskell for this comparison as a representative for a more general set of functional
languages like OCaml, Clean or LISP. It has the advantage that it encapsulates all computations
with side effects into so called Monads, making all functions pure. This property makes reason-
ing about code much easier. Haskell is also a quite popular language with multiple open-source
compilers available from different groups.

Powerful theorem provers like Isabelle [UT] or Coq [INR] can extract Haskell code directly
from proof terms. This makes Haskell an excellent choice for writing verified programs. A
disadvantage is that the language is still quite abstract and requires more effort than other lan-
guages to be translated into efficient machine code. There is no explicit memory managment
possible, so the language generally requires a garbage collection framework like Java does.
However, there are limited approaches that can statically deduce the memory requirements by
region inference [TBEHO04]. This allows bootstrapping the language in environments where no
garbage collector is available.

Ada

Ada is almost as old as the C programming language, with the first official standard appearing in
1983 and development still in progress. Newer versions support object oriented programming
in a similar style to Java. Memory managment must be done manually in most implementations
because Ada doesn’t guarantee the availability of a garbage collector. Despite having many
features, the language stays easily readable and comes with extensions for supporting tasks,
interoperability with other languages and distributed execution of program modules. There is
also a standardized subset of Ada95 for embedded and especially safety-critcal systems called
SPARK [CAO08], which was designed for easy automated verification using special annotations
in the comments of the program text. Unfortunately, this subset is severly limited and excludes
variable references and explicit dynamic memory allocations, making it unsuitable for certain
algorithms and systems processing datasets of varying sizes.

The Ada programming language is mostly found in the military and aviation sector, which
also means there is a lot of industry support available. Apart from many commercial vendors,
the popular GNU Compiler Collection (GCC) also contains an up-to-date implementation called
GNAT and is available as free software.
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10.5 Summary

As shown in the previous sections, there are many opportunities to improve security and the
ressource footprint of simple cloud services. While supporting a wide range of cloud platforms
is quite easy due to the limited number of virtualization layers currently in common use, en-
suring security properties of such an platform is very hard. We looked at a set of commonly
available programming languages to find out how well they are suited for formal verification
and get a general feeling for issues that may arise when used to interface with a bare virtualized
environment instead of being hosted on an operating system.
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Chapter 11

Trusted Platform Agent

Chapter Authors:
Emanuele Cesena, Gianluca Ramunno, Roberto Sassu, Paolo Smiraglia, Davide Vernizzi (POL)

In this chapter we present the architecture of the Trusted Platform Agent (TPA). Fur-
ther details, including examples of use of the TPA demonstrating its features can be found
in [CCST11].

The TPA is designed to minimize the effort of writing applications that use TC technology
and employ the TPM. Writing applications for TC requires a TCG Software Stack (TSS), but
there are still a number of tedious and repetitive operations to be carried out. One way to reduce
these is by linking an application with the TPA library which can avoid the complexity of the
TSS interface and simplifies specific tasks where TC primitives need to be integrated with other
commonly needed functions (e.g. cryptographic or network-related functions).

11.1 Introduction

The Trusted Computing technology has succeeded in defining industry specifications, where the
most visible result is a cost-effective and tamper-resistant chip called Trusted Platform Mod-
ule [Tru07b].

Despite the fact that the TPM has already been deployed on over 200 million computers,
the complexity of building a complete trusted platform is a major obstacle in the diffusion of
applications that use TC technology to enhance software protection. Furthermore, even though
the TCG specifies a complete interface for accessing the TPM from an application layer through
a TCG Software Stack [Tru0O7a], application developers still have to accomplish a number of
tedious and repetitive tasks, mainly due to the high complexity of the TSS interface.

The TPA overcomes this issue by providing a simple and complete solution for writing
trusted applications. The most evident outcome is the aggregation of TSS functions into a
higher level API, which hides many technical details imposed by the TSS from the program-
mer. Nevertheless, the peculiar characteristic of the TPA is to provide secure integration of TC
functionality with other commonly needed functions, for instance, cryptographic or network-
related, thus creating a bridge between research — where TC is developed — and real-world
applications, that gain state-of-the-art security features. Finally, the TPA provides consolida-
tion and reference implementation of procedures needed to fill the gap between TSS elementary
tasks and well-established application activities.
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11.2 Software Development with TC

In this section we outline the basics of TC which are the most relevant when developing soft-
ware. For a broader discussion of this technology we refer to [Mit08], while readers who are
more interested in the development may find [CYC"08a] of interest.

As previously mentioned, the core of TC technology is the TPM, a cost-effective chip bound
to a platform whose functionality includes: random number generation; RSA key pairs genera-
tion and their usage for encryption or digital signatures; protected storage by binding (encrypt-
ing) data to the platform. An important feature of the TPM is to guarantee that the private part
of RSA keys stored in the chip are never exposed.

Applications can access the TPM through the TSS, whose architecture consists of three lay-
ers: the TCG Service Provider (TSP) which provides the Tspi programming interface to ap-
plications, the TCG Core Services (TCS) that runs as a system service and multiplexes requests
made by the TSP and finally the TCG Device Driver Library (TDDL) that directly accesses the
TPM.

As a first idea, TC does not try to build a computing platform that never fails, but focuses on
the apparently simpler question of how to identify application binaries, together with libraries,
relevant files and required system components. Identification is a crucial task in providing an
adequate software protection and deciding whether to trust a platform or an application. Refer
to [PMP10] for an extensive discussion on the relationship between identification and trust,
which also highlights research challenges.

In TC, code identification is achieved by measuring (computing a cryptographic hash) each
software binary together with its input, libraries and configuration files. The best time to mea-
sure a software is before its execution begins, therefore a component C',, must be measured by
the component C),_; which is in charge of executing it. This logical progression continues recur-
sively, leading to a Chain of Trust, where each component measures-and-executes its successor.
The starting point of this chain is a hardware component called Root of Trust for Measurements
(RTM). In commodity computers, the first portion of the BIOS, called Core Root of Trust for
Measurements (CRTM), initiates the Chain of Trust by measuring the remainder of the BIOS
code. The BIOS then measures and executes the boot loader which in turn will do the same
with the OS kernel, and so forth.

TPM “accumulates” measurements into shielded memory locations, called PCR and guar-
antees that the value V' of a PCR can only be updated through the PCR extension operation,
which avoids V from reverting to a previous value (technically, V' = SHA-1(V||M) where M
is the measurement to extend with).

Measurements are used locally for sealing and can be reliably reported to a remote party
through the Remote Attestation. Sealing enriches TPM binding by linking data to a set of PCR
values so that sealed data can only be unsealed (decrypted) if the current values of the PCRs
match the ones specified at the time of sealing. Remote Attestation is the process of reporting
measurements (signed by the TPM) to a remote verifier, to convince her that the platform is
actually running the measured code.

11.3 Trusted Platform Agent

The TPA is a C library designed to minimize the effort required to write applications that use
TC technology.
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Features TPA TrouSerS JTSS nTSS JSR 312

Language C C Java C++ Java

Learning curve Low High Medium Low Low

Abstraction of TC High Low (TSS) Low (TSS) Medium Medium

features

Description Open source library  Open source TSS  Platform- Simplified TSS Java API for TC,
designed to mini- implementation. It independent TSS  with a lightweight alternative to the
mize the effort of is considered the wholly written in  APIL It allows the TSS. It reduces the
writing applications ~ TSS reference im- Java. It provides use of only a subset  complexity of TC-
that use TC tech-  plementation. an API compliant of the functionality = aware applications
nology and employ with the TSS, and as it is required, and makes TC ac-
the TPM. Also can also be used e.g., for embedded cessible to a large
provides integration as a wrapper on  systems or in the group of develop-
with commonly TrouSerS. context of security  ers.
needed functions. kernels.

Web page security. trousers. trustedjava. N/A jsr321.dev.
polito.it/tc/ sourceforge. sourceforge. java.net
tpa net net

Table 11.1: Libraries related to TC. The table does not list TPM/J and TPM4JAVA since they
are no longer developed.

In Table 11.1 we present a comparison between TPA and other projects related to TC.
TrouSerS and jTSS are implementations of the TCG specification, while TSS [SZ10] pro-
vides a lightweight TSS implementation specifically designed for embedded systems. The most
similar library to the TPA is JSR 312 [TWNHO09], that provides an abstraction useful for writ-
ing applications (and furthermore is undergoing standardization). However, as opposed to JSR
312, the TPA tries to provide a complete solutions integrating TC functionality with commonly
needed functions, specifically cryptographic and network-related.

The TPA was developed following principles of simplicity, modularity and security, and
features the following architecture:

e The lower layer wraps all the libraries needed by the TPA (e.g. TSS, cryptographic and
network) to provide a unified interface to the upper layers.

e The core is organized in several modules, one for each functionality exposed by the TPA.
Each module defines abstract objects that map onto TSS-specific objects and composes
lower layer functions into aggregated operations.

e The high level API allows developers to access all of the TPA features. While the TPA
simplifies the TSS interface, it still permits the same level of flexibility.

e The /APl is a light interface built on top of the high level API, which implements the
most common patterns used by applications, at the expense of some limitations (e.g. it
is single-threaded). In order to make the most of both APIs, the TPA allows to switch
between the two at any time.

Note that the TPA functions have been defined by factorizing and generalizing the TC-
related code fragments most frequently found in Trusted Applications. As such, TPA supports
code reuse by avoiding tedious and error-prone repetitions of the same code fragments.

The TPA is available for Linux and Windows and has been tested with TrouSerS (see
also [tro]) as TSS, with Infineon TPM and TPM emulator [SSO8]. The TPA also requires
OpenSSL for cryptographic operations, SQLite as database library to implement its local stor-
age and cURL for networking interaction.
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11.4 Features of the TPA

This section describes the TPA’s features, grouped by logical functionality. In [CCST11] we
present two examples of use of the TPA, via the 4 API, showing advanced features of the TPA
and demonstrating its novelty in providing an application-oriented API and integrating TC func-
tions with other libraries.

11.4.1 Foundation of Protection

TPM basic commands. The TPM is managed by an entity called owner, defined through the
take ownership operation, who controls the secret required to perform critical tasks.

Applications only require taking ownership or verifying if ownership has already been taken,
usually during the installation or setup phase. The TPA assists applications with these two
functions.

PCR, SML and system state. The TPM stores integrity measurements into PCRs. To help
with the interpretation of PCR values, additional logs called Stored Measurement Logs (SML)
may be kept. Together with the PCR values, they represent the system state.

The TPA inherits the concept of PCR set from TSS and implements an application-specific
SML, needed for sealing and Remote Attestation.

TC is based on the concept that a component must be measured before being used. It is
crucial that measure and use are executed as an atomic operation, to prevent an attacker from
substituting the component between the two. The TPA implements this concept on common
functions (e.g. file open, library load, SSL connect/accept) providing wrappers where relevant
data for the function is measured before usage.

In future work we plan to employ database protection mechanisms to protect privacy-
sensitive measurements.

11.4.2 Local Protection

Key management and SMK. TPM keys are wrapped (encrypted) by a parent key, which
leads to a key hierarchy with a root called Storage Root Key (SRK). Each key can be protected
with a secret, which must be provided to authorize operations. While normally TPM keys can
only be used by the TPM that generated them, sometimes they can be defined as migratable to
be used with other TPMs or software.

The TPA exposes a set of functions for managing the life cycle of TPM keys. Applications
can use the TPA to create, load and delete keys. Similarly to TSS, keys are hierarchically or-
ganized and identified by labels. Moreover, the TPA allows the limitation of key visibility to
application keys only, introducing an application-specific database, while TSS only supports
system/user-level storage. The TPA also guarantees isolation from other applications by trans-
parently wrapping any stored object with a unique TPM key called Storage Master Key (SMK),
which is protected by a secret only known to the application.

Binding and sealing. As binding and sealing are performed with a 2048-bit RSA key, the
TSS imposes constraints on the size of the data to be protected. The TPA abstracts binding and
sealing of data by removing this limitation. Therefore, the TPA (1) generates a symmetric key,
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(2) encrypts the data with this key, (3) binds (or seals) the symmetric key, and (4) eventually
encodes the resulting blob.

Backup and restore. Availability of bound data, as well as of any wrapped key, is a serious
concern in case of TPM failure, but this issue is not addressed by the TSS. Currently, the TPA
provides a simple way to backup and restore bound (or sealed) data by returning the symmetric
key used to actually encrypt the data together with the encrypted blob itself, to the application.
By default, the TPA protects the symmetric key with a passphrase. However the application
may recover the symmetric key in clear and protect it with any alternative method.

In future work, we plan to extend the backup functionality to TPM keys, exploiting the
migration feature provided by the TPM.

11.4.3 Vouching for Protection

EK and AIK. Each TPM is provided with a RSA key pair, the Endorsement Key (EK), which
is generated and certified at manufacturing time. As the EK uniquely identifies a TPM, and
thus the platform, its use (or even disclosure of the public part) poses serious privacy issues.
An Attestation Identity Key (AIK) is an RSA key pair created for use in Remote Attestation.
It is an alias of the EK, generated by the TPM and tied to its identity. An AIK can be proven
to be created by a genuine TPM, without exposing any part of the EK. The TPA manages the
complete lifecycle of an AIK before it can be used for Remote Attestation, i.e. generation and
certification according to TCG specifications. AIK certification is a complex procedure where a
TPM proves that it is genuine by showing its EK certificate to an external authority (as external
authority we choose www.privacyca.com). After successful certification, the AIK can be
used for Remote Attestation because its certificate proves that the TPM is genuine, without
exposing any part of the EK.

Remote attestation. To perform a Remote Attestation, the TPM signs a set of PCR values
using an AIK and the resulting signature is called quote. The TSS only offers the support for
computing a quote.

The TPA offers a complete support for Remote Attestation by providing functions for: (1)
computing a quote, i.e. a signature over a set of PCR values with an AIK; (2) serializing/deseri-
alizing the quote, together with the corresponding measurement logs and AIK certificate chain;
(3) verifying the remote attestation data.

Verification can be cryptographic or semantic. The former is needed to guarantee that mea-
surements are genuine (e.g. check the correctness of the quote), while the latter aims to decide
whether measurements are acceptable or not against reference values.

The TPA implements cryptographic verification and returns a list of validated measurements
to the application which is in charge of the semantic verification. In some specific contexts, the
TPA also provides functions useful for semantic verification (see [CCS™11] for an example
related to SSL channels).

11.5 Concluding Remarks

Although TC is a promising technology, it has several limitations which prevent immediate
usage in many real world applications. The most evident is the slowness of the TPM (e.g., it
takes up to 2 seconds for a single unsealing or quote) and, therefore, its direct use is not suitable
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when a high workload is expected. Additionally, both sealing and Remote Attestation rely on
the concept of system state. In order to capture this state, it is essential at boot time to create
a complete Chain of Trust from the RTM up to the application. Unfortunately, coping with
all aspects of chains of trust is still a research problem with many facets [PMP10]. However,
it is currently possible to create a basic, yet complete, Chain of Trust under the condition of
using (1) a trusted boot loader [KauO7] and (2) a TC-enabled OS kernel, for instance the Linux
Kernel with the Integrity Measurement Architecture (IMA) [SZJvD04], capable of measuring
applications binary, libraries and all files accessed by any process.

Currently, the lack of a widely available mechanism for a complete Chain of Trust is the
major security constraint of the TPA (but also of all TC-related libraries). The TPA is still under
development and in future work, in addition to cover the TSS functions not yet supported (e.g.
migration), we plan to enhance the local storage to support privacy-sensitive measurement logs,
extend the backup-restore functionality to keys, as well as increase the number of measure-and-
use features to other common functions (e.g., load configuration files or cryptographic material).
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Chapter 12

Trusted Infrastructures

Chapter Authors:
Michael Grone, Norbert Schirmer (SRX)

In this chapter we present the trust model, functionality and architecture of Trusted In-
frastructures (also referred to as TrustedInfrastructure (Sirrix)) and its cloud specific Trusted
Virtual Domain (TVD) and information flow control mechanisms. Today’s information
systems still lack efficient protection against both outsider and insider threats. Targeted
malware attacks and data leakages are the most visible examples of these increasing threats.
Today, IT infrastructures are shared, distributed, and heterogeneous. They extend into Cloud
Computing. Thus, a comprehensive approach to endpoint and information flow security by
using TC technology is needed.

12.1 Introduction

Organizations often struggle with the challenge that employees have to use IT systems for dif-
ferent tasks with different security requirements. They have to deal with confidential data while
they are also working on data and documents that are supposed to be shared with others. Em-
ployees perform different tasks with different entitlements (e.g. roles), for example using In-
tranet services, editing unclassified documents, as well as editing classified documents, such as
patents or accessing the Internet. Each of these kinds of tasks has different security require-
ments. In security-critical environments such as military and government, classified documents
are isolated by using physically separated computing environments. However, in typical en-
terprise environments users perform these tasks using one computing environment providing
a questionable isolation between them. Instead we can observe the opposite trend, i.e., more
and more infrastructures are shared for several tasks. Sometimes infrastructures are even shared
for multiple organizational units or even complete enterprises. For example, Cloud Computing
providers offer Infrastructure as a Service (IaaS) for different customers on the same hardware
platforms. While this provides more flexibility for the provider and is cost-efficient for the user
of a Cloud Computing based service, it increases the security problems organizations have to
deal with in order to isolate data of different workflows and to fulfil confidentiality demands if
sharing data is required. In addition, employees may use mobile computing platforms which
are not always under control of the organization’s domain. Sending documents to private com-
puters in order to work from home, and later bringing them back into the organizational domain
is also not unusual. If private computers are not protected sufficiently, confidential data may
leak or malware may enter the organization due to such a data transfer. [CLM " 10] In this con-
text, security concerns become even more urgent when mobile storage devices, such as portable
hard drives and USB memory sticks, and cloud storage, like Amazon S3, are used, which offer
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additional flexibility for the accessibility of data across multiple working locations and devices
[CLM™09]. This needs to take into account diverse security risks with regard to the data stored
on the storage devices. For example, mobile storage devices can easily be lost or stolen, cloud
administrators may gain access to data, and consequently the confidentiality of data becomes
an issue. Once left unattended by the user, mobile devices can be manipulated with the goal to
break the integrity of the data or to disseminate corrupted data or malicious code once the device
is reconnected to the enterprise platform. In case of cloud storage the situation is even worse
since the user is not able to watch over his data. Many security solutions for mobile storage
devices adopted in practice rely on a mixture of different techniques. In fact, the choice of ap-
propriate mechanisms is guided by trade-off between their costs and offered benefits [BCG'08],
[PKMOS8]. Recent surveys show that existing security policies vary across organizations from
none to very restrictive ones disallowing those devices completely [Fab07], [NEOS].

It is possible to deal with all these security concerns in a still manageable way by using
Virtual Computing Environments which implement a trust anchor in hardware, such as TVD.

12.2 Infrastructure Overview

In a virtualized environment, different applications and services together with their underlying
operating systems are executed by different VM instances that share the same physical infras-
tructure, hardware platform, and network. Each VM instance runs in a logically isolated execu-
tion environment (which we call compartment), controlled by the underlying Virtual Machine
Monitor (VMM). In such an environment, the User’s work space is executed in a VM instance.
In the Trusted Infrastructure a central management component, called TrustedObjects Manager
(TOM) (ct. D.2.4.1, Chapter 9), manages a set of appliances, e.g. TrustedServers (cf. D.2.4.1,
Chapter 7) (cf. Figure 12.1).

All components, appliances as well as the TOM, are equipped with a TPM. When a compo-
nent is started the TPM is employed for secure booting to ensure the integrity of the hardware
and software (in particular of the security kernel) of the component. Moreover, the local hard
drives of a component are encrypted by a key that is stored within the TPM. Via sealing, the
component can only decrypt the local hard drives if the TPM has cross-checked the integrity
of the component. Hence only an integer security kernel can access the decrypted data. All
administrative tasks are controlled by the TOM, so on an appliance there is no need for manual
administration. Therefore no almighty administrator/root account is needed. This mitigates the
risks of malicious insiders such as administrators within the premise of the organization. The
TOM is in charge to deploy configuration data to the appliances. Via the Trusted Management
Channel (TMC) (cf. D.2.4.1, Chapter 9) the TOM ensures the integrity of an appliance using
remote attestation before transmitting any data. The communication between TOM and the ap-
pliances is secured by a trusted channel (also referred to as TrustedChannel (Sirrix)). Security
services within the TURAYA ™SecurityKernel then handle the configuration and ensure that
security policies are properly enforced by the component.

12.3 Trust Model

In this section we give a brief overview of the trust model of the Trusted Infrastructure. The
trust model is based on the idea of TC: implement the trust anchor in hardware. This Trusted
Platform Module is able to create secrets and to store and use them. Moreover, the TPM can be
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Figure 12.1: Schematic Trusted Infrastructure - TrustedServers managed by the TrustedObjects
Manager.

used to report the system status, for example to verify if certain safety protocols are in place or
if the compartment is in a predefined state.

Assumptions This description of all assumptions characterizes the security aspects of the
environment in which the components of the Trusted Infrastructure will be used or are intended
to be used.

e Trusted Organization Security Admin: The organization’s security administrator (in
TClouds terminology this is a User) of the management component is non-malicious.

e Untrusted Cloud Admin: The Cloud Admin of the cloud provider may be malicious and
has only remote access.

e Physical Access Control (Cloud Admin): The Cloud Admin of the cloud provider does
not have physical access to infrastructure components, e.g. to the Random-access mem-
ory (RAM) of the trusted servers. She has remote access only.

e Correct Hardware: The underlying hardware (e.g., Central Processing Unit (CPU), de-
vices, TPM, etc.) does not contain backdoors, is non-malicious, and behaves as specified.
See also "Physical Access Control’ assumption.

e Correct Software: The Trusted Computing Base (TCB) (Hardware, TPM, TU-
RAYA ™SecurityKernel and TOM) does not contain backdoors, is non-malicious, and
behaves as specified.
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12.4 Central Management

To get along with the trust model, a technical design has to be done that ensures data integrity,
confidentiality and availability. In this section we give a brief overview of the central man-
agement concept and its features. We describe the TOM, which is also the TVD Management
Component (cf. section 12.5). More details on the TOM component are described in Deliver-
able D2.4.1 (cf. D2.4.1, Chapter 9).

The TOM is the heart component of a Trusted Infrastructure in such way that it controls the
configuration of all appliances used in those infrastructures. Appliances typically are a piece of
hardware and software, conforming to a specification depending on the security solution: e.g.
for the TrustedServer component the appliances are the individual servers on premise or cloud
Servers.

The TOM provides the graphical user interface (GUI) to define TVDs and corresponding
intra-TVD and inter-TVD information flow policies. Moreover, the TOM manages the physical
infrastructure including networks, services and appliances (physical platforms). Since appli-
ances remotely enforce a subset of the overall security policy, a permanent trusted channel
[AGrS*08], [GPS06] between the TVD Management Component and its appliances is used for
client authentication, to check their software configuration using attestation, and to upload pol-
icy changes and software updates. Finally, the TOM creates an independent TVD-specific Root
Certificate Authority (CA) for each defined TVD.

The TVD Manager security service receives the TVD-based security policies on its appli-
ance from the TOM through the TrustedChannel Daemon and also security policy updates if
deployed by the TOM. The component contains a TVD policy engine which is able to enforce
the TVD-based security policies to each compartment that has the correspondent registered and
certified TVD membership.

12.4.1 Functionality
The main functionalities of the TOM are:

e Central Infrastructure Management: The TOM allows organizations to centrally man-
age their IT infrastructure.

e Central Security Management: The TOM allows organizations to centrally manage the
security policy enforced by the IT infrastructure.

e Public Key Infrastructure (PKI): The TOM provides a PKI for management and pro-
visioning of keys.

e Security Module: The TOM uses TPM (or Hardware Security Module (HSM)), e.g. to
check integrity.

e Crash Recovery: If a primary TOM fails, the user is always able to import backup data
into a backup TOM that was not known when the backup was created.

e Cold Standby: The TOM supports Cold Standby. When the primary TOM fails, a backup
TOM take over the role of the primary TOM by importing a backup of the primary TOM.

e Warm Standby: The TOM supports Warm Standby. When the primary TOM fails, a
backup TOM takes over the role of the primary TOM within a few minutes and with only
a minimal loss of configuration information.
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12.4.2 Management

The management of a Trusted Infrastructure is done through a Graphical User Interface (GUI)
that allows administrators to manage logical objects and the Trusted Channel that connects and
configures the appliances.

GUI-Based Management of Logical Objects
e User Management (authentication, authorization, add and delete users)
e Organization Management
e Site Management
e Appliance Management
e Network Management
e Server Management
e Cluster Management
e Cloud Management (single cloud)

e TVD Management

Trusted Channel / Trusted Management Channel
e Accept Connection
e Configure Appliances
e Update Appliances

More details on the Trusted Management Channel (TMC) component are described in De-
liverable D2.4.1 (cf. D2.4.1, Chapter 9).

Key Management

Trusted Appliances (e.g. TrustedServer) all have a TPM, their keys are only stored in a space
which is encrypted and sealed by a TPM (or equivalent hardware anchor, such as a HSM).
The TOM has a Root-CA or may use existent Root-CA of an PKI an organization has. TOM
generates two (root) keys per TVD: a signature key and a encryption key (asymmetric), which
is certified by the signature key. All appliances get the public key of the encryption key through
a trusted channel.

A possible service of the TOM could be the management of S3 credentials, which could be
saved into the sealed part of TOM and accessed only by Cloud Admins. This may be part of the
TOM part of the *Confidentiality proxy for S3° component described in Deliverable D2.4.1 (cf.
D2.4.1, Chapter 8). More details on Key Management in the TOM component are described in
the Deliverables D2.3.1 and D2.4.1 (cf. D2.3.1, Chapter 6 and D2.4.1, Chapter 9).
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User Management

The administrators of a TOM need to administer users in groups, roles etc. This is needed
for users in several TOM modules and for the administration users themselves. Different user
classes need to be managed: TOM-Administrators and organization-specific users. The syn-
chronization should be one-way, i.e., the TOM imports user information from ActiveDirectory
(AD) or LDAP and updates its local data base. The TOM may add attributes locally. Especially
the organization of users (groups, roles) should be synchronized with AD/LDAP. That is, an
AD-/LDAP-group should be mapped to a TOM user-group.

Cluster Management

TOM will provide features to manage a cluster of TrustedServers and allocated TVDs. Building
an automated, dynamic cluster infrastructure requires the ability to communicate, to collaborate,
to integrate network and application network infrastructure with the TOM. This shall include
the following functionalities:

e Migrate VM instances
e [.oad Balancing

e High Availability (HA)

Affected components are:
e TOM

e TrustedServer

Migrate VM Instances The Cloud Admin shall be able to migrate a VM instance from a
TrustedServer 4 to a TrustedServerg without interrupting service. This shall be realized trough
a manual drag and drop functionality in the TOM GUI and/or automated by a scheduler, e.g. for
scheduled backup and/or maintenance of a TrustedServer. The TrustedServer component, to-
gether with the storage and network components used in the TrustedInfrastructure shall support
and technically enable this. VM image and snapshots shall be saved in storage such as SAN,
only information in RAM has to be sent from TrustedServer 4 to TrustedServerp.

Load Balancing A load balancing functionality allows Cloud Admins to configure what load
should be reached on each TrustedServer min/mid/max and if needed, evaluate and configure
where to migrate VM instances. Therefore the TOM shall be able to monitor capacity for
TrustedServer,. The TOM then triggers an event that indicates a new instance is required
to maintain availability. How the TOM determines capacity limitations is variable and might
be based solely on VM status, data received from a load balancer, or a combination thereof.
Afterwards a new instance is launched via the TOM and the TMC. The TOM grabs the IP
address of the newly launched instance and instructs the load balancer to add it to the pool for
resources. The load balancer adds the new VM instance the appropriate pool and as soon as
it has confirmation that the instance is available and responding to requests, begins to direct
traffic to the instance. This process is easily reversed upon termination of an instance. Other
infrastructure components that are involved in this process must also be notified on launch and
decommission.
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High Availability (HA) High Availability (HA) is needed for the central management com-
ponent TOM, for TrustedServer appliances and for each of the VM instances. This shall be
realized through instant migration of VM instances and may be in hot standby mode.

Cloud Management

Based on Cluster Management the TOM will provide additional features to manage a
TrustedInfrastructure-based cloud. This means an virtual infrastructure management capabili-
ties with additional features:

e User-Interface

User-Model

Identity and Access Management (IAM) (maybe externalized)

VM image management

IP address management

Key management

Cloud Load Balancing

12.5 Trusted Virtual Domains

In this section we give a brief overview of the TVD concept and its features.

TVDs provide a key-concept of a secure IT infrastructure through offering a homogeneous
and transparent data protection and enforcement of access control policies on data and network
resources. TVDs are a suitable framework for the implementation of secure multi-domain /
single-infrastructure computer networks such as centralized data centers, where computational
resources from different owners share the same physical infrastructure, or a single organiza-
tional Local Area Network (LAN) that spans over different offices, branches or functional areas
[CLM™10].

Amongst the strengths of TVDs is the transparent data protection and enforcement of ac-
cess control policies — platforms and users logically assigned to the same TVD can access
distributed data storage, network services, and remote servers without executing any additional
security protocols, while the resources belonging to different TV Ds are strictly separated. Those
resources remain inaccessible for unauthorized participants. Moreover, data that is stored on
mobile storage devices is automatically protected by encryption and can only be decrypted
within the same TVD the device has been assigned to. Hence, users cannot forget to employ
encryption, and data on mobile storage devices such as memory sticks cannot be used outside
the TVD.

12.5.1 TVD Features Overview

A TVD is a set of compartments that trust each other, share a common security policy and en-
force it independently of the particular physical hardware platform they are running on. More-
over, the TVD infrastructure contains the hypervisor, also called VMM, and the physical com-
ponents, such as CPU, memory, and hardware security modules, on which the compartments

TClouds D2.1.1 Page 128 of 177



D2.1.1 — Technical Requirements and Architecture for Privacy- Tc!gugs

enhanced and Resilient Trusted Clouds

rely to enforce the policy. In particular, the main features of TVDs and the TVD infrastructure
are [CLM"10]:

1.

Isolation of execution environments: containment boundaries to compartments from
different TVDs are provided by the underlying secure hypervisor (Security Kernel and
VMM), allowing an isolated execution of several different TVDs on the same physical
hardware platform.

Trust relationships: a TVD policy defines which platforms (including secure hypervi-
sor) and which compartments (on top of these platforms) are allowed to join the TVD.
For example, platforms and their virtualization layers as well as individual compartments
can be identified via integrity measurements taken during their start-up.

. Transparent policy enforcement: the secure hypervisor enforces the TVD-based secu-

rity policy transparently from the user or any applications running within compartments.

Secure communication channels: Compartments belonging to the same TVD are con-
nected through a virtual network that can span over different platforms and that is strictly
isolated from the virtual networks of other TVDs. Depending on the application scenario,
different mechanisms, such as Virtual Private Network (VPN) providing encryption, can
be used to secure the communication.

. Information flow control: information can only flow between compartments belonging

to the same TVD. This is defined by the information flow policies. There can be only one
information flow (directly) between two end points.

Central management: main feature of the Trusted Infrastructure: different TVDs, their
infrastructure, trust relationships, and security policies are centrally manageable. Cen-
tralized infrastructure management allows registration and authentication of all hardware
platforms, security services and VMs. System-wide Security Policy Management defines
allowed information flows between TVDs, Network Access Control (NAC) within TVDs,
and user & role based policies.

12.5.2 TVD Architecture Overview

In this section the architecture overview, as well as its main components, are described. Figure
12.2 shows an example of the TVD architecture with two organizations, Organization, and
Organizationp, and three TVDs, TVD; to TVD3;. Compartments belonging to different TVDs
are strictly isolated, as well as organizations are.

The main components of a TVD-based architecture are:

e Compartment: a compartment is an active entity such as a VM or an application running

in a VM. Attributes of a compartment are the name, the assigned TVDs and version.

e Organization: an organization defines a security policy based on a set of TVDs and

information flows between them. Organizations are strictly isolated. Attributes of an
organization are name, TVDs, information flows and users and roles.

e Trusted Channel: a standard approach for establishing secure channels over the physical

network, e.g. the Internet, is to use security protocols such as Transport Layer Security
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Figure 12.2: Overview of TVD architecture with logical view of three TVDs distributed over
two physical platforms with four compartments and the physical deployment of the TVD com-
ponents.

(TLS) [DRO6] or Internet Protocol Security (IPsec) [KS05], which aims at assuring con-
fidentiality, integrity, and freshness of the transmitted data as well as authenticity of the
endpoints involved. However, secure channels do not provide any guarantees about the in-
tegrity of the communication endpoints, which can be compromised by malware. Based
on security architectures that deploy Trusted Computing functionality, one can extend
these protocols with integrity reporting mechanisms. Such extensions can be based on
binary attestation or on property-based attestation. [CDE™ 10]

In the context of the TVD architecture the Trusted Channel Daemon establishes a secure
management channel with configuration authentication between the 7VD Management
Component and the Security Kernels on the platform tht hosts the VMs.

Trusted channels are mainly used for mutual authentication between the Security Kernel
and a remote management entity, the 7VD Management Component. A trusted channel
transfers the public key certificate of the TVD Management Component to the Security
Kernel, and authenticates the Security Kernel to the TVD Management Component using
a unique identity derived from the TPM, a part of the hardware platform, and an integrity
proof using remote attestation.

Security Requirements:

1. Confidential, integer, and authentic channel to the management component

2. Remote attestation of the appliance’s configuration

Functionality:

1. Registration and certification of appliances for TVD membership
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2. Compartment download and update
3. Security policy updates
4. Security kernel updates

5. Backup and key storage

e Information Flow Manager: the secure hypervisor / SecurityKernel provides secure
communication for intra-TVD information flows between local compartments and exter-
nal entities by enforcing the TVD-based security policy. The Information Flow Manager
component enables inter-TVD information flow by ensuring the enforcement of informa-
tion flow policies and obligations if an information flow is permitted. An information flow
policy includes information flow rules which are evaluated through a decision component
in the Information Flow Manager. An inter-TVD information flow is only permitted if
the evaluation leads to a positive result.

e VPN: the VPN security service provides encryption to secure the communication of the
compartments by building up secure communication channels. Compartments on differ-
ent platforms belonging to the same TVD are connected through this virtual network that
is strictly isolated from the virtual networks of other TVDs.

12.5.3 Functionality and Management

In this section the functionality and management of TVD-based Trusted Infrastructures are
described.

TVD-based Policies

TVD-based security policies include TVD attributes and information flows between TVDs.
Those TVD-based policies are managed through the graphical user-interface (GUI) of TOM,
which provide a tree of TVDs an Informational flow which could be described, configured and
allocated per drag and drop mechanisms.

TVD policy model: since a TVD is a labeled security domain a TVD Policy is the machine-
readable security policy of such a security domain that specifies all components that can be ad-
mitted to a TVD. It contains a basic form of access control rules and specifies the configuration
of the TVD resources, such as virtual network. [CDE"(09]

A TVD has the following (universal) attributes (non-exhaustive enumeration):

1. ID (internal and never shown to the user)
2. name

3. color (RGB 3*8bit for visualization of the TVD; it is expected that the color will be also
used to illustrate information flows inside the management component of the TVDs)

4. validity period (i.e. how long it can be trusted that the cached information is correct
when the appliance is not connected to a TVD Management Component)

5. CA(one for all or one for online and one for offline communication)

(a) certificate
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(b) private key
6. encryption settings for online and offline communication:

(a) IPsec settings

1. Mode

ii. key lifetime

iii. cipher

iv. hash

v. group and Perfect Forward Secrecy (PFS)

(b) file encryption settings

i. method

ii. cipher / algorithm
iii. modes of Operation
1v. file type

(c) platform properties (identities of the platforms that can host compartments of this
TVD)

i. platform identity
ii. has TPM
iii. accessible by identity / user / group / role *

TVDs have back pointers to the organization containing them and include basic access con-
trol rules which are based on users and roles which need a User Management and Role Manage-
ment component, e.g., an external Identity Management (IdM) System which is queried by the
TVD Management Component. The platform properties attribute never leaves the TVD Man-
ager and specifies the identity of the platform that can host TVD compartments. The TCB of
such a platform is remotely attested by the TVD Management Component: if it matches one of
the platforms included in the platform properties, then the trusted channel is established.

The platform identities are specified as collections (platforms) of references to reports, gen-
erated by TPM. In this context, reports are, e.g., binary measurements. The reports therefore
represent building blocks for a white list of allowed platforms. The identity clause for each
TPM defines how these reports shall be authenticated by the remote attester. For example, it
could be the fingerprint of the public part of the AIK, (or its X.509 certificate) used for the
attestation. More details on Key Management in TVD-based infrastructures are described in
Deliverable D2.3.1 (cf. D2.3.1, Chapter 6).

The TVD Policy is sent to computing platforms via trusted channel and is handed out to the
TVD Manager that will spawn and configure the Security Services with the policy settings. The
latter are then used to set up the TVD networks and to check whether a VM can be admitted
to the TVD or not. Allowed TVD compartments are expressed as collections (platforms) of
references to reports (as for nodes) to be matched and to resources to be attached to the VM,
like logical networks and storage volumes. The configuration of each resource is also specified:
usual Internet Protocol (IP) parameters and the encapsulation type (Virtual Local Area Network
(VLAN) tagging, [Psec, etc.) for networks, the volume parameters and security features to apply
for storage, like encryption. Other virtual resources with their configuration can be specified:
they can also be indirectly attached to VMs, like virtual switches or VPN setups. [CDE"09]

TClouds D2.1.1 Page 132 of 177



D2.1.1 — Technical Requirements and Architecture for Privacy- Tc!gugs

enhanced and Resilient Trusted Clouds

The TVD Policy format allows the complete definition of TVD components and resources
and can be further extended, e.g., to specify new types of resources. The structure of collec-
tions of reports simplifies the description of the allowed systems and makes it more compact.
However, if the list of systems is large, evaluating a system against the policy during a remote
attestation may require a considerable amount of time; this aspect requires further tests and
analysis. XML-based policy languages may be unsuitable for implementing minimized com-
ponents, e.g., the trusted channel, because they require the usage of large libraries. A simple to
parse text format is required to express TVD-based security policies. [CDE(09]

12.6 Inter-TVD Information Flow Control

TVDs provide a secure infrastructure that enforces transparent information flow control on data
and network resources through isolation mechanisms in a manageable fashion. The challenge
is to expand the TVD technology with inter-TVD information flows based on policies which
explicitly allow sharing of information between strictly isolated security domains. Everything
exchanged between two TVDs, such as clipboard information or files, is called an information
flow. Such an information flow has to be explicitly allowed by a decision component and to be
enforced by an enforcement component. Both are part of the Information Flow Manager. The
decision is done by evaluating an information flow policy.

12.6.1 State of the Art

A standard way to protect information flowing between different security domains is to provide
access control mechanisms on every system information objects are located. This protects the
information from unauthorized access. The information is only accessible if the identity, e.g.
a human user or an IT system, is authenticated to the system and authorized to access the
information, e.g. by a role and included privileges to access a selected file or service. Various
software-based Identity and Access Management solutions exist on the market. They normally
support Role-Based Access Control (RBAC) with privilege management functionalities.

The main problem of those access control systems and the implemented techniques is: once
the authorization is done, the access is permitted and an authorized user can take full control of
the information and, e.g. copy it on a mobile device so the protection is gone if this device is
plugged into a system of another security domain with a different security level.

In addition to IAM solutions, which provide user management, privilege management and
access control there are several Information Rights Management (IRM) products on the market
today. Such products use data flow control mechanisms to handle the shortcomings of previ-
ously mentioned systems in case of outsourcing and information sharing between security do-
mains. They promise to ensure automated protection of information, so information that needs
to be shared can be protected automatically and without human intervention. One problem of
IRM products is that the needed rights enforcement agent is running on untrusted hardware and
there is no isolation between other applications running on the same operating system.

TVDs cover the shortcomings of IRM products with a trusted infrastructure, isolation mech-
anisms and information flow control between security domains and are well established today.
However, at best of our knowledge, inter-TVD information flows are not possible since TVDs
are strictly isolated through a secure hypervisor. The challenge is to improve TVD-based tech-
nology such as Trusted Infrastructure with a information flow control mechanism for inter-TVD
information flow, e.g. to enable data exchange in collaboration scenarios such as typical out-
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sourcing or Cloud Computing. In a TVD-based infrastructure data is transparently encrypted
and bound to the TVD.

For example storing data on an USB device will result in an encrypted file on the stick which
is automatically decrypted when the stick is used from the same or another compartment in the
same TVD. If it is used in another TVD only the encrypted data is visible. So there can be
data flow between different TVDs in the sense of encrypted data being visible in another TVD,
but no information flow since the data can only be encrypted in the same TVD. The goal is
to weaken this strict isolation and allow controlled information flows between different TVDs,
without losing confidentiality of information.

12.6.2 Requirement Analysis

To reach the goal of a secure and manageable inter-TVD information flow this should be enabled
and governed by a new component, the Information Flow Manager, which is not available in
actual TVD-supporting architectures. This component complements the existing infrastructure
and realizes a policy engine with a policy decision point and a policy enforcement point. Also
there is the need of a suitable information flow policy framework which allows defining rules
which use attributes such as system or user properties (e.g. available encryption and roles) to
define when an information flow must be permitted.

Figure 12.3 shows an example of an information flow between two TVDs and the supporting
architecture. Note here that evaluating an information flow policy, if applicable, always leads to
a positive result. It allows an information flow and does not prohibit one. All information flows
that are not covered by an information flow policy are implicitly forbidden.

TVD-based Isolation TVD-based Isolation
Purple
—> Compartment 1
(TVD 1) 5 <
[N =]
[Ty
———————————————————————————————————————————————————————— h |l c0
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Figure 12.3: Example of an inter-TVD information flow between two TVDs on different plat-
forms and supporting security services such as TVD Manager and Information Flow Manager.

TVD Manager The TVD Manager component receives the TVD-based security policies on
its appliance from the central TVD Management Component through the Trusted Channel Dae-
mon. The component contains a TVD policy engine which is able to enforce the TVD-based
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security policies to each compartment that has the correspondent registered and certified TVD
membership.

Information flow An information flow describes inter-TVD data exchange and has the fol-
lowing attributes:

1. ID
2. source (a TVD: foreign key/reference)
3. target (another TVD: foreign key/reference)

4. information flow policy

Note here that an information flow policy is always positive. It allows an inter-TVD in-
formation flow and does not prohibit one. All inter-TVD flows that are not covered by an
information flow policy are implicitly forbidden, TVDs are strictly isolated.

Information Flow Manager The Information Flow Manager component enables inter-TVD
information flow by ensuring the enforcement of information flow policies and obligations if an
information flow is permitted. This component determines and applies (decision and enforce-
ment) the current information flow policy depending on the current TVD ID of the compartment
as stated by the TVD Manager. The Information Flow Manager is located in the secure hyper-
visor layer and is running as a security service.

Information flow policy framework and language An information flow policy includes in-
formation flow rules which are evaluated through the decision point part of the Information
Flow Manager security service. An inter-TVD information flow is only permitted by the deci-
sion point if the evaluation leads to a positive result. Since information flow rules are always
positive an information flow needs at least one applicable rule to be permitted. It has to be
surveyed, which kind of language is needed to define and manage information flow policies.

Obligations If an inter-TVD information flow is permitted, then an obligation, set in an in-
formation flow rule, may be enforced before or after the information flows. An obligation is an
operation which is set in an information flow rule and will be performed by the policy enforce-
ment in conjunction with the enforcement of a decision about an information flow. Examples
of obligations that might be expressed in an information flow rule are:

1. Ask - The user initiating the information flow has to confirm the information flow.

2. VirusCheck - Check the information for viruses and allow the information flow only if
no viruses are found.

3. Log - The information flow will be logged. This may be configured further as to what
attributes are logged.

4. CheckUser - Only specific users are allowed to initiate the information flow.
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The list of obligations is not meant to be exclusive, but rather gathers a basic set of obli-
gations which are enforced before or after an information flow is permitted. The information
flow policy and the respective components should be designed in an extensible way to allow the
integration of more obligations that may be required in the course of the project. Examples of
such extensions are anonymization of data or obligations on the file type, e.g. information flow
is permitted to a user but only if the file type is “pdf*.

Enforcement of information flow policies An information flow is allowed by the decision
point, which is part of the Information Flow Manager, if it at least conforms to one valid in-
formation flow policy. This is the case if at least one information flow rule results with true.
Otherwise the information flow is declined. There is an invariant for every information flow:

e source.organization == target.organization

The offline validity, the time that the computing platform may be offline from the TVD Man-
agement Component and still trust the configuration, is the minimal offline validity of source
and target, because an illegal information flow may break confidentiality with the source and
integrity with the target, so both may be affected by an illegal information flow. The Informa-
tion Flow Manager enforces every information flow policy that was deployed by the external
TVD Management Component. Information flow objects may have redundant back pointers to
the organization containing them.

Enforcement of obligations If an information flow is allowed by the Information Flow Man-
ager one or more applicable rule(s) could define an obligation and when it has to be enforced.
If an obligation, e.g. a VirusCheck, has to be enforced on the source TVD before data is send to
the target TVD, then the enforcement point has to invoke the Anti-Virus-Software in a special
compartment, wait for the result and if the file is not positive for malware, then enforce the
information flow. If the file is positive for malware, then no information flow should allowed
and the user compartment should be inform the user of what happened. This is another possible
obligation which has to be enforced only if the VirusCheck obligation had a positive result. A
Log obligation could have to be enforced before or after an information flow was allowed. For
example an information flow rule could state, that all information flows, a special role (or group
of users) with a special target initiate, have to be logged before the information flows between
the source and target. Further, such a rule may state, that the information flow is commited
only if the logging-service return to the enforcement point that the logging has been completed
(another dependent obligation).

Policy management tools On the one hand an information flow policy framework as de-
scribed above needs a feature-rich policy management with tools to define those policies and
rules, on the other hand there should also be visualization tools and auditor tools. In scenarios
with a high number of TVDs and information flows between them there is a need to check the
policies and rules. An auditor tool as part of the policy management simplifies the analysis and
validation process of information flow policies.

Users of the policy management tool can analyse information flow policies and their effects
by writing and submitting a wide range of queries to the auditor component. The types of
queries may be:

1. Who (user/role) can initiate a specific information flow (source/target)?
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2. What obligations must be fulfilled if a user with role X is permitted to send files with file
type Y?

3. What obligations has a specific information flow (from TVD(ID) to TVD(ID))?

4. Under which obligation can the information flow be allowed?

12.7 Conclusion

We conclude that the features of Trusted Infrastructures as described here enable outsourcing
of infrastructures into an [aaS cloud without losing control of the components and trust into
such a infrastructure. Extensions to existing Trusted Infrastructures components which will
be developed in TClouds project will provide Cluster Management and Cloud Management.
Key Management, as fundamental part of Management of Trusted Infrastructures, could be
expanded in order to use Cloud Computing with multiple organizations. This is described in
Deliverable D2.3.1 (cf. D2.3.1, Chapter 6). TVD-based Information Flow Control techniques
and trustworthy components supporting these could solve problems some IRM products have
today and allow secure and privacy conform sharing of information, e.g. in storage clouds.

Figure 12.4 shows an example of an holistic TVD-based trusted infrastructure use-case with
information flows between different TVDs in different locations and on different platforms,
such as server, desktops and mobiles (see Figure 12.4).
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Figure 12.4: Overview of a TVD-based trusted infrastructure use-case.
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Chapter 13

Recursive Virtual Machines

Chapter Authors:
Allysson Bessani, Bernd Kauer, Paulo Verissimo (FFCUL)

13.1 Motivation

Virtualization has contributed to a better resource utilization of a machine. Its generalized use is
bound to be amplified by the emerging Cloud Computing paradigm. In fact, Cloud Computing
is essentially a business model, made possible by some technological advances that enable mod-
ularization of resources. Virtualization is probably the most important of these technological
capabilities and as such has been deserving considerable attention in cloud-computing related
research, since it is not exempt from drawbacks. One issue we address in this report is the
conflict between performance and security.

Virtualization was used to improve the security of a machine’s OS or applications:
hypervisors spawn virtual machines to protect the kernel code [SLQPO7] or application
data [CGL"08]; they provide a trusted execution environment [MLQ™ 10b] and implement fault
tolerance [BS95]; they detect intrusions [GR03] and help in analyzing them [DKC"02]. There
are different reasons why virtual machines are an appealing environment to improve an op-
erating system. First, they allow to execute the target OSes unmodified. This minimizes the
development effort and allows to reuse closed source software. Secondly, a virtual machine
provides an already established interface that is independent of OS APIs. Porting a solution to
another OS 1is therefore relatively easy. Finally, security-critical code can be protected against
attacks by relying on the virtualization layer for additional security defense lines.

A drawback of VMs is the performance overhead of a fully virtualized hardware architec-
ture. Fortunately, the introduction of hardware support for CPU virtualization [UNR"05] and
nested paging [BSSMO08] have significantly reduced these overheads [SK10]. Furthermore, they
have simplified hypervisor implementations, because they made older techniques such as binary
translation [AGSS10] obsolete. However, the success of hardware support has led to another
problem: operating systems themselves like to run hardware-accelerated virtual machines. Win-
dows 7, for example, relies on VMs to start legacy XP applications. The security layers now
compete with the OS to be the hypervisor, because the current hardware only supports one of
them in the system.

Such a restriction can be avoided by nesting two hypervisors [GR09, YDD*10]. One be-
comes the outer hypervisor (HV) and runs directly on the hardware, whereas the other one
will run inside the virtual machine the first HV provides. However, nested virtualization is
not sufficient, if more than two layers need to be available. Generalizing nested virtualization
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OSl HVl
VM, VM,

root HV

Figure 13.1: Recursive virtualization with three hypervisors. The root HV multiplexes the
hardware, whereas the other hypervisors wrap the OS to implement security functions.

leads to recursive virtual machines, where the nesting depth is only limited by the platform re-
sources [PG74]. Figure 13.1 shows an example where two OSes are running inside recursive
virtual machines. The first OS runs directly on the root hypervisor. The second OS is wrapped
by three hypervisors. The intermediate hypervisors (HV;, HV3) can be used to provide addi-
tional security features to the system.

Nevertheless, there is a major problem to be solved before the benefits of recursive virtu-
alization can be fully enjoyed. Previous work has argued that hypervisors based on hardware
architectures can not be efficiently nested, as the performance worsens exponentially with the
stacking depth [FHL196]. One challenge of this report is to show that virtual machines can in-
deed be stacked with a performance overhead that is (largely) independent of the nesting level.
Once this is solved, the doors are open for the design of advanced security mechanisms, and
this avenue will be further explored in the report.

Structure

The rest of this report is organized as follows: We first review related work (Section 13.2).
Then we analyze the overheads of existing nested VM approaches (Section 13.3). We introduce
a new design for recursive virtualization (Section 13.4) that avoids these performance penalties.
Furthermore, we suggest several ways in which to take advantage of high-performance recur-
sive virtualization to improve OS and application security, in Section 13.5. Finally, we draw
conclusions (Section 13.6).

13.2 Related Work

The theoretical requirements of recursive virtualization were first described in the 70s by Popek
and Goldberg [PG74]. Multiple hardware architectures were proposed to build recursive virtual
machines for example by Belpaire and Hsu [BH75].

More recent work has focused on nesting two VMs on top of hardware support for virtu-
alization. Graf and Roedel [GR09] show for the first time that nested VMs can be efficiently
implemented with AMD processors. Later, Yehuda at al. [YDD™10] extended nested virtual-
ization to Intel’s virtualization extension (VMX). They also described the folding of two layers
of nested page-tables and the use of direct device assignment to optimize the I/O path. For
more than two layers of virtual machines they assumed that the emulation of VMX can work
recursively. However, a recursive emulation leads to a cascade of traps, which is known for
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overhead that scales exponentially with the nesting level [FHLT96]. We show in this report
how this overhead can be avoided.

Poon and Moon [PM10] have proposed a hardware extension that reduces the overhead of
event delivery in recursive virtual machines from exponential to linear runtime. Our solution
does not rely on any hardware extension for synchronous events but still requires only linear
or even constant overhead. Furthermore, we will explain why their extension is insufficient for
asynchronous events such as interrupts.

In the meantime nested virtualization has become an established feature in x86 virtualization
environments such as KVM [YDD"10] or VMWare ESX [AGSS10].

From an operating system point of view, Fluke by Ford et al. [FHL"96], is most similar
to our work. Fluke is a software-based virtualizable architecture that provides recursive OS
containers or virtual machines. They aimed not at security but modularity and extensibility
of the operating system. Within the VMs, Fluke provides a virtualized system-call interface
instead of an existing hardware architecture. Interestingly, they excluded VMs and hypervisors
based on hardware interfaces for two reasons. First, they cause exponential overhead. Second,
they can not provide shortcuts in the chain of virtual machines. We will show in this report how
these two issues can be solved.

13.3 Nested Virtualization

Nested virtualization is a feature of a hypervisor that allows its VMs to act as hypervisors and
start virtual machines themselves. Even though a hypervisor might support only a single layer
of nesting, recursive virtualization can be implemented with this technique, if all intermediate
hypervisors support nested virtualization.

In previous sections we have claimed that nested virtualization should not be used as the
building block for recursive virtualization due to its low performance in deeply nested scenar-
10s. This mainly stems from the use of trap-and-emulate style of virtualization: The parent
hypervisor multiplexes the CPU between its child VM and the nested grandchild VM, by trap-
ping the virtualization instructions executed by the child and emulating their behavior.

In the following we will analyze the overheads of nested virtualization. This should give us
a better understanding of how the performance scales with the nesting depth and what problems
our design should avoid.

Classifying the Overhead

We can distinguish three classes of overhead when using nested virtualization multiple times:
constant, linear, and exponential.

Constant O(1) overhead occurs when an event can be completely handled within a sin-
gle layer (hardware or hypervisor) without causing further events. One example are untrapped
instructions, if we do not consider cache and TLB effects. Another example are trapped instruc-
tions such as cpuid that can be completely handled by the parent hypervisor.

The overhead scales linearly with the nesting depth n, if a single event is propagated through
the hierarchy: O(n). Such an event can flow down the hierarchy. One example is the delivery
of interrupts, where the parent hypervisors will propagate the IRQs to one of their children. The
event can also flow up the hierarchy. If a child programs one of its virtual devices, for instance
a timer, and the parent needs to program its timer as well, to emulate the side effects of the
original operation.
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AMD SVM Intel VT

clgi vmread (exit-reason)

vmload (child-state) vmread (exit—-qualification)
vmrun (child) vmread (instruction-pointer)
vmsave (child-state) vmread (instruction—-len)
vmload (parent-state) | vmwrite (instruction-pointer)
stgi vmresume (child)

Figure 13.2: Virtualization instructions usually executed by a hypervisor to handle a single
trap on AMD and Intel CPUs. A nested hypervisor will need six virtualization instructions to
emulate one virtualization instruction from its child.

The worst case are cascading effects which will lead to exponential overhead: O(b™) with
a branching factor b >= 2. This can happen if a single event of a child causes the parent to
generate multiple events of the very same type. One example are the emulation of virtualization
instructions. Figure 13.2 shows that emulating a single virtualization instruction requires the
parent to execute six virtualization instructions itself for the AMD and Intel versions of x86
CPU-virtualization extension. A grandparent that emulates these six instructions would already
need 36 of them. Another example is the page-table lookup in multiple layers: a single memory
operation can result in five memory accesses' with a four-level page-table and in 25 when two
layers of page-tables are involved [BSSMOS].

Nesting Limit of VMs

Based on these observations we can now estimate the maximum number of virtual machines
that can be nested until the system will only handle interrupts and will not make other progress
anymore. Since the exponential part has the most influence, we will ignore the constant and
linear overhead in this estimation.

We assume a simplified scenario of nested virtual machines: At the beginning the deepest
VM runs. When an external interrupt, such as a scheduling timer tick for the deepest VM, ar-
rives at the root hypervisor all nested VMs are stopped. The nested hypervisors then recursively
forward the timer interrupt and resume its virtual machines. This generates an exponential num-
ber of events depending on the number of virtualization instructions used in a single layer to
resume a child VM. This number is equivalent to the branching factor of the event tree.

We now calculate for this scenario the maximum number of virtual machines that can be
nested and still sustain a given interrupt rate. We vary the IRQ frequency between 1 Hz and
1000 Hz and consider a branching factor between 2 and 10. We assume a 3 GHz machine
that can handle a single trap of a virtualization instruction within 1000 cycles. This is slightly
faster than what was previously reported [SK10]. Furthermore, we do not take into account that
handling certain traps will be more costly than others.

Figure 13.3 shows the results of our estimation. If we are interrupting the virtual machine
once every second and assume a branching factor of six, to emulate the six instructions from
Figure 13.2 to resume a virtual machine, we are restricted to nine nested VMs. If we assume a
more realistic frequency of 1000 Hz for a scheduling timer, we cannot nest more than five VMs!

'Excluding access- and dirty-bit updates.
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Branching | Interrupts per Second
Factor 1 10 100 1000

2 22 19 15 12

4 11 10 8 6

6 9 8 6 5

8 8 7 5 4

10 7 6 5 4

Figure 13.3: Maximum number of nested VMs for different branching factors that can sustain a
given interrupt frequency. Calculated for a 3 GHz machine where a single trap can be handled
within 1000 cycles.
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Figure 13.4: Event-flow within three levels of VMs. With nested virtualization (left) an event
causes an exponential number of traps to be forwarded through the hierarchy. In our design
either the root hypervisor can handle the event itself (middle) or it forwards it directly to the
upper layer (right).

13.4 A Novel Design

The previous section has shown that nested virtualization cannot be used as building block for
recursive virtualization, because exponential overheads limit it to a handful of nesting levels.
Any design for recursive virtualization should therefore avoid any exponential overheads. In
this section we present a novel design that achieves this.

The core idea of our design is the following: instead of repeating the support for nested
virtual machines in every layer, we just implement recursive VMs in the root hypervisor. This
approach has several advantages. Foremost, all virtualization instructions can be already emu-
lated at the root and need not to be propagated trough the hierarchy. Other virtualization events
can be directly forwarded to the right upper layer, since the root hypervisor knows all VMs in
the system (See Figure 13.4). Furthermore, the root hypervisor can aggressively cache interme-
diate values to reduce the overhead. Finally, upper layers can be simpler as they do not need to
be involved or in most cases even aware of recursive VMs. In the following we will describe
how we implement this idea.

13.4.1 CPU Virtualization

If an upper layer parent wants to start a child VM, it uses an architecture specific instruction,
such as vmrun. This instruction traps to the root hypervisor which can not directly execute
it on behalf of the parent, since the child VM state is specified relative to the parent VM. For
example, the memory for the new VM is a subset of the parent address space, but to execute a
VM on a physical CPU, its memory has to be taken from the host memory.

Thus, the root hypervisor synthesizes for the child VM a corresponding shadow VM that can
be directly executed on the hardware. This approach is similar to a shadow page-table algorithm,
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where the hardware is using shadow page-tables synthesized by the hypervisor, instead of guest
specified page-tables.

Creating Shadow VMs

Shadow VMs are created by merging the parent and child VM state in the following way:

e All guest state is directly taken from the child. For example the CPU registers, the event
injection, and the exit information are reused unmodified.

e The access rights to the platform resources are calculated by taking the intersection of
both VMs’ access rights. The two nested page-tables for example are folded and the two
I/O permission bit maps are AND-ed together. We thereby guarantee that the parent can
isolate its child VMs and that a child has no more rights than its parents.

e The intercept bitmaps of instructions, exceptions and asynchronous events for the shadow
VM are the union of what both VMs would use. This makes sure we do not lose any event
the parent or the grandparents are interested in.

Please note that the hypervisors can be used unmodifed, as no support is needed from them for
creating shadow VMs. Furthermore, merging is independent of the VM nesting depth, since
only the parent and child state are involved. A hierarchy of virtual machines is flattened into a
single layer by the root hypervisor by applying this process recursively.

Lazy and Eager Merging

Merging can be an expensive operation, as it might touch several megabytes of memory. We
therefore optimize this process through lazy merging. The nested page-tables are a good exam-
ple for this. In the beginning the shadow VM starts with an empty nested page-table. Whenever
the VM accesses memory that is not present, the root hypervisor will observe a nested page-fault
and merges the corresponding page-table entries. In fact all resources can be lazily merged, if
their absence generates a trap to the root hypervisor and if the operation that caused the trap
can be resumed. This includes I/O permission and MSR bitmaps but excludes the /O MMU
page-tables, because DMA operations are usually not restartable.

Recursive virtualization with an Intel VT interface can also benefit from eager merging:
Because the root hypervisor observes all updates (vmwrites) to the child VM state, it can
directly merge the data into the shadow VM. When the child should run, the shadow VM can
be activated without the need to merge anything anymore. This drastically reduces the runtime
overhead since only the subset of the state that was modified has to be merged.

Forwarding Virtualization Events

The root hypervisor receives all virtualization events and has to forward them to the correct
upper-layer hypervisor. If a virtualization event occurs, the root hypervisor inspects the original
intercept bitmaps of all parents of the currently running virtual machine. Inspection is done in
either top-down or bottom up direction, depending on the type of event. Asynchronous events
such as interrupts, and machine check exceptions are delivered bottom-up and synchronous
events, such as exceptions and instruction intercepts, are delivered in a top-down manner. The
first intermediate hypervisor that has the corresponding bit in the intercept bitmap of its child set
will receive the event. The overhead for event delivery scales at most linearly with the nesting
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Figure 13.5: Bridging cascade (left) vs. direct assignment of virtual NICs (right). Traditionally
every virtualization layer implements a bridge to multiplex its network card with his child VMs.
This forces packets through a deep bridging cascade. In our design the root layer can emulate
multiple virtual NICs and recursively assign them to upper layer VMs. Thus only a single
bridge is involved in network packet handling.

depth, because only the state of the current VM and its parents has to be inspected. Please note
that we do not require an interface extension for this, in contrast to previous solutions [PM10].

Event delivery can also be performed in constant time, because the destination for an event
can be cached in a per shadow VM lookup table, if the root hypervisor can observe all state
updates that invalidate this cache. This holds true for example with Intel VT based VMs, where
only vmwrite instructions, which are emulated by the root hypervisor, can be used to modify
VM state.

13.4.2 1/0 Virtualization

The 1/0 path can have a huge influence on the overall performance of a virtualized system.
[YDD™10] has shown that directly assigning a hardware device to a nested VM improves the
performance, because hypervisors are no longer involved in most device operations. A register
access for example will not cause a trap anymore, but will go directly to the hardware. Further-
more, DMA requests issued by a device are validated with an I/O MMU. This restricts DMA to
the memory of the nested VM which drives the device. This allows to put drivers in untrusted
VMs while still protecting the hypervisor from DMA attacks. Thus, we also use this technique
and directly assign physical devices to recursive VMs.

However, not all VMs can benefit from direct assignment because there are usually more
VMs than hardware devices in a system. This holds especially true where saving physical re-
sources is one of the main incentives such as in server consolidation scenarios. Therefore, we
also assign virtual devices through the VM hierarchy. The root HV, for example, can create
multiple virtual NICs, which are recursively given to upper level VMs. In this way a received
packet needs to be bridged only once, instead of going to a bridging cascade (See Figure 13.5).
Since every bridging usually involves a copy of the packet, the performance gain of this ap-
proach will be significant.
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Deep Intercepts

Direct assignment of virtual devices allows to implement shortcuts between different layers.
Say for example a layer two (L2) hypervisor implements a virtual network card for a L3 VM,
that is directly assigned by L3 to L4 and by L4 to LS. If L5 accesses a register on this virtual
NIC, it will trap to the root hypervisor which forwards it to L2, thereby removing L.3 and L4
from the chain.

This example leads us to the deep intercept problem of recursive VMs: In some point in
time L2 needs to handle a trap from LS. However, L2 does not known L5 directly, but for
handling the trap it needs to access the state of L5. One reason might be to figure out which of
the memory it has given to L3 is available to L5. Therefore, L2 has to be able to recover the
state of L5 by just looking at its direct child L3.

To handle deep intercepts a HV needs to know whether its child runs a nested VM and
where the state of this VM can be accessed. Unfortunately, neither Intel’s VT nor AMD’s
SVM currently provide these two pieces of information. Because we want to support deep
intercepts for performance reasons, we extend the virtualization interface in the following way:
We introduce a new VM running exit reason to decide whether the VM has exited or if it is still
running and a nested VM has caused this exit. Furthermore, we publish the VMCS pointer of a
VM in its shadow VMCS for Intel VT based VMs. This makes it accessible to its parents via
vmread. On AMD SVM, we use the RAX register which already points to a child VMCB if
the last operation of the VM was to run a child. These two simple extensions are sufficient for
a hypervisor to search for the nested VM that caused the trap and handle it.

IRQ Forwarding

We rely on direct assignment and I/O MMUE s to speed up the control and data path to a device.
This leaves interrupts as the the biggest cause for the remaining overhead [YDD™10]. In fact,
interrupt (IRQ) delivery is the only operation that still goes through the VM hierarchy. It is
therefore desirable to minimize the number of IRQ forwarding steps. Another approach would
be to reduce the interrupt frequency through IRQ coalescing. However, this causes a larger
latency which might be undesirable for certain applications.

An interrupt can be directly delivered to the leaf VM, if the root HV would knew to which
child VM the intermediate hypervisors will forward the IRQ and how they will translate the
IRQ vector. Vector translation is important with Message Signaled Interrupts, where a VM
can freely choose its destination vector for a device interrupt. Unfortunately, neither AMD
nor Intel currently allow to specify this information in their virtualization extensions. Related
work [PM10] has proposed a simple redirection bitmap that decides whether an interrupt is
forwarded or not. However, this is insufficient as it does not allow vector translation. Thus, to
optimize the interrupt path for recursive VMs we developed our own extension.

We extend the VM state with a pointer to an IRQ redirection table. This table is indexed by
the interrupt vector and reveals the destination vector and a pointer to a child VM. If the root
hypervisor should deliver an IRQ, it traverses the hierarchy of redirection tables until a leaf is
reached or a maximum number of forwarding steps is done. Limiting the number of lookups
avoids a DoS attack against the root HV, where an untrusted VM creates a loop inside the table
or a large number of VMs. At the destination VM the root HV sets the corresponding bit in
the virtual APIC IRR, as it cannot directly inject the IRQ, because the VM might be in an IRQ
shadow or even not running at all. If the virtualization interface does not provide a virtual IRR
register, it can be shadowed by the root HV. This hardware extension can drastically reduce
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the number of events even in single HV scenarios. Please note that we do not optimize the
handling of end-of-interrupts. In contrast to previous work [YDD™10], the overhead for them
is independent of the nesting depth in our design, because we can handle them locally in the
parent hypervisor.

13.4.3 Discussion

We solved the two issues mentioned by Ford et al. [FHL96] that made recursive virtual ma-
chines based on a hardware interface infeasible. Our design avoids the exponential overhead
caused by recursive trap-and-emulates, because the root hypervisor flattens the hierarchy and
handles all virtualization instructions itself. Furthermore, shortcuts in a chain of virtual ma-
chines can be implemented by directly assigning virtual devices through the hierarchy.

Our design shows that a hypervisor does not need to provide the very same interface to its
virtual machines which it gets from the underlying hardware. This is in-line with the observa-
tion that current hypervisors provide only a subset of the hardware functionality to their virtual
machines. Especially seldom needed and optional features, for instance CPU power manage-
ment, or FPU extensions such as 3DNow!, are usually ignored or only partially implemented.
A virtualized OS will still work by detecting missing features and adopting accordingly.

However, we can go a step further and extend or partially replace the interface by the one that
leads to the best performance for a given scenario. Announcing and supporting, for example,
nested paging for child VMs is possible, even if the underlying hardware does not support it.
We can also virtualize Intel VT extensions on an AMD CPU and vice versa. This has the nice
consequence that all hypervisors running on top of the root hypervisor can be simpler than
state-of-the-art implementations. If the root hypervisor provides a richer interface and already
supports for example recursive virtualization, nested paging and direct execution in real-mode,
there is no need to have support for nested virtualization, a virtual TLB, or a real-mode emulator
in the higher layers anymore.

Finally, the root hypervisor can easily benefit from hardware acceleration. This includes
our virtualization extensions, merging nested page-tables in hardware and providing a selec-
tive vmwrite intercept. Our design allows a clear upgrade path, where parts of the root HV
functionality can move step-by-step from software into the CPU.

13.5 Advanced Security Mechanisms

By solving the performance problem of hypervisor-based recursive virtualization we opened the
doors for the design of advanced security mechanisms. In the following we will shortly discuss
the different ideas:

TCB reduction
Recursive virtualization allows the fine-grained decomposition of the virtualization environment
into multiple hypervisors. This could even further reduce the TCB compared to [SK10].

Minimal Hypervisors

A minimal hypervisor has to reserve some memory for itself and can give all other resources to
a child VM. It can periodically wakeup or trigger on a register access to perform its (security)
task. Except for the initial configuration, it does not need to be involved in virtualizing the child
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VM. Furthermore, it does not need to virtualize devices, if it just assigns them to its child. This
should make a single upper-level virtualization layer very small.

Thin Security Layers

Thin virtualization layers will improve the security of legacy operating systems, without de-
grading performance. These layers can be independently developed from different parties and
later freely combined into a single system, because they implement the very same machine
interface.

Defense in Depth

Multiple security layers below the OS can provide in-depth barriers of several kinds, such as
firewall-like filters, wrappers, failure and intrusion detectors, etc.

Intrusion and Fault Tolerance

Sophisticated micro-middleware structures could achieve fault and intrusion tolerance of an OS
and upper layer hypervisors. Diverse replicas can be used to transparently mask intrusions,
and to provide fault-free support [VCNS09]. VMs may also be rejuvenated periodically for
proactive recovery [SBC'10] to heal potential intrusions.

Cloud computing

Fast recursive virtualization is especially interesting for a cloud-computing environment as it
provides security and flexibility with very little overhead. Supporting it in a cloud would allow
a user to freely select its hypervisor. It would improve diversity as multiple management layers
can coexist in a single system. Finally, it makes hypervisor updates easier, because it allows to
move a hypervisor one layer up and start the new version in parallel. Virtual machines can then
migrate locally from the old to the new version.

Further developing these ideas is part of ongoing work.

13.6 Conclusions

In this report, we showed that current approaches for recursive virtualization on x86 are plagued
by exponential overheads, and we proposed a new design that can avoid these overheads, scale
beyond a handful of layers and minimizes the burden for higher layer hypervisors.

Furthermore, we discussed that fast recursive virtual machines will open the field for new
security-related mechanisms. We advanced several ideas that concurred to this objective. We
are currently working to finish our implementation and evaluate the performance characteristics
of recursive virtual machines on x86.
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Glossary

Access Control

Access control describes a method which enables an authority to control access to areas
and resources in a computer-based information system. Access Control requires Authen-
tication to identify subjects that request access to an object.

Amazon Web Services

A collection of cloud services offered by the company Amazon.com, launched in July
2006, allowing their customers to rent entire virtual infrastructures (including computing,
storage, network, and maintenance services). It is one of the major providers of Cloud
computing today and focuses primarily on laaS services. The two best known and fun-
damental services are the Elastic Compute Cloud (ECtwo) computing service and the
Simple Storage Service (Sthree) storage service.

Arbitrary Failure

Is the encompassing category of all failure modes: failures that can be omissive, as-
sertive or both (see Failure Mode). It often used synonymously with Byzantine failure
(see Byzantine Fault).

Arbitrary Failure Models

Failure modes that specify no qualitative or quantitative bounds on failures of the compo-
nents. However, bounds on the number of components of the system which can fail are
inevitable, e.g., “only less than one third of the components can fail”. Arbitrary failure
assumptions are usually costly to handle, both in terms of performance and algorithm
complexity.

Attack

An attack is a malicious interaction with the system, performed with the objective of
exploiting one or more vulnerabilities. Examples are port scans and hacker attempts to
guess passwords.

Attestation

Attestation can be used to check the status of a computer system. Based on attestation the
1) authenticity of computer system and 2) the trustworthiness of the system’s hardware
and software can be determined.

Attestation Identity Key

When a user requires an Attestation Identity Key (AIK) the user wants its key to be
certified by a CA. Therefor the user sends three credentials through a TPM: a public key
credential, a platform credential, and a conformance credential.
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Authenticated Boot

During the boot procedure of a Trusted Computing Platform, a Chain of Trust is build,
starting with the Core Root of Trust for Measurements as anchor, to measure the platform
state after the bootstrap procedure. The measurement, in form of a cryptographic hash, of
the next component during the bootstrap, i.e. the next link in the chain, is taken before this
component is executed. The measurements are stored inside the Platform Configuration
Register of Trusted Platform Module. The chain include the BIOS, the bootloader, and
the Operating System kernel. In contrast to Secure Boot, the boot procedure will not
be aborted and a remote party must determine the trust it puts into the booted system
based on the measurements taken and Remote Attestation. On an Integrity Measurement
Architecture the chain is further extended into the userspace.

Authentication

Authentication is the act of establishing or confirming something (or someone) as au-
thentic, that is, that claims made by or about the subject are true. This might involve
confirming the identity of a person, program, or source etc. Identity can be proven by
three factors:

e Knowledge factor — Something the subject knows (e.g. password)

e Inherence factor — Something the has (e.g. ID card)

e Ownershop factor — Something the user is (e.g. fingerprint)

Authenticity

The property of en entity being “genuine”. For example, if a document or a network
message identifies its author/sender, it is authentic if it was truly authored/sent by that
entity. Authenticity is often tied to certain Authentication tests. When they have been
passed successfully, an entity is called “authenticated”.

Availability

Availability applies to assets. An asset is available if it is accessible and usable when
needed by an authorized entity. In other words availability is the readiness of the system
to provide a correct service. Attacks against availability are often designated DoS attacks.

AVI Composite Fault Model

The AVI composite fault model is a specialization of the fault — error — failure sequence
[VNCOO]. It describes the mechanism of intrusion in terms of three kinds of faults and
the mechanism that can lead to failure: vulnerability + attack — intrusion — error —
failure. The model gives insight into the mechanisms that can be used to tolerate these
faults avoiding failure, i.e., on how to ensure the security properties.

Byzantine Fault

The term is used in two senses. Byzantine faults can be a particular kind of arbitrary
faults studied in a classical paper by Lamport et al. [LSP82]. Today, the term is typically
used as a synonym of arbitrary faults.
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Certificate Authority

An entity that issues digital certificates which certify the ownership of a public key by the
named subject of the certificate. This allows others to rely upon signatures or assertions
made by the private key that corresponds to the public key. CAs are characteristic for
Public Key Infrastructure.

Chain of Trust

It is build by iteratively verifying the trustworthiness of the next link in a chain starting a
Root of Trust. The trust perimeter is automatically extended to the next trustworthy link,
based on transitive trust relationships established by a successful verification. Authenti-
cated Boot or Secure Boot are used to build a Chain of Trust at boot time of a system, but
also certificate chains build a Chain of Trust.

Confidentiality

Confidentiality applies to information. Confidentiality is the fact that it is ensured that
information is protected and that it is not made available or disclosed to unauthorized
entities. In this context, entities include both individuals and processes. Disclosure of
information is hard to detect so it is usually prevented/tolerated using cryptography.

Controlled Failure Models

Failure modes that specify qualitative and quantitative bounds on component failures.
For example, the fault model can specify that there are only crash failures (e.g., crash
of hosts) or omission failures (e.g., loss of packets in the network). This approach can
be realistic since it represents well how common systems work under the presence of
accidental faults only. However, it is very difficult to model the behavior of an attacker,
so specifying bounds on component failures in the presence of malicious faults can create
a problem of assumption coverage.

Core Root of Trust for Measurements
An immutable part of the system Firmware (i.e. BIOS) that acts as the Root of Trust for
an Authenticated Boot or Secure Boot.

Correct Service

A system or a component provides a service that is correct if it performs the intended
function. Conversely, a failure happens when a service offered by the system no longer
behaves as intended.

Covert Channels

Not to be confused with Covered Channels. Covert Channels are channels, that are used to
transport any kind of information between to entities that are not allowed to communicate.
This is done by e.g. exploiting certain physical characteristics or ’abusing’ meta data.

Denial Of Service

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS at-
tack) is an attempt to make a computer resource unavailable to its intended users. This
is usually done by accessing the resource through normal means, but in an extensive
amount.
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Descretionary Access Control

Is a technique to restrict access to objects based on the identity of subjects. DAC refers
to one category of access controls that subjects can transfer among each other, and MAC
refers to a second category of access controls that imposes constraints upon the first.

Direct Anonymous Attestation

A cryptographic protocol, enabling the Remote Attestation of a Trusted Computing Plat-
form whilst preserving the user’s privacy.

Endorsement Key

The key used in the process for the issuance of AIK credentials and to establish a platform
owner

Error

An error means that the system (or parts thereof) entered a state that deviates from the
state that would’ve been required to provide a correct service. Such a condition isn’t
necessarily observable from a user of the system and may not even have any noticeable
influence on the behaviour of the systems’ services during its lifetime at all. However,
if the error becomes visible at the system interface and affects its behaviour, a system
failure occurred.

Error Processing

Techniques and mechanisms that performed with error detection and recovery (e.g., in-
trusion detection and countermeasures) or with error compensation (e.g., error masking
using majority voting).

Failure

A behavior of a system that deviates from the intended function. The failure is a direct
consequence of an Error, but does not necessarily happen immediately after the error
occurred. If the error never influenced the subsequent system behaviour, it will also never
come to a failure. Moreover, a failure does not impose any special kind of deviation of
intended behaviour, like, e.g. a crash. Dependability aims at avoiding system failures.

Failure Mode

The way in which a component fails [Pow92]. Failures can be omissive (the component
does not do an action when it was supposed to do) or assertive (the component does an ac-
tion in a manner not specified). Omissive failures can be classified in timing failures (late
or early interactions), omission failures (missing interactions), and crash failures (stop
interacting). Assertive failures can be syntactic (incorrect format) or semantic (incorrect
meaning).

Fault Forecasting

Techniques and mechanisms that involve the evaluation of the history of fault occurrence
and activation in the system. This evaluation can be qualitative (identification of the faults,
components where they occur, environmental causes) and quantitative (probability, how
dependability attributes are affected).
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Fault Prevention

Techniques and mechanisms that aim to impede the occurrence or introduction of faults in
the system. Quality control techniques in the design of hardware and software are typical
fault prevention examples.

Fault Removal

Techniques and mechanisms used during the system development. They involve ver-
ification of dependability properties (including validation of the specification) and the
diagnosis and correction of problems. During the operational life, fault removal is made
in the context of system maintenance.

Fault Tolerance

Techniques and mechanisms that intend to make a system continue to deliver a correct
service despite the actual presence of faults. Fault tolerance involves both error processing
and fault treatment.

Fault Treatment

Techniques and mechanisms that that aim to avoid that faults are reactivated. It encom-
passes fault diagnosis (identifying the cause) and fault isolation (exclusion of faulty com-
ponents).

Fully Homomorphic Encryption

Fully Homomorphic Encryption is an encryption scheme, that supports operations in the
cipher text space to be equivalent to arithmetic operations in plain text space. That means
that for a FHE scheme ¢ the following holds: ¢(z) He(y) = e(x 4+ y) where H represents
an algebraic operation and + its plaintext counterpart. Moreover, a FHE scheme pro-
vides two algebraic operations (4, -) so that operations form a ring structure. However,
these concepts are still quite theoretical as their practical implementation remains far too
complex and exhibits poor performance. They are related to Garbled Circuits.

Garbled Circuits

Garbled Circuits allow the computation of an algorithm at an untrusted party while pre-
serving the confidentiality of the input to the algorithm, the computations performed
thereon and its output. The performance of GCs is quite decent. However, the gener-
ation of a GC is a complex process and its input can only be used once. Then, a new
GC has to be created to prevent replay-attacks. GCs are related to Fully Homomorphic
Encryption.

Hardware Security Module

These modules are physical devices with a secure cryptoprocessor targeted at managing
digital keys, accelerating cryptoprocesses in terms of digital signings and for providing
strong authentication to access critical keys. HSMs protect high-value cryptographic keys
trough (a) onboard secure generation, (b) onboard secure storage, (c) use of cryptographic
and sensitive data material, (d) offloading application servers for complete asymmetric
and symmetric cryptography. Such modules provide both logical and physical protection
of these materials from non-authorized use and potential adversaries. E.g. HSM in a PKI
environment: CA HSMs.
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Hybrid Failure Models

Failure modes that combine controlled and arbitrary failure assumptions. The idea is to
allocate different assumptions to different subsets of components of the system. With
hybrid assumptions some parts of the system can be assumed to exhibit fail-controlled
behavior, whilst the remainder of the system is still allowed to fail arbitrarily. This is
advantageous in modular and/or distributed system architectures subjected to malicious
faults. However, this approach is only feasible when the fault model is well substantiated,
that is, when the behavior assumed for every single subset of the system can be modeled
and/or enforced with high coverage. As a matter of fact, a system normally fails by its
weakest link, and naive assumptions about a component’s behavior can be an easy target
to attackers.

Hypervisor

See Virtual Machine Monitor.

Identity and Access Management

Techniques and mechanisms that attempt to realize management of digital identities, au-
thentication and authorization (e.g. User Management and Role Management) for Access
Control, provisioning, etc. E.g., Cloud specific AWS Identity and Access Management
(IAM) from Amazon.com as part of Amazon Web Services (AWSEntry).

Identity Management
See [AM.

Information Rights Management

A technology which protects sensitive information from unauthorized access.

Infrastructure as a Service

Provides virtual machines and other abstracted hardware and operating systems which
may be controlled through a service API. Examples include Amazon EC2 and Simple
Storage Service, Terremark Enterprise Cloud, Windows Live Skydrive and Rackspace
Cloud. (European Network and Information Security Agency (ENISA), 2009)

Integrity

The absence of invalid system state alterations. The expression “system state” should
be taken very generically. It may include data and code in a host, messages in the net-
work, and hardware configuration. Invalid alteration can be due to accidental faults (e.g.,
electromagnetic noise corrupting a network packet) or malicious faults (e.g., a hacker
corrupting the packet). The Integrity of information is preserved when the accuracy and
completeness is of it is left untouched and was not tampered with. This term is related to
Authenticity.

Integrity Measurement Architecture

An enhancement of Linux by a Trusted Platform Module based Linux Security Module
that is currently being developed by IBM research in close collaboration with various
product groups and the IBM Linux Technology Center. Its main goal is to generate ver-
ifiable representative information about the software stack running on a Linux system.
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This information can be used by remote parties to determine the integrity of the execution
environment.

Internet Protocol Security
A protocol suite for securing IP communications by authenticating and encrypting each
[P packet of a communication session.

Intrusion

The event of an attack managing to exploit a vulnerability is called an intrusion, a ma-
licious operational fault. An intrusion happens, for example, when an attacker managed
to guess a privileged account password and then penetrates the system. This intrusion
causes an error (unauthorized person gains privileges) which can later cause the system
failure (e.g., the system delivers modified web pages).

Local Area Network

A computer network that connects devices in a limited geographical area.

Maintainability

The property of a system being able to undergo repair and reconfiguration.

Mandatory Access Control

Mandatory Access Control is a technique that constrains subject’s access to objects. It is
often seen as the opposite of Descretionary Access Control. DAC refers to one category of
access controls that subjects can transfer among each other, and MAC refers to a second
category of access controls that imposes constraints upon the first.

MapReduce

It is a software framework introduced by Google in 2004 to support distributed computing
on large data sets on clusters of computers. The framework is inspired by the map and
reduce functions commonly used in functional programming, although their purpose in
the MapReduce framework is not the same as their original forms.

Network Access Control

Techniques and mechanisms that attempt to realize Access Control at the network layer,
especially to unify endpoint security technology (such as anti-virus tools), user or system
Authentication and network security enforcement. An open architecture for Network
Access Control is Trusted Network Connect (TNC).

Nonrepudiability

The property of the author/sender of a piece of data not being able to deny that he au-
thored/sent it.

Order Preserving Encryption

Order Preserving Encryption is an encryption scheme, that allows the data (despite being
encrypted) to be partially and totally ordered, i.e. standard numeric relations (<, >, =) to
be applied.
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Owner

In the context of ISO 27001 and ISO 27002, an owner is a person or entity that has
been given formal responsibility for the security of an asset or asset category. It does not
mean that the asset belongs to the owner in a legal sense. Asset owners are only formally
responsible.

Perfect Forward Secrecy

The property that ensures that a session key derived from a set of long-term public and
private keys will not be compromised if one of the private keys is compromised in the
future. It is an optional feature in IPsec.

Platform as a Service

Allows customers to develop new applications using APIs deployed and configurable re-
motely. The platforms offered include development tools, configuration management,
and deployment platforms. Examples are Microsoft Azure, Force and Google App en-
gine. (ENISA, 2009)

Platform Configuration Register

A 160-bit shielded storage location inside the Trusted Platform Module, of which an TPM
in the current version 1.2 contains exactly 24, used to store the measurements taken, e.g.,
during Authenticated Boot.

Policy

A policy statement defines a general commitment, direction, or intention. An information
security policy statement expresses management’s commitment to the implementation,
maintenance, and improvement of its information security management system.

Process

Is the loaded instance of a Program in computer’s memory. It is usually designed to (but
not necessarily) operate on input data and to produce output data or side effects. Only a
process is a live system, the program is just its (offline) definition. When it is loaded, it
becomes a process.

Program

A (computer) program is a piece of software that consists of machine instructions and
a fixed set of data and is designed to extend the capabilities of the computer hardware.
In contrast to a program, a Process is the loaded instance in computer’s memory of a
program which operates to do its intended purpose. Hence, a program might have several
process instances.

Proof of Retrievability

A Proof of Retrievability is a proof that a third party issues to the challenger in order to
guarantee that it possesses certain data. The data is not private, but usually belongs (and
is known) to the challenger. The purpose of the proof is, that the proof is much shorter
than sending the actual data in question. Please note, that a cryptographic hash is NOT a
POR as the hash value could simply be stored without possessing the data. Therefore, a
Nonce and HMAC is usually used. See also Provable Data Posession.
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Provable Data Posession

Is the same as Proof of Retrievability.

Public Key Infrastructure

A set of software, hardware, people, policies, and procedures needed to create, manage,
store, distribute, use, and revoke digital certificates. A CA issues those digital certificates,
see Certificate Authority.

Reliability

The property of the service delivered being correct.

Remote Attestation

The verification of the trustworthiness of a computer system by a remote verifier, i.e. that
the checked Trusted Computing Platform is in known and trusted state.

Role-Based Access Control

An approach to restricting system access to authorized users, based on grouping per-
missions and assigning them to roles. Subjects (users, automated agents/systems) can
exercise a permission only if they have been assigned to one or multiple role(s). A sub-
ject’s active role must be authorized for the subject. A subject can execute a permission
only if the permission is authorized for the subject’s active role.

Root of Trust

A component that must always behave in the expected manner, i.e. it has to be axiomati-
cally trusted, because its misbehavior cannot be detected. It works as a trust anchor in the
Chain of Trust, from which trust to other components is assured based on the (deemed)
trustworthiness of the Root Of Trust.

Root of Trust for Measurements

A computing engine of the Trusted Computing Platform capable of making inherently
reliable integrity measurements.

Safety

The absence of catastrophic consequences of a failure of the system to its users or envi-
ronment.

Secure Boot

Identical to Authenticated Boot with the only difference, that the measurements taken
during the bootstrap are compared to a trusted reference value and in case that these values
differ the boot procedure is aborted. Thus, in contrast to Authenticated Boot, Secure Boot
ensures that a Trusted Computing Platform can not be booted into an untrusted state.

Secure Function Evaluation

Is a protocol that allows a multi-party computation with n users and their respective inputs
x1,Ta,...,T,. After the protocol run, every user knows the outcome of the function
F(xq,x3,...,x,) but the input of the others remain unknown.
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Security Hazard

Security hazards are normally classified in three broad categories —vulnerability, at-
tack and intrusion— which are related to the notions of fault-error-failure through the
AVI Composite Fault Model (AVI) composite fault model, developed in the MAFTIA
project [VNCOO0].

Security Policy

The concepts of error and failure are related to the notion of security policy. The security
policy of a system is a set of specific security requirements imposed on a system. Exam-
ples of items in a security policy are the minimum length of passwords and the machines
that can be remotely accessed by certain user groups. The notion of security policy can
be refined in terms of security goals and security rules. Security goals are high-level
statements of the security properties that the system must guarantee. The violation of a
security goal is a failure of the system. Security rules are lower level statements of con-
strains that the system should satisfy so that the security goals are not violated, therefore
the rules are usually stronger than the goals. The violation of a security rule is an error,
which can directly or indirectly lead to the failure of the system.

Simple Storage Service

A central service of AWSEntry, providing very high availability, key-value based online

storage. In particular, the provided storage is designed for “BLOBs” (Binary Large Ob-

jects) and can be accessed via well-established interface protocols like SOAP or REST.
Software as a Service

Software offered by a third party provider, available on demand, usually via the Internet
configurable remotely. Examples include online word processing and spreadsheet tools,
CRM services and web content delivery services (Salesforce CRM, Google Docs, etc).
(ENISA, 2009)

Storage Root Key

The root key embedded in the Trusted Platform Module, used to wrap others TPM keys.

TCG Core Services

The layer of the TCG Software Stack which provides a common set of services per plat-
form for all services providers.

TCG Device Driver Library

This module provides the user mode interface for the TCS to communicate with the TPM
Device Driver.

TCG Service Provider
The module of the TCG Software Stack which provides TCG services to applications.

TCG Software Stack

The TCG specifications of the software designated to communicate with the Trusted Plat-
form Module device.
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Third party

In the context of a specific issue, a third party is any person or body that is recognized as
independent of the people directly involved with the issue in question.

Threat

A threat is the existence, but not the occurence of a potentially negative event. When a
threat turns into an actual event, it may cause negative impact.

Token

A token, also referred to as security token, is a special, tamper-resistant hardware com-
ponent. It is, e.g., used to hold secrets for Authentication in different scenarios, such as
online banking. Advanced security tokens further provide a cryptographic co-processor
and a trusted execution environment.

Transport Layer Security

A cryptographic protocol that is used for establishing a secure connection between a client
and a server. TLS and its predecessor, Secure Sockets Layer (SSL), encrypt the segments
of network connections above the Transport Layer (OSI Layer 4). TLS is using asym-
metric cryptography for privacy and a keyed message authentication code for reliability.
See RFC 5246 for details.

Trust

The expectation that a device will behave in an expected manner for a specific purpose.

Trusted Computing

The interaction between a hardware security anchor and upper layer protocols and appli-
cations. (Definition of the TCG) See also Trusted Computing Base.

Trusted Computing Base

The hardware and software components that are critical for the security of a computer
system. Vulnerabilities or errors in the Trusted Computing Base jeopardize the security
of the entire system.

Trusted Computing Group

An initiative started by AMD, Hewlett-Packard, IBM, Intel, and Microsoft to implement
Trusted Computing and successor to the Trusted Computing Platform Alliance (TCPA).
The TCG’s original goal was the development of a Trusted Platform Module (TPM). The
TCG also realised the Trusted Network Connect (TNC) protocol specification.

Trusted Computing Platform

A computing platform that can be trusted to report its properties. “Trusted” is used in the
sense of Trust. Components outside of the Trusted Computing Base are not critical. Their
Trust is usually established by means that are incorporated inside the Trusted Computing
Base.
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Trusted Management Channel

Allows to securely connect the TOM with TrustedServers to set-up, start and stop VM
instances, and to load configuration and policies. It is part of the overall security concept
of a Trusted Infrastructure and also could be used to interconnect TOMs. It provides an
confidential, integer, and authentic management channel between management console
and server using TPM based remote attestation. Its primary goal is to provide a commu-
nication channel between a client and a server that provides all required communication
features while satisfying certain security aspects.

Trusted Network Connect

Trusted Network Connect is an open architecture and a growing set of standards for end-
point integrity, especially for Network Access Control (NAC), published by the Trusted
Network Connect Work Group (TNC-WG) of the Trusted Computing Group (TCG).

Trusted Platform Module

The Trusted Platform Module is an opt-in hardware device, usually mounted on the moth-
erboard of a computer platform. It is defined by the Trusted Computing Group such
that it implements security design goals like the secure reporting of the environment,
the provision of secure storage, or the attestation of the platform status to remote parties
(Remote Attestation). For that reason, the TPM is equipped with a number of essen-
tial components. To name the major components: a) an execution engine for the spec-
ified commands; b) a True Random Number Generator; c) Non-Volatile Memory; d) a
cryptographic co-processor; ) Platform Configuration Registers (Platform Configuration
Register); and f) a small number of monotonic counters.

Trusted Virtual Domain

A Trusted Virtual Domain is a coalition of virtual and/or physical machines that can
trust each other based on a security policy that is uniformly enforced independently of
the boundaries of physical computing resources. It leverages the combination of Trusted
Computing and virtualization techniques in order to provide confinement boundaries for
an isolated execution environment - a domain - hosted by several physical platforms.
Source: Lohr et al. - Trusted Privacy Domains — Challenges for Trusted Computing in
Privacy-Protecting Information Sharing.

TrustedObjects Manager

The central management component of a Trusted Infrastructure. The TOM manages the
physical infrastructure including networks, services and appliances (physical platforms).
Since appliances remotely enforce a subset of the overall security policy, a permanent
trusted channel between the TOM and dedicated appliances is used for client authentica-
tion, to check their software configuration using attestation, and to upload policy changes
and software updates.

TrustedServer

The central security platform in a Trusted Infrastructure to run the VM instances (also
called compartments) on. It is based on the TURAYA ™SecurityKernel and provides
several built in security services. In order to provide strict isolation of compartments,
operating systems and data compartments are linked to Trusted Virtual Domains (TVDs).
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Domain specific transparent encryption is applied to prohibit information flows between
TVDs.

Virtual Local Area Network

A group of hosts with a common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of their physical location. It has the
same attributes as a physical LAN, but allows end stations to be grouped together even if
they are not located on the same network switch.

Virtual Machine

A VM is a software implementation of a machine or a computer that behaves like a
physical machine from the operating systems perspective. Virtual Machines need the
presence of a software layer (VMM) in order to access the multiplexed physical hardware.

Virtual Machine Monitor

The virtual machine monitor (also called Hypervisor) generates and manages virtual ma-
chines (VM). Hardware resources are shared to allow execution of multiple operating
systems on one host.

Vulnerability

A vulnerability is a weakness in an asset or group of assets. An asset’s weakness could
allow it to be exploited and harmed by one or more threats. A vulnerability is the potential
to be exploited, not the actual exploitation. It the chain ’Fault, Error, Failure’ it is part of
the Fault. A vulnerability can be a design fault (created during the system development) or
an operational fault (introduced during system execution). Typical examples are software
bugs (e.g. a missing array boundary test, which can be exploited to gain full control of
the system), or a privileged account with a easily guessable password. These faults are
usually accidental but can also be malicious, like in the case of a hidden backdoor to
circumvent security measures.
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