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Introduction

Hosting resources in the cloud
results into a shared responsibil-
ity between cloud provider and
customer. In particular the re-
sponsibility for all security as-
pects is now shared. Moreover,
as all cloud customers use the
same resources, the infrastruc-
ture is shared among multiple
tenants, which may be competi-
tors. Hence proper isolation of
cloud customers becomes of cru-
cial importance for acceptance of
cloud offerings.

With the TrustedInfrastructure
Cloud we provide the following
key properties:

Trust in remote resources is
established by building on top of
Trusted Computing technologies,
providing verifiable integrity of
the remote components.

Protection against insider at-
tacks is achieved, as the admini-
stration is completely controlled
by the infrastructure itself. All
data is encrypted and there are
no administrators with elevated
privileges.

With Trusted Virtual Domains
(TVD) we provide trustworthy
isolation of virtual computing,
storage and networking re-
sources as well as pervasive in-
formation flow control. TVDs are
employed for isolation of tenants
and for separation of security do-
mains of a single tenant.
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Figure 1: A TrustedInfrastructre Cloud running VIMs of different tenants TVDs

Architecture

In the TrustedInfrastructure
Cloud (cf. Figure 1) a central
management component, called
TrustedObjects Manager (TOM),
manages a set of TrustedServers
(TS) which run a security kernel,
which in turn run the virtual ma-
chines (VM) of the users. A virtual
machine consists of the operating
system (OS) and applications

(App).

TS as well as the TOM, are
equipped with a hardware secu-
rity module (HSM) [1]. When
started, the HSM is employed for
secure boot, ensuring the integ-
rity of the software (in particular
of the security kernel). Moreover,
the hard drives are encrypted by
a key that is stored within the
HSM. Via this sealing, the local
hard drives can only be decrypted
in case the HSM has crosschecked
the integrity of the component.

Hence only an untampered secu-
rity kernel can be booted and can
access the decrypted data. The
security kernel enforces the secu-
rity policy and the isolation.

The TOM is in charge of deploy-
ing configuration data (including
key material and security policies)
and VMs on the TrustedServers.
Security services within the secu-
rity kernel handle the configura-
tion and ensure that the security
policies are properly enforced.
Encrypted communication of TOM
and TrustedServer is via the
Trusted Management Channel
(TMC) which ensures the integrity
using remote attestation before
transmitting any data. All admin-
istrative tasks on the Trusted-
Server are performed via the
TMC, there is no other manage-
ment channel for an administrator
(like an ssh-shell). In Figure 2 the
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Figure 2: Architecture of a TrustedServer

architecture of a TrustedServer is
presented in more details. The
security kernel comprises the iso-
lation kernel and the hypervisor
to provide isolation between vir-
tual machines and a set of secu-
rity services managing TVDs, file
encryption, VPN, remote attesta-
tion and the TMC.

Trusted Virtual Do-
mains

Trusted Virtual Domains (TVD)
[2] allow the deployment of iso-
lated virtual infrastructures upon
shared computing and network-
ing resources. By default, differ-
ent TVDs are isolated from each
other.

Communication is restricted to
virtual machines within the same
TVD and data at rest is encrypted
by a TVD specific key. Remote
communication between compo-
nents of the same TVD over an
untrusted network are secured
via virtual private network (VPN).
Only virtual machines of the
same TVD, which have access to

the same TVD key, are able to
communicate and decrypt data.

A TrustedServer can simultane-
ously run various VMs attached
to different TVDs. Figure 1 illus-
trates that each tenant runs his
own set of TVDs, ensuring isola-
tion of tenants. A single tenant
can also run distinct TVDs (cf.
Tenant A), to isolate domains
within an organisation.
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Where To Find Truste-
dInfrastructure Cloud?

http://www.sirrix.com

Further Information

Further information about Truste-
dInfrastructure Cloud can be found
in “D2.1.1—Technical Requirements
and Architecture for Privacy-
enhanced and Resilient Trusted
Clouds” and %“D2.3.1— Require-
ments, Analysis, and Design of Secu-
rity Management”.
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