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Infrastructure Cloud
Software Layers

Infrastructure-as-a-Service (IaaS)
clouds comprise a large number
of software layers: Each physical
machine in the provider's data-
center runs a virtualization solu-
tion with virtual machines that
can be accessed by the cloud us-
ers. Within these virtual machines
(VMs), users typically install com-
modity operating systems like
Linux or Windows and an applica-
tion server that hosts another
virtual machine (e.g. Java/IJVM)
for the actual program the user
wants to run. This huge stack of
software layers is a source of
many security issues, which can
be exploited sometimes even if
the application does not use that
vulnerable feature in particular.

Our approach tries to minimize
the trusted code base for an indi-
vidual service by configuring the
software stack within a VM to
include only the absolutely neces-
sary features. Figure 2 shows the
layout of such a tailored stack: A
thin software layer specific to the
virtualization interface of the
cloud provider forms the basis for
implementing a configurable set
of network protocols and applica-
tion-specific algorithms. Depend-
ing on which environment the
service will operate in, the basic
application can also be modular-
ized into features that can be
configured with regard to exter-
nal requirements.
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Figure 1: HsMemcached use case

HsMemcached: A Key/Value Cache in Haskell

In order to demonstrate the via-
bility of our approach, we provide
a reconfigurable implementation
of a in-memory Key/Value cache
service called hsMemcached. It is
fully compatible with the well-
known Memcached protocol. The
typical usage scenario is shown in
Figure 1 above: An user requests
data from an application, e.g. a
website with a summary of his
power consumption in the previ-
ous month (1). Gathering this
information requires a rather slow
database query, so the applica-

tion will consult hsMemcached (2)
for the summary first. Only if the
information is not present in the
cache yet, the complex query has
to be performed (3).

Apart from basic storage opera-
tions, the Memcached protocol
also provides commands for
atomic updates and manipulation
of text strings and numbers. As
these features are not required in
every use case, this gives us
plenty of opportunity for applica-
tion-level tailoring.
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Figure 2: Tailored Service Layers
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Figure 3: Tailoring process

Tailored Software in
Cloud Environments

The process to create a tailored
service instance in the cloud is
depicted in Figure 3 and is entire-
ly performed on the IaaS plat-
form. Each service instance starts
from a VM image containing the
full source code repository of the
service with code for each config-
urable feature (1). In the next
step, a specific configuration is
derived from information about
the cloud platform (e.g. Hypervi-
sor vendor) and requirements
from the application that will use
the service instance (e.g. Proto-
col support). The tailoring pro-
cess then compiles the selected
code pieces into a bootable VM
image (2). In the final step, the
created image is used to replace
the tailoring VM with the actual
service (3a). In case we want to
start multiple instances with the
same configuration at once, we
optionally save a copy of the cre-
ated image in the repository of
the underlying IaaS cloud (3b).

Haskell Programming
Language

The individual parts of the service
infrastructure and the hsMem-
cached application are written in
the Haskell programming lan-
guage. Haskell is purely function-
al with a strong, static type sys-
tem where computations with
side-effects are represented as
special types. This allows us to
leverage the properties of the
language to make components
more accessible to formal verifi-
cation methods and ensure safety
properties due to its superior

type system.
Our prototype interfaces with the
Xen hypervisor using Galois’

HaLVM, which is a thin operating
system layer to provide the nec-
essary runtime and library sup-
port. Large portions if this layer
are also written in Haskell, allow-
ing the implementation to take
advantage of high-level language
features and type-safety even on
the system level and makes tai-
loring across all layers possible.

Further Information

Further information about Tailored
Key/Value Store can be found under
Deliverable ,D2.1.2—Preliminary
Description of Mechanisms and Com-
ponents for Single Trusted Clouds".
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