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Introduction
Today, the fault-tolerance techniques applied in practice are almost solely dedicated to handling
crash-stop failures, for example,
by employing replication, that is,
by using multiple redundant instances of a single service. Apart
from that, only speciﬁc techniques are used to selectively address the most common or most
severe non-crash faults, for example, by using checksums to
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Figure 2: FPGA board used to implement the trusted subsystem CASH
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Further Information
Further information about CheapBFT
can be found in [2] and under Deliverable „D2.1.2—Preliminary Description of Mechanisms and Components
for Single Trusted Clouds“.
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Figure 3: Message exchange by the agreement sub-protocols

In addition, CheapBFT advances
the state of the art in resource-

ed CheapChange, the replicas
temporarily execute the MinBFT

efﬁcient BFT systems by running
a composite agreement protocol,
which requires only f + 1 actively

protocol, which involves 2f + 1
active replicas (i.e., it can tolerate up to f faults), before eventu-

participating replicas for agreeing
on requests during normal-case

ally switching back to CheapTiny.
To give an impression about the

operation. The agreement proto-

two agreement sub-protocols and

col of CheapBFT consists of three

their relative complexity, Figure 3

sub-protocols: the normal-case
protocol CheapTiny, the transition protocol CheapChange, and

depicts simplified views of the
message exchanges that take
place when a client request is to

the fall-back protocol MinBFT [1].
During normal-case operation,

be processed.

CheapTiny makes use of passive

References

replication to save resources; it is

[1] Veronese, G. S.; Correia, M.;
Bessani, A. N.; Lung, L. C. &
Verissimo, P. Efficient Byzantine
Fault-Tolerance. IEEE Transactions on Computers, Jan. 2013.
[2] Kapitza, R.; Behl, J.; Cachin, C.;
Distler, T.; Kuhnle, S.; Mohammadi, S. V.; SchröderPreikschat, W. & Stengel, K.
CheapBFT: Resource-efficient
Byzantine Fault Tolerance. Proc.
of the 7th ACM European Conference on Computer Systems
(EuroSys '12), ACM, 2012.

the ﬁrst BFT agreement protocol
that requires only f + 1 active
replicas. However, CheapTiny is
not able to tolerate faults, so that
in case of suspected or detected
faulty behavior of replicas,
CheapBFT runs CheapChange to
bring all non-faulty replicas into a
consistent state. Having complet-
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